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General Services Administration 
Federal Acquisition Service 

Authorized Federal Supply Schedule FSS Price List 
 
Online access to contract ordering information, terms and conditions, pricing, and the option to 
create an electronic delivery order are available through GSA Advantage!®. The website for 

GSA Advantage!® is: https://www.GSAAdvantage.gov. 
 

Multiple Award Schedule 
Federal Supply Group: Professional 

Services  
Contract No: 47QTCA26D000L 

For more information on ordering go to the following website: 
https://www.gsa.gov/scehdules. 

Contract Period: October 23, 2025 – October 22, 2030 
 

Core4ce LLC 
4040 Fairfax Drive, Suite 650 

Arlington, VA 22203 
703-496-9433 

703-822-5829 (fax) 
www.core4ce.com  

 
Business Size: Other Than Small Business 

 
Contact for Contract Administration: Justin Blakely 

Email: c4contracts@core4ce.com  
Phone: 843-990-7553 

 
Price Lists Current as of Award 

  

http://www.core4ce.com/
http://www.gsa.gov/scehdules
http://www.core4ce.com/
mailto:c4contracts@core4ce.com
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CUSTOMER INFORMATION 
 

 1a. Table of Awarded Special Item Numbers with appropriate cross-reference to page numbers:  
SIN Disaster Recovery SIN Description 
518210C 518210CRC Cloud Computing and Cloud Related IT Professional Services 
541330ENG 541330ENG Engineering Services 
54151HACS 54151HACSRC Highly Adaptive Cybersecurity Services (HACS) 
54151S 54151SRC Information Technology Professional Services 
511210 511210RC Software Licenses 

 
1b. Identification of the lowest priced model number and lowest unit price for that model for each special 
item number awarded in the contract. See GSA Pricing Below. 
 

 1c. If the Contractor is proposing hourly rates a description of all corresponding commercial job titles, 
experience, functional responsibility and education for those types of employees or subcontractors who 
will perform services shall be provided. See GSA Labor Category Details Below. 
 

 2. Maximum Order:  
SINs Maximum Order 
518210C $500,000 
541330ENG $1,000,000 
54151HACS $500,000 
54151S $500,000 
511210 $500,000 
OLM $250,000 

 
 3. Minimum Order: $100.00 
 
 4. Geographic Coverage (delivery Area): Domestic 
 
 5. Point(s) of production (city, county, and state or foreign country): 
 4040 Fairfax DR STE 650 
 Arlington, Virginia 22203-1621 
 United States 
 
 6. Discount from list prices or statement of net price: Government Net Prices (discounts already 

deducted.) 
  
 7. Quantity discounts: None 
 
 8. Prompt payment terms: Net 30 Days. Information for Ordering Offices: Prompt payment terms cannot 

be negotiated out of the contractual agreement in exchange for other concessions. 
 

 9. Foreign items (list items by country of origin): Not applicable 
 

10a. Time of Delivery (Contractor insert number of days): To be determined at Task Order level 
 

10b. Expedited Delivery. The Contractor will insert the sentence “Items available for expedited delivery 

http://www.core4ce.com/
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are noted in this price list.” under this heading. The Contractor may use a symbol of its choosing to 
highlight items in its price list that have expedited delivery: To be determined at Task Order level 
 

 10c. Overnight and 2-day delivery. The Contractor will indicate whether overnight and 2-day delivery is 
available. Also, the Contractor will indicate that the schedule customer may contact the Contractor for 
rates for overnight and 2-day delivery: To be determined at Task Order level 
 

 10d. Urgent Requirements. The Contractor will note in its price list the “Urgent Requirements” clause of 
its contract and advise agencies that they can also contact the Contractor’s representative to affect a faster 
delivery: To be determined at Task Order level 
 

 11. F.O.B Points: Destination 
 

 12a. Ordering Address: 
 2457 W. Aviation Av Suite 115 
 North Charleston, SC 29406-5010 
 United States 

 
12b. Ordering procedures: For supplies and services, the ordering procedures, information on Blanket 
Purchase Agreements (BPA’s), are found in Federal Acquisition Regulation (FAR) 8.405-3. 
 

 13. Payment address: 
 2457 W. Aviation Av Suite 115 
 North Charleston, SC 29406-5010 

United States 
 

 14. Warranty provision: Standard Commercial Warranty  
 
 15. Export Packing Charges (if applicable): N/A 
 
 16. Terms and conditions of rental, maintenance, and repair (if applicable): N/A 
 
 17. Terms and conditions of installation (if applicable): N/A 
 
 18a. Terms and conditions of repair parts indicating date of parts price lists and any discounts from list 

prices (if applicable):  
 N/A 
 
 18b.Terms and conditions for any other services (if applicable): N/A 
 
 19. List of service and distribution points (if applicable): N/A 
 
 20. List of participating dealers (if applicable): N/A 

 
 21. Preventive maintenance (if applicable): N/A 
 
 22a. Special attributes such as environmental attributes (e.g., recycled content, energy efficiency, and/or 

reduced pollutants): N/A 
 

http://www.core4ce.com/
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 22b. If applicable, indicate that Section 508 compliance information is available on Electronic and 
Information Technology (EIT) supplies and services and show where full details can be found (e.g. 
contactor’s website or other location.) The EIT standards can be found at: www.Section508.gov/. Not 
Applicable. 

 
 23. Unique Entity Identifier (UEI) number: FQKKJ9E68ED4 
 

24.  Notification regarding registration in System of Award (SAM) database:  
Contractor registered and active in SAM. Cage Code: 8AWU 

http://www.core4ce.com/
http://www.section508.gov/
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1. Services Labor Category Descriptions 
 

1.1 Cloud Computing and Cloud Related IT Professional Services Labor Category Descriptions (SIN 518210C) 
Labor Category Title  ID Education & Years 

Experience 
Functional Responsibility 

CLOUD ARCHITECT 01 C-001 Bachelors - Zero (0) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 

CLOUD ARCHITECT 02 C-002 Bachelors - Three (3) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 

CLOUD ARCHITECT 03 C-003 Bachelors - Six (6) years On a Cloud project, the Cloud Architect III ensures technical consistency across 
development approaches and practices; maintain adherence by team members. 
Analyze and prioritize functional and business requirements; develop an 
architecture plan to meet the system requirements and objectives. Reduce 
maintenance costs over a system’s lifetime by anticipating future enhancements 
and ensuring the system design will facilitate such changes with little effect to 
the original architecture. Participate in system integration planning. Create 
architecture documentation detailing system structure and related software 
engineering and development processes. Design a software architecture 
validation plan and implement it during the appropriate software development 
phase. Interface with clients to ensure systems are designed to meet users’ goals. 
Recommend strategies to improve resiliency, security, and optimize costs in 
cloud and Hybrid environments. 

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD ARCHITECT 04 C-004 Bachelors - Nine (9) years On a Cloud project the Cloud Architect IV ensures technical consistency across 
development approaches and practices; maintain adherence by team members. 
Analyze and prioritize functional and business requirements; develop an 
architecture plan to meet the system requirements and objectives. Reduce 
maintenance costs over a system’s lifetime by anticipating future enhancements 
and ensuring the system design will facilitate such changes with little effect to 
the original architecture. Participate in system integration planning. Create 
architecture documentation detailing system structure and related software 
engineering and development processes. Design a software architecture 
validation plan and implement it during the appropriate software development 
phase. Interface with clients to ensure systems are designed to meet users’ goals. 
Recommend strategies to improve resiliency, security, and optimize costs in 
cloud and Hybrid environments. 

CLOUD ARCHITECT 05 C-005 Bachelors - Twelve (12) 
years 

On a Cloud project the Cloud Architect V serves as SME across development 
approaches and practices; maintain adherence by team members. Analyze and 
prioritize functional and business requirements; develop an architecture plan to 
meet the system requirements and objectives. Reduce maintenance costs over a 
system’s lifetime by anticipating future enhancements and ensuring the system 
design will facilitate such changes with little effect to the original architecture. 
Participate in system integration planning. Create architecture documentation 
detailing system structure and related software engineering and development 
processes. Design a software architecture validation plan and implement it during 
the appropriate software development phase. Interface with clients to ensure 
systems are designed to meet users’ goals. Recommend strategies to improve 
resiliency, security, and optimize costs in cloud and Hybrid environments. 

CLOUD BUSINESS 
ANALYST 01 

C-006 Bachelors - Zero (0) years Formulates and defines systems scope and objectives through research and fact-
finding combined with an understanding of applicable Cloud solutions and 
industry requirements. With this knowledge, develops or modifies moderately 
complex Cloud solutions. Includes analysis of Cloud, business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary. Guides and advises less experienced Business Systems Analysts. 
Competent to work in some phases of systems analysis and considers the 
business implications of the application of technology to the current business 
environment. 

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD BUSINESS 
ANALYST 02 

C-007 Bachelors - Three (3) years Formulates and defines systems scope and objectives through research and fact-
finding combined with an understanding of applicable Cloud solutions and 
industry requirements. With this knowledge, develops or modifies moderately 
complex Cloud solutions. Includes analysis of Cloud, business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary. Guides and advises less experienced Business Systems Analysts. 
Competent to work in some phases of systems analysis and considers the 
business implications of the application of technology to the current business 
environment. 

CLOUD BUSINESS 
ANALYST 03 

C-008 Bachelors - Six (6) years Analyzes user requirements, procedures, and problems to automate processing 
and improve existing Cloud solutions. Formulates and defines Cloud Solutions 
scope and objective. Writes detailed description of user needs, Cloud solution 
functions and steps required for developing and modifying solutions. Analyzes 
software requirements to determine feasibility of design and consults with 
hardware engineers to evaluate interface between hardware, software, and 
operational performance requirements of the system. Designs, develops, and 
implements applications and systems based on user needs. Studies existing 
information-processing systems to evaluate effectiveness and develop new Cloud 
solutions based on user needs. 

CLOUD BUSINESS 
ANALYST 04 

C-009 Bachelors - Nine (9) years Leads the analyses user requirements, procedures, and problems to automate 
processing and improve existing Cloud solutions. Formulates and defines Cloud 
Solutions scope and objective. Writes detailed description of user needs, Cloud 
solution functions and steps required for developing and modifying solutions. 
Analyzes software requirements to determine feasibility of design and consults 
with hardware engineers to evaluate interface between hardware, software, and 
operational performance requirements of the system. Designs, develops, and 
implements applications and systems based on user needs. Studies existing 
information-processing systems to evaluate effectiveness and develop new Cloud 
solutions based on user needs. 

CLOUD BUSINESS 
ANALYST 05 

C-010 Bachelors - Twelve (12) 
years 

SME for user requirements, procedures, and problems to automate processing 
and improve existing Cloud solutions. Formulates and defines Cloud Solutions 
scope and objective. Writes detailed description of user needs, Cloud solution 
functions and steps required for developing and modifying solutions. Analyzes 
software requirements to determine feasibility of design and consults with 
hardware engineers to evaluate interface between hardware, software, and 

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

operational performance requirements of the system. Designs, develops, and 
implements applications and systems based on user needs. Studies existing 
information-processing systems to evaluate effectiveness and develop new Cloud 
solutions based on user needs. 

CLOUD DATABASE 
ADMINISTRATOR 01 

C-011 Associates - Zero (0) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS) on cloud hosted and/or cloud-native databases. 
Assists with DBMS products evaluation. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Assists with Installation, testing and implementation of vendor DBMS 
software including new releases. Performs database administration. 

CLOUD DATABASE 
ADMINISTRATOR 02 

C-012 Associates - Three (3) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS) on cloud hosted and/or cloud-native databases. 
Assists with DBMS products evaluation. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Assists with Installation, testing and implementation of vendor DBMS 
software including new releases. Performs database administration. 

CLOUD DATABASE 
ADMINISTRATOR 03 

C-013 Bachelors - Six (6) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS) on cloud hosted and/or 
cloud-native databases. Evaluates and recommends available DBMS products. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Defines required database 
administration policies, procedures, standards, and guidelines. Prepares and 
delivers presentations on DBMS concepts. Installs, tests, and implements vendor 
DBMS software including new releases. Manages database administration tasks. 

CLOUD DATABASE 
ADMINISTRATOR 04 

C-014 Bachelors - Nine (9) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS) on cloud hosted and/or 
cloud-native databases. Evaluates and recommends available DBMS products. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Defines required database 

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

administration policies, procedures, standards, and guidelines. Prepares and 
delivers presentations on DBMS concepts. Installs, tests, and implements vendor 
DBMS software including new releases. Manages database administration tasks. 

CLOUD DATABASE 
ADMINISTRATOR 05 

C-015 Bachelors - Twelve (12) 
years 

Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS) on cloud hosted and/or 
cloud-native databases. Evaluates and recommends available DBMS products. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Defines required database 
administration policies, procedures, standards, and guidelines. Prepares and 
delivers presentations on DBMS concepts. Installs, tests, and implements vendor 
DBMS software including new releases. Manages database administration tasks. 

CLOUD ENGINEER - 
ELASTIC 01 

C-016 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Works with more senior level Elastic cloud 
engineers to provide Elastic cloud design and assists in implementing 
configurations to meet program and customer needs. Assists in providing 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection under the supervision of senior Elastic cloud engineers. Evaluates and 
analyzes systems, performance, issues, and metrics in order to provide 
recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 02 

C-017 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Recommends Elastic cloud designs and 
implementation configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Makes 
recommendations for development, implementation and oversight of policies and 
procedures to ensure consistent Elastic cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

performance, issues, and metrics in order to provide recommendations for 
service improvements.  

CLOUD ENGINEER - 
ELASTIC 03 

C-018 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 04 

C-019 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 05 

C-020 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex Elastic cloud infrastructure 
and related Elastic cloud services. Provides oversight of Elastic cloud design and 
directs implementation of configurations to meet program and customer needs. 
Provides oversight of ongoing support of Elastic cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent Elastic cloud environment provisioning, uptime, regulatory 
compliance and data protection. Evaluates and analyzes systems, performance, 
issues, and metrics in order to provide recommendations for service 
improvements.  

http://www.core4ce.com/
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD ENGINEER 01 C-021 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Works with more senior level cloud engineers to provide cloud 
design and assists in implementing configurations to meet program and customer 
needs. Assists in providing ongoing support of cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent cloud environment provisioning, uptime, regulatory 
compliance and data protection under the supervision of senior cloud engineers. 
Evaluates and analyzes systems, performance, issues, and metrics in order to 
provide recommendations for service improvements.  

CLOUD ENGINEER 02 C-022 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Recommends cloud designs and implementation configurations to 
meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Makes recommendations for development, 
implementation and oversight of policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER 03 C-023 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for cloud infrastructure 
and related cloud services. Provides cloud design and implements configurations 
to meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Develops, implements and oversees policies and 
procedures to ensure consistent cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 
performance, issues, and metrics in order to provide recommendations for 
service improvements.  

CLOUD ENGINEER 04 C-024 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex cloud 
infrastructure and related cloud services. Provides cloud design and implements 
configurations to meet program and customer needs. Provides ongoing support of 
cloud storage and back-up infrastructure. Develops, implements and oversees 
policies and procedures to ensure consistent cloud environment provisioning, 
uptime, regulatory compliance and data protection. Evaluates and analyzes 
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

systems, performance, issues, and metrics in order to provide recommendations 
for service improvements.  

CLOUD ENGINEER 05 C-025 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex cloud infrastructure and 
related cloud services. Provides oversight of cloud design and directs 
implementation of configurations to meet program and customer needs. Provides 
oversight of ongoing support of cloud storage and back-up infrastructure. 
Develops, implements and oversees policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD OPERATIONS 
SYSTEMS SPECIALIST 01 

C-026 Bachelors - Zero (0) years Performs tasking in cloud-based operations systems discipline areas 
(requirements and operations analysis, system vulnerability analysis, system plan 
and procedure development, design of backup systems and C2 systems to ensure 
COOP and continuity of Government, program support, system documentation, 
and test and evaluation) as directed. 

CLOUD OPERATIONS 
SYSTEMS SPECIALIST 02 

C-027 Bachelors - Three (3) years Performs tasking in cloud-based operations, including systems discipline areas 
such as requirements and operations analysis, system vulnerability analysis, 
system plan and procedure development, design of backup systems and C2 
systems to ensure COOP and continuity of Government, program support, 
system documentation, and cybersecurity 

CLOUD OPERATIONS 
SYSTEMS SPECIALIST 03 

C-028 Bachelors - Six (6) years Leads a several-member team performing tasking in cloud-based operations, 
including systems discipline areas such as requirements and operations analysis, 
system vulnerability analysis, system plan and procedure development, design of 
backup systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 

CLOUD OPERATIONS 
SYSTEMS SPECIALIST 04 

C-029 Bachelors - Nine (9) years Leads a medium-to-large team performing tasking in cloud-based operations, 
including systems discipline areas such as requirements and operations analysis, 
system vulnerability analysis, system plan and procedure development, design of 
backup systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD OPERATIONS 
SYSTEMS SPECIALIST 05 

C-030 Masters - Twelve (12) years Technical leader and manager for multiple tasks in operations systems discipline 
and related areas (requirements and operations analysis, system vulnerability 
analysis, development of system plans and procedures, design of backup systems 
and Command and Control (C2) systems to ensure Continuity of Operations 
(COOP) and continuity of Government, program support, and test and 
evaluation). Independently performs exceptionally complex tasks in operations 
systems discipline or related areas. Develops and documents the framework for 
technical standards within Anathe cloud platform. Engages with customers to 
understand business and systems requirements, advises on platform and tools, 
and solutions and oversees the implementation of end-to-end solutions within a 
large and diverse IT environment. Designs and defines cloud system architecture, 
including the integration of multiple platforms, operating systems, and 
applications. Coordinates with other IT teams in the environment to bring about 
technical transformation and adoption of cloud platform. Keeps abreast of cloud 
computing trends and emerging technologies 

CLOUD 
PROJECT/PROGRAM 
MANAGER 01 

C-031 Bachelors - Zero (0) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical cloud -based projects or programs within the 
program guidelines. Works to ensure availability of resources. Accountable for 
overall results of multi-functional team. Monitors and responsible for program 
scope, schedule, and budget execution. 

CLOUD 
PROJECT/PROGRAM 
MANAGER 02 

C-032 Bachelors - Three (3) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical cloud -based projects or programs within the 
program guidelines. Works to ensure availability of resources. Accountable for 
overall results of multi-functional team. Monitors and responsible for program 
scope, schedule, and budget execution. 

CLOUD 
PROJECT/PROGRAM 
MANAGER 03 

C-033 Bachelors - Six (6) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical cloud -based projects or programs within the 
program guidelines. Works to ensure availability of resources. Accountable for 
overall results of multi-functional team. Monitors and responsible for program 
scope, schedule, and budget execution. 

CLOUD 
PROJECT/PROGRAM 
MANAGER 04 

C-034 Bachelors - Nine (9) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical cloud -based projects or programs within the 
program guidelines. Works to ensure availability of resources. Accountable for 
overall results of multi-functional team. Monitors and responsible for program 
scope, schedule, and budget execution. 
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD 
PROJECT/PROGRAM 
MANAGER 05 

C-035 Bachelors - Twelve (12) 
years 

Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical cloud -based projects or programs within the 
program guidelines. Works to ensure availability of resources. Accountable for 
overall results of multi-functional team. Monitors and responsible for program 
scope, schedule, and budget execution. 

CLOUD SECURITY 
ANALYST 01 

C-036 Bachelors - Zero (0) years Analyzes criteria for access controls, storage, reproduction, transmission, and 
destruction of data maintained by Cloud solutions requiring protection. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. Determines Cloud security compliance 
and effectiveness of information processing systems. 

CLOUD SECURITY 
ANALYST 02 

C-037 Bachelors - Three (3) years Analyzes criteria for access controls, storage, reproduction, transmission, and 
destruction of data maintained by Cloud solutions requiring protection. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. Determines Cloud security compliance 
and effectiveness of information processing systems. 

CLOUD SECURITY 
ANALYST 03 

C-038 Bachelors - Six (6) years Analyzes criteria for access controls, storage, reproduction, transmission, and 
destruction of data maintained by Cloud solutions requiring protection. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. Determines Cloud security compliance 
and effectiveness of information processing systems. 

CLOUD SECURITY 
ANALYST 04 

C-039 Bachelors - Nine (9) years Leads analyses of criteria for access controls, storage, reproduction, 
transmission, and destruction of data maintained by Cloud solutions requiring 
protection. Performs Cloud security assessments and evaluations of Cloud 
solutions. Plans and conducts formal on- site program evaluations of large 
complex Cloud solutions. Plans and conducts quantitative and qualitative 
security risk analyses, security evaluations and audits of Cloud solutions. 
Determines Cloud security compliance and effectiveness of information 
processing systems. 
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Labor Category Title  ID Education & Years 
Experience 

Functional Responsibility 

CLOUD SECURITY 
ANALYST 05 

C-040 Bachelors - Twelve (12) 
years 

SME on access controls, storage, reproduction, transmission, and destruction of 
data maintained by Cloud solutions requiring protection. Performs Cloud 
security assessments and evaluations of Cloud solutions. Plans and conducts 
formal on- site program evaluations of large complex Cloud solutions. Plans and 
conducts quantitative and qualitative security risk analyses, security evaluations 
and audits of Cloud solutions. Determines Cloud security compliance and 
effectiveness of information processing systems. 

CLOUD SECURITY 
ENGINEER 01 

C-041 Bachelors - Zero (0) years Define and design Cloud security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. 

CLOUD SECURITY 
ENGINEER 02 

C-042 Bachelors - Three (3) years Define and design Cloud security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. 

CLOUD SECURITY 
ENGINEER 03 

C-043 Bachelors - Six (6) years Define and design Cloud security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. 

CLOUD SECURITY 
ENGINEER 04 

C-044 Bachelors - Nine (9) years Define and design Cloud security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
Cloud security assessments and evaluations of Cloud solutions. Plans and 
conducts formal on- site program evaluations of large complex Cloud solutions. 
Plans and conducts quantitative and qualitative security risk analyses, security 
evaluations and audits of Cloud solutions. 
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Labor Category Title  ID Education & Years 
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CLOUD SECURITY 
ENGINEER 05 

C-045 Bachelors - Twelve (12) 
years 

SME on Cloud security solutions definition and design. Provide information 
assurance, cybersecurity, and risk management framework support services. 
Performs Cloud security assessments and evaluations of Cloud solutions. Plans 
and conducts formal on- site program evaluations and remediations of large 
complex Cloud solutions. Plans and conducts quantitative and qualitative 
security risk analyses, security evaluations and audits of Cloud solutions. 

CLOUD SOFTWARE 
DEVELOPER/PROGRAMM
ER 01 

C-046 Bachelors - Zero (0) years Supports the identification of end-user requirements and specifications for cloud-
based projects/programs. Supports the design of algorithms and flowcharts to 
create new software programs and systems. May produces efficient and elegant 
code based on requirements. Compiles user feedback to provide to the team. 
Supports the development of technical documentation to guide future software 
development projects. 

CLOUD SOFTWARE 
DEVELOPER/PROGRAMM
ER 02 

C-047 Bachelors - Three (3) years Supports the identification of end-user requirements and specifications for cloud-
based projects/programs. Supports the design of algorithms and flowcharts to 
create new software programs and systems. May produces efficient and elegant 
code based on requirements. May tests and deploys programs and applications. 
Supports troubleshooting existing software. Compiles user feedback to provide 
to the team. Supports the development of technical documentation to guide 
future software development projects. 

CLOUD SOFTWARE 
DEVELOPER/PROGRAMM
ER 03 

C-048 Bachelors - Six (6) years Collaborates with management, departments, and customers to identify end-user 
requirements and specifications for cloud-based projects/programs. Applies 
Software Development Lifecycle processes. Design algorithms and flowcharts to 
create new software programs and systems. Produces efficient and elegant code 
based on requirements. Tests and deploys programs and applications. 
Troubleshoots, debugs, maintains, and improves existing software. Compiles and 
assesses user feedback to improve software performance. Develops technical 
documentation to guide future software development projects. 

CLOUD SOFTWARE 
DEVELOPER/PROGRAMM
ER 04 

C-049 Bachelors - Nine (9) years Leads the collaboration with management, departments, and customers to 
identify end-user requirements and specifications for cloud-based 
projects/programs. Leads the design team developing algorithms and flowcharts 
to create new software programs and systems. Ensures adherence to the 
principles of Software Development Lifecycle. Ensures production of efficient 
and elegant code based on requirements. May Lead the test and deployment 
teams for programs and applications. Recommends and leads software 
improvements. 
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CLOUD SOFTWARE 
DEVELOPER/PROGRAMM
ER 05 

C-050 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert (SME) in the software development life cycle 
including the planning, design, development and implementation, deployment, 
and maintenance stages for cloud-based projects/programs. Serves as expert 
during collaboration with management, departments, and customers to identify 
end-user requirements, specifications, and software performance improvements 
recommendations. Provides expertise, troubleshooting, and resolution to highly 
complex software development issues. 

CLOUD SOFTWARE 
ENGINEER 01 

C-051 Bachelors - Zero (0) years Assists with basic computer software designs, development, troubleshooting, and 
analysis on cloud solutions. Reviews architecture and uses existing standards for 
integrating appropriate development and support tools to ensure product 
performance. Assists in performing system modeling, simulation, and analysis. 

CLOUD SOFTWARE 
ENGINEER 02 

C-052 Bachelors - Three (3) years Contributes to designing, developing, troubleshooting, and analyzing computer 
software for cloud solutions. Reviews architecture and selects among existing 
organizational standards and integrates appropriate development and support 
tools to ensure product performance. Participates in performing system 
modeling, simulation, and analysis. 

CLOUD SOFTWARE 
ENGINEER 03 

C-053 Bachelors - Six (6) years Designs, develops, troubleshoots, and analyzes moderately complex computer 
software for cloud solutions. Reviews architecture and selects among existing 
organizational standards and integrates appropriate development and support 
tools to ensure product performance. Performs system modeling, simulation, and 
Analysis. 

CLOUD SOFTWARE 
ENGINEER 04 

C-054 Bachelors - Nine (9) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software for cloud solutions. Plans, conducts, and technically directs 
software development project phases. Reviews architecture and selects and 
integrates appropriate development and support tools for team use to ensure 
product performance. Leads performing system modeling, simulation, and 
analysis. 

CLOUD SOFTWARE 
ENGINEER 05 

C-055 Masters - Twelve (12) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software. Plans, conducts, and technically directs software 
development project phases for cloud solutions. Reviews architecture and selects 
and integrates appropriate development and support tools for team use to ensure 
product performance. Leads performing system modeling, simulation, and 
analysis. 
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CLOUD SYSTEM 
ENGINEER 01 

C-056 Bachelors - Zero (0) years Design, Develop, Build, and Deploy applications to streamline the deployment 
and operational reliability in cloud environments. Compare, evaluate, and 
implement new features and technologies, and integrated them with the current 
environment. Work with other technical professionals to develop standards and 
implement best practice. Serve as a technical resource for new applications 
designs. Document system and application design, configuration and maintain 
and update documentation as needed. 

CLOUD SYSTEM 
ENGINEER 02 

C-057 Bachelors - Three (3) years Design, Develop, Build, and Deploy applications to streamline the deployment 
and operational reliability in cloud environments. Compare, evaluate, and 
implement new features and technologies, and integrated them with the current 
environment. Work with other technical professionals to develop standards and 
implement best practice. Serve as a technical resource for new applications 
designs. Document system and application design, configuration and maintain 
and update documentation as needed. 

CLOUD SYSTEM 
ENGINEER 03 

C-058 Bachelors - Six (6) years Design, Develop, Build, and Deploy applications to streamline the deployment 
and operational reliability in cloud environments. Compare, evaluate, and 
implement new features and technologies, and integrated them with the current 
environment. Work with other technical professionals to develop standards and 
implement best practice. Serve as a technical resource for new applications 
designs. Document system and application design, configuration and maintain 
and update documentation as needed. 

CLOUD SYSTEM 
ENGINEER 04 

C-059 Bachelors - Nine (9) years Leads the design, Develop, Build, and Deploy applications to streamline the 
deployment and operational reliability in cloud environments. Compare, 
evaluate, and implement new features and technologies, and integrated them with 
the current environment. Work with other technical professionals to develop 
standards and implement best practice. Serve as a technical resource for new 
applications designs. Document system and application design, configuration and 
maintain and update documentation as needed. 

CLOUD SYSTEM 
ENGINEER 05 

C-060 Bachelors - Twelve (12) 
years 

SME on the Design, Develop, Build, and Deploy applications to streamline the 
deployment and operational reliability in cloud environments. Compare, 
evaluate, and implement new features and technologies, and integrated them with 
the current environment. Work with other technical professionals to develop 
standards and implement best practice. Serve as SME for new applications 
designs. Document system and application design, configuration and maintain 
and update documentation as needed. 
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CLOUD TECHNICAL 
CONSULTANT 01 

C-061 Bachelors - Three (3) years Develops and applies advanced methods, theories, and research techniques in 
investigating and solving complex concept, planning, design, or implementation 
problems through effective use of commercial cloud services. Provides input for 
adoption of commercial cloud best practices and cloud adoption strategies and 
techniques. Recognized for achievements and technical subject expertise 

 

1.2 Highly Adaptive Cybersecurity Services Labor Category Descriptions (SIN 54151HACS) 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

CYBER INFORMATION 
ASSURANCE ANALYST 01 

CY-001 Associates - Zero (0) years Supports vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Supports identification of deviations 
from acceptable configurations, protocol, or policy. Performs routing audits and 
validates established security requirements. Provides recommendations for 
routine deviations and for non-routine deviations, provides draft 
recommendations to senior analysts for additional safeguards. Uses established 
program control processes and supports certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 02 

CY-002 Associates - Three (3) years Assists in vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Assists in identification of 
deviations from acceptable configurations, protocol, or policy. Audits and 
validates established security requirements, makes or reviews junior analyst 
recommendations for additional safeguards. Assists in establishing strict program 
control processes and supports certification or accreditation of systems.  

CYBER INFORMATION 
ASSURANCE ANALYST 03 

CY-003 Associates - Six (6) years Conducts vulnerability assessments and compliance audits of large/complex 
systems and networks within a networking environment. Identifies deviations 
from acceptable configurations, protocol, or policy. Audits and validates 
established security requirements and recommends additional safeguards or 
reviews/approves the work of other junior analysts. Establishes strict program 
control processes and supports certification or accreditation of systems. 
Prepares/approves reports directly to customers. 
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CYBER INFORMATION 
ASSURANCE ANALYST 04 

CY-004 Bachelors - Nine (9) years Oversees vulnerability assessments and compliance audits of complex systems 
and networks within a networking environment. Identifies deviations from 
acceptable configurations, protocol, or policy and makes recommendations on 
what is considered acceptable. Audits and validates established security 
requirements and recommends additional safeguards. Serves as senior subject 
matter expert where safeguards may need to span multiple systems to be 
effective. Oversees establishment of strict program control processes and reviews 
final products supporting certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 05 

CY-005 Bachelors - Twelve (12) 
years 

Recognized expert in vulnerability assessments and compliance audits of 
complex systems and networks within a networking environment. Provides 
technical direction and leads vulnerability management over large programs. 
Identifies deviations from acceptable configurations, protocol, or policy and 
makes recommendations on what is considered acceptable. Communicates across 
multiple teams to ensure recommendations are implemented. Reviews summary 
reports of audits/validation of established security requirements. Verifies 
recommendations for additional safeguards are communicated and track 
implementation. Oversees establishment of strict program control processes and 
reviews final products supporting certification or accreditation of systems. 

CYBER INTELLIGENCE 
ANALYST 01 

CY-006 Bachelors - Zero (0) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 
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CYBER INTELLIGENCE 
ANALYST 02 

CY-007 Bachelors - Three (3) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 03 

CY-008 Bachelors - Six (6) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 04 

CY-009 Bachelors - Nine (9) years Responsible for establishing and maintaining complete intelligence cycle 
operations to support enterprise cyber security, accounting for strategic, 
operational, and tactical intelligence needs. Use open source, government-
provided and commercially provided intelligence in support of cyber security. 
Research known adversarial Tactics, Techniques and Procedures (TTPs) to 
identify foundational components, isolate associated host or network events, and 
enable threat mitigation, detection, and response. Produce comprehensive cyber 
security reports including sourced and summarized threat intelligence, threat 
hunt findings and limitations, and present recommendations to system owners, 
cyber defenders, and policy makers. Disseminate timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity against the U.S. 
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Identify and provide high quality sources of indicators of attack and compromise 
to the team for application to the sensor array. May lead hunt, computer network 
defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 05 

CY-010 Masters - Twelve (12) years Expert in establishing and maintaining complete intelligence cycle operations to 
support enterprise cyber security, accounting for strategic, operational, and 
tactical intelligence needs. Use open source, government-provided and 
commercially provided intelligence in support of cyber security. Research known 
adversarial Tactics, Techniques and Procedures (TTPs) to identify foundational 
components, isolate associated host or network events, and enable threat 
mitigation, detection, and response. Produce comprehensive cyber security 
reports including sourced and summarized threat intelligence, threat hunt 
findings and limitations, and present recommendations to system owners, cyber 
defenders, and policy makers. Disseminate timely Indicators of Compromise 
(IOCs) and warnings of cyber threat activity. May lead hunt, computer network 
defense, and incident response activities. 

CYBER SECURITY 
SYSTEMS ENGINEER 01 

CY-011 Bachelors - Zero (0) years Assists with designs, integration, test, or implementation of cyber secure 
operating systems, data base products and networks. Assists with conducting risk 
assessments using encryption technologies, penetration and vulnerability 
analysis. Works toward ensuring secure architectures, firewalls, electronic data 
traffic and network access. Participates in assessments of future needs and 
trends. Assists in leveraging advanced forensic tools and techniques for attack 
reconstruction. 

CYBER SECURITY 
SYSTEMS ENGINEER 02 

CY-012 Bachelors - Three (3) years Provides supervised support for designs, integration, test, and implementation of 
cyber secure operating systems, data base products and networks. Conducts risk 
assessments using encryption technologies, penetration and vulnerability analysis 
as part of a team. Develops plans for ensuring secure architectures, firewalls, 
electronic data traffic and network access. Conducts assessments of future needs 
and trends. Leverages advanced forensic tools and techniques for attack 
reconstruction. 
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CYBER SECURITY 
SYSTEMS ENGINEER 03 

CY-013 Bachelors - Six (6) years Designs, integration, test, and implementation of cyber secure operating systems, 
data base products and networks and reviews the work of junior engineers. 
Conducts risk assessments using encryption technologies, penetration and 
vulnerability analysis. Ensures secure architectures, firewalls, electronic data 
traffic and network access. Conducts assessments of future needs and trends. 
Leverages advanced forensic tools and techniques for attack reconstruction. 

CYBER SECURITY 
SYSTEMS ENGINEER 04 

CY-014 Bachelors - Nine (9) years Leads the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks. Uses encryption 
technologies, penetration and vulnerability analysis to conduct risk assessments. 
Ensures secure architectures, firewalls, electronic data traffic and network 
access. Leads assessments of future needs and trends. Leads team leveraging 
advanced forensic tools and techniques for attack reconstruction.  

CYBER SECURITY 
SYSTEMS ENGINEER 05 

CY-015 Masters - Twelve (12) years Oversees the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks for large scale or complex 
implementations. Uses encryption technologies, penetration and vulnerability 
analysis to conduct risk assessments on complex networks/systems. Ensures 
secure architectures, firewalls, electronic data traffic and network access. Leads 
assessments of future needs and trends. Oversees team leveraging advanced 
forensic tools and techniques for attack reconstruction. Serves as a subject matter 
expert and consults among other teams coordinating the various cyber disciplines 
including infrastructure, operations and risk analysis. 

HAC TECHNICAL 
CONSULTANT 

CY-016 Bachelors - Three (3) years Develops and applies advanced methods, theories, and research techniques in 
investigating and solving complex concept, planning, design, or implementation 
problems for Highly Adaptive Cybersecurity Services and Solutions. Provides 
input for adoption of HAC best practices and adoption strategies and techniques. 
Recognized for achievements and technical subject expertise 

INFORMATION SYSTEM 
SECURITY OFFICER 01 

CY-017 Associates - Zero (0) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes.  
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INFORMATION SYSTEM 
SECURITY OFFICER 02 

CY-018 Associates - Three (3) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes.  

INFORMATION SYSTEM 
SECURITY OFFICER 03 

CY-019 Bachelors - Six (6) years Works to provide proactive and real-time monitoring, detection, analysis, 
response, and reporting capabilities of Cybersecurity events that pose a threat to 
the client's information and information systems. Improve the security posture 
through Cyber readiness efforts. Work closely with users and organizations to 
ensure that activities and incidents occurring on information systems and security 
enclaves are detected, contained, and mitigated. Implement and operate defense-
in-depth technologies that effectively detect, analyze, prevent, and isolate 
anomalous activity. Provide rapid response, containment, and mitigation of 
incidents to return compromised network resources to acceptable levels of 
confidentiality, integrity, and availability. Triage, analyze, investigate, and 
eradicate Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEM 
SECURITY OFFICER 04 

CY-020 Bachelors - Nine (9) years Leads proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
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Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEM 
SECURITY OFFICER 05 

CY-021 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert providing guidance, leadership, and expertise in 
the proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 01 

CY-022 Bachelors - Zero (0) years Provides the support to conduct systems analysis, certification and accreditation, 
integration of secure products, security test and evaluation, and development of 
complex information systems to meet information system security requirements. 
Applies a broad knowledge of the technical information systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 02 

CY-023 Bachelors - Three (3) years Provides the expertise to conduct systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 
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INFORMATION SYSTEMS 
SECURITY ENGINEER 03 

CY-024 Bachelors - Six (6) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 04 

CY-025 Bachelors - Nine (9) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 05 

CY-026 Masters - Twelve (12) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 
01 

CY-027 Bachelors - Zero (0) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Support the tracking of incident notifications and identifying of 
trends and activities to prevent, respond, and recover. Monitor, manage, and 
configure security tools, review incidents to assess their urgency, and escalate 
incidents. Support the identification of events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 
02 

CY-028 Bachelors - Three (3) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Track incident notifications and identify trends and activities to 
prevent, respond, and recover. Conduct problem resolution and provide subject 
matter expertise in security investigations best practices. Collect, analyze, and 
correlate security events and use discovered data to enable recommendation of 
mitigation of potential incidents. Identify events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
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scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 
03 

CY-029 Bachelors - Six (6) years Provide SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 
analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Conduct continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident.  
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Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 
04 

CY-030 Bachelors - Nine (9) years Lead SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 
analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Lead continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 
05 

CY-031 Bachelors - Twelve (12) 
years 

Plan, direct, and manage day-to-day activities across the Security Operations 
Center. Drive implementation and improvement of new tools, capabilities, 
frameworks, and methodologies across all teams within the SOC. Accountable 
for the timeliness and efficiency of identification, isolation, mitigation, and 
reporting of critical incidents by the SOC. Instill and reinforce industry best 
practices in the domains of incident response, cybersecurity analysis, knowledge 
management, and SOC operations. Develop and maintain an incident response 
management program that includes incident detection, analysis, containment, 
eradication, recovery and chain of evidence / forensic artefacts required 
for additional investigations. Ability to work directly with customers to ensure 
not only resolution management but also customer satisfaction. Creation of 
reports, dashboards, metrics for SOC operations. Manage the process 
improvement program for SOC processes. Conduct scheduled and ad hoc 
training exercises to ensure staff are current with the latest threats and incident 
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response techniques. Provide direction, leadership and management of SOC 
personnel.  

SUBJECT MATTER 
EXPERT (SME) 01 

CY-032 Associates - Zero (0) years Assists in the development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions in accordance with standard practices. Consults on 
functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER 
EXPERT (SME) 02 

CY-033 Associates - Three (3) years This position serves as a subject matter expert and interfaces external clients 
occasionally. Participates in the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions. Consults on functionality, costs, benefits and 
implementation requirements. 

SUBJECT MATTER 
EXPERT (SME) 03 

CY-034 Associates - Six (6) years This position serves as a subject matter expert for external clients. Significantly 
contributes to development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a diverse range of complex problems. 
Consults on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER 
EXPERT (SME) 04 

CY-035 Associates - Nine (9) years This position serves as a subject matter expert providing external clients with 
consultative direction. Develops technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a uniquely complex problems. Consults 
on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER 
EXPERT (SME) 05 

CY-036 Associates - Twelve (12) 
years 

This position serves as a subject matter expert providing external clients with 
consultative direction. Leads the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions with a leading edge vision. Capable of solving a 
uniquely complex problems of critical importance. Consults on functionality, 
costs, benefits and implementation requirements. 
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SYSTEM SECURITY 
ANALYST 01 

CY-037 High School - Zero (0) years Assists in establishing and managing networks in support of cyber operations. 
Applies consulting skills or basic technical expertise. Develops innovative 
solutions to problems. Works under direct supervision. Supports information 
assurance activities supporting customer specific operating system(s). Help to 
identify and implement database solutions and improvements. Experience with 
security scanners. Knowledge of different layers of the technology stack, 
including network, application frameworks, database systems, and vendor 
solution. 

SYSTEM SECURITY 
ANALYST 02 

CY-038 High School - Three (3) 
years 

Contributes to establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to basic 
problems. Works under General supervision. Support Information Assurance 
activities supporting customer specific operating system(s). Help to identify and 
implement database solutions and improvements. Experience with security 
scanners. Knowledge of different layers of the technology stack, including 
network, application frameworks, database systems, and vendor solution. 

SYSTEM SECURITY 
ANALYST 03 

CY-039 Bachelors - Six (6) years Responsible for establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to moderately 
complex problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
technology stack, including network, application frameworks, database systems, 
and vendor solution. 

SYSTEM SECURITY 
ANALYST 04 

CY-040 Bachelors - Nine (9) years Leads in establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to complex 
problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
technology stack, including network, application frameworks, database systems, 
and vendor solution. 
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SYSTEM SECURITY 
ANALYST 05 

CY-041 Bachelors - Twelve (12) 
years 

Serves as subject matter expert establishing and managing networks in support of 
cyberspace operations. Apply advanced consulting skills or extensive technical 
expertise, including full industry knowledge. Develop innovative solutions to 
highly complex problems. May provide supervision to lower level employees. 
Support Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Expert in different layers of the technology 
stack, including network, application frameworks, database systems, and vendor 
solution. 

TECHNICAL PROJECT 
LEADER 01 

CY-042 Bachelors - Zero (0) years Assists in defining, generating, reviewing, and technically refining project 
requirements for small routine projects. Responsible for technical/operational 
leadership of project within programmatic guidelines set by the program 
manager and customer. May monitor project to ensure work scope, schedule, and 
budget. 

TECHNICAL PROJECT 
LEADER 02 

CY-043 Bachelors - Three (3) years Contributes to defining, generating, reviewing, and technically refining project 
requirements for moderately large or complex projects. Responsible for 
technical/operational leadership of project within programmatic guidelines set by 
the program manager and customer. . May monitor project to ensure work scope, 
schedule, and budget. 

TECHNICAL PROJECT 
LEADER 03 

CY-044 Bachelors - Six (6) years Works to Define, generate, review, and technically refine project requirements 
for large or complex projects. Responsible for technical/operational leadership of 
project within programmatic guidelines set by the program manager and 
customer. Monitors project to ensure work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 04 

CY-045 Bachelors - Nine (9) years Responsible for Defining, generating, reviewing, and technically refining project 
requirements for large or highly complex project or group of projects. 
Responsible for technical/operational leadership of project within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 05 

CY-046 Bachelors - Twelve (12) 
years 

Subject Matter Expert responsible for Defining, generating, reviewing, and 
technically refining project requirements for most complex or groups of projects. 
Responsible for technical/operational leadership of projects within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 
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1.3 IT Professional Services Labor Category Descriptions (SIN 54151S) 
Labor Category Title ID Education & Years 

Experience 
Functional Responsibility 

ALL-SOURCE DATA 
ANALYST 01 

T-001 Associates - Zero (0) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Assists in developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities. 

ALL-SOURCE DATA 
ANALYST 02 

T-002 Bachelors - Three (3) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Contributes developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities.  

ALL-SOURCE DATA 
ANALYST 03 

T-003 Bachelors - Six (6) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Contributes developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities. 
Works to develop, execute, and author intelligence and DoD products using 
advanced all-source, analytic capabilities. Analyze a variety of information and 
intelligence for the threats facing the systems, assets, and resources critical to the 
nation, and develop research studies and recommendations. Fulfill both routine 
and ad hoc requirements to assist in developing essential products such as threat 
assessments, network and infrastructure illumination packets, trend analysis, 
briefings, reports, and memoranda. Assist in conducting research and production 
with minimal supervision to communicate vital information to internal and 
external customers. 
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ALL-SOURCE DATA 
ANALYST 04 

T-004 Bachelors - Nine (9) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Responsible for developing, executing, and authoring intelligence and DoD 
products using advanced all-source, analytic capabilities. Analyze a variety of 
information and intelligence for the threats facing the systems, assets, and 
resources critical to the nation, and develop research studies and 
recommendations. Fulfill both routine and ad hoc requirements to assist in 
developing essential products such as threat assessments, network and 
infrastructure illumination packets, trend analysis, briefings, reports, and 
memoranda. Assist in conducting research and production with minimal 
supervision to communicate vital information to internal and external customers. 

ALL-SOURCE DATA 
ANALYST 05 

T-005 Masters - Twelve (12) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Serves as subject matter expert developing, executing, and authoring intelligence 
and DoD products using advanced all-source, analytic capabilities. Analyze a 
variety of information and intelligence for the threats facing the systems, assets, 
and resources critical to the nation, and develop research studies and 
recommendations. Fulfill both routine and ad hoc requirements to assist in 
developing essential products such as threat assessments, network and 
infrastructure illumination packets, trend analysis, briefings, reports, and 
memoranda. Leads all communication of vital information to internal and 
external customers.  

APPLICATION 
PROGRAMMER 01 

T-006 Bachelors - Zero (0) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 
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APPLICATION 
PROGRAMMER 02 

T-007 Bachelors - Three (3) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 03 

T-008 Bachelors - Six (6) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 04 

T-009 Bachelors - Nine (9) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 05 

T-010 Bachelors - Twelve (12) 
years 

Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 01 

T-011 Bachelors - Zero (0) years Performs research in Artificial Intelligence/Machine Learning (AI/ML). Helps to 
develop AI/ML techniques. Assists in Developing and applying algorithms to 
sets of structured and unstructured data. Responsibilities may involve such 
concepts as pattern recognition, target detection and tracking, decision systems, 
robotic systems, language and speech recognition, machine translation, and 
information extraction 
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Functional Responsibility 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 02 

T-012 Bachelors - Three (3) years This position serves as subject matter expert providing financial budgetary 
support to include, but not limited to providing funding, forecasting, 
programming, budget documentation, execution status, and funds reconciliation. 
Follow the planning, programming, budget, executing (PPBE) process and 
guidance. Monitor and report the status of approved, deferred, and released 
funds. Maintain cognizance of various program funds and provide financial 
information and obligation/expenditure performance graphs for senior 
leadership. Develop and maintain organizational financial databases. Coordinate 
financial issues, tasks, and requests for senior leader decision and information 
briefings. 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 03 

T-013 Bachelors - Six (6) years Develops, plans, and performs research in Artificial Intelligence/Machine 
Learning (AI/ML) and provides oversight as a team leader. Develops AI/ML 
techniques to expand the capability of autonomous systems research and 
development. Leads team in developing and applying algorithms to sets of 
structured and unstructured data. Responsibilities may involve such concepts as 
pattern recognition, target detection and tracking, decision systems, robotic 
systems, language and speech recognition, machine translation, and information 
extraction 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 04 

T-014 Bachelors - Nine (9) years Subject Matter Expert in the development, planning, and performance in 
Artificial Intelligence/Machine Learning (AI/ML) and provides direction as a 
team leader. Develops AI/ML techniques to expand the capability of autonomous 
systems research and development. Leads team in developing and applying 
algorithms to sets of structured and unstructured data. Responsibilities may 
involve such concepts as pattern recognition, target detection and tracking, 
decision systems, robotic systems, language and speech recognition, machine 
translation, and information extraction 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 05 

T-015 Masters - Twelve (12) years Recognized expert in Artificial Intelligence/Machine Learning (AI/ML). 
Contributes to the advancement of industry knowledge in area of expertise. 
Leads development and implementation of key technologies related to Artificial 
Intelligence/Machine Learning (AI/ML). Highest level of individual contributor 
on the forefront of new and future technologies. 

BPR SPECIALIST 01  T-016 Bachelors - Zero (0) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
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solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 02 T-017 Bachelors - Three (3) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 03 T-018 Bachelors - Six (6) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 04 T-019 Bachelors - Nine (9) years Leads examinations of complex business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 05 T-020 Bachelors - Twelve (12) 
years 

SME on examinations of complex business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BUSINESS ANALYST 01 T-021 Bachelors - Zero (0) years Under direct supervision, assists in formulating and defining business scope and 
objectives through research and fact-finding combined with a basic 
understanding of business systems and industry requirements. Includes analysis 
of business and user needs, documenting requirements, and revising existing 
system logic difficulties as necessary under direction of experienced Business 
System Analysts. Competent to consider most business implications of the 
application of technology to the current business environment. 

BUSINESS ANALYST 02 T-022 Bachelors - Three (3) years Under direct supervision, assists in formulating and defining business scope and 
objectives through research and fact-finding combined with a basic 
understanding of business systems and industry requirements. Includes analysis 
of business and user needs, documenting requirements, and revising existing 
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system logic difficulties as necessary under direction of experienced Business 
System Analysts. Competent to consider most business implications of the 
application of technology to the current business environment. 

BUSINESS ANALYST 03 T-023 Bachelors - Six (6) years Formulates and defines business scope and objectives through research and fact-
finding combined with a basic understanding of business systems and industry 
requirements. Includes analysis of business and user needs, documenting 
requirements, and revising existing system logic difficulties as necessary. Makes 
recommendations surrounding improving processes, efficiency and practices. 
Simulates and tests process improvements. Communicates changes and may 
provide training to impacted business units 

BUSINESS ANALYST 04 T-024 Bachelors - Nine (9) years Leads the formulation and definition of complex business scope and objectives 
through research and fact-finding combined with a basic understanding of 
business systems and industry requirements. Includes analysis of business and 
user needs, documenting requirements, and revising existing system logic 
difficulties as necessary. Makes recommendations surrounding improving 
processes, efficiency and practices. Simulates and tests process improvements. 
Communicates changes and may provide training to impacted business units 

BUSINESS ANALYST 05 T-025 Bachelors - Twelve (12) 
years 

SME in the formulation and definition of complex business scope and objectives 
through research and fact-finding combined with a basic understanding of 
business systems and industry requirements. Includes analysis of business and 
user needs, documenting requirements, and revising existing system logic 
difficulties as necessary. Makes recommendations surrounding improving 
processes, efficiency and practices. Simulates and tests process improvements. 
Communicates changes to executive level internal and external customers. 

CLOUD ARCHITECT 01 T-026 Bachelors - Zero (0) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 

CLOUD ARCHITECT 02 T-027 Bachelors - Three (3) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
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documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 

CLOUD ARCHITECT 03 T-028 Bachelors - Six (6) years Ensures technical consistency across development approaches and practices; 
maintain adherence by team members. Analyze and prioritize functional and 
business requirements; develop an architecture plan to meet the system 
requirements and objectives. Reduce maintenance costs over a system’s lifetime 
by anticipating future enhancements and ensuring the system design will 
facilitate such changes with little effect to the original architecture. Participate in 
system integration planning. Create architecture documentation detailing system 
structure and related software engineering and development processes. Design a 
software architecture validation plan and implement it during the appropriate 
software development phase. Interface with clients to ensure systems are 
designed to meet users’ goals. Recommend strategies to improve resiliency, 
security, and optimize costs in cloud and Hybrid environments. 

CLOUD ARCHITECT 04 T-029 Bachelors - Nine (9) years Ensures technical consistency across development approaches and practices; 
maintain adherence by team members. Analyze and prioritize functional and 
business requirements; develop an architecture plan to meet the system 
requirements and objectives. Reduce maintenance costs over a system’s lifetime 
by anticipating future enhancements and ensuring the system design will 
facilitate such changes with little effect to the original architecture. Participate in 
system integration planning. Create architecture documentation detailing system 
structure and related software engineering and development processes. Design a 
software architecture validation plan and implement it during the appropriate 
software development phase. Interface with clients to ensure systems are 
designed to meet users’ goals. Recommend strategies to improve resiliency, 
security, and optimize costs in cloud and Hybrid environments. 

CLOUD ARCHITECT 05 T-030 Bachelors - Twelve (12) 
years 

Serves as SME across development approaches and practices; maintain 
adherence by team members. Analyze and prioritize functional and business 
requirements; develop an architecture plan to meet the system requirements and 
objectives. Reduce maintenance costs over a system’s lifetime by anticipating 
future enhancements and ensuring the system design will facilitate such changes 
with little effect to the original architecture. Participate in system integration 
planning. Create architecture documentation detailing system structure and 
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related software engineering and development processes. Design a software 
architecture validation plan and implement it during the appropriate software 
development phase. Interface with clients to ensure systems are designed to meet 
users’ goals. Recommend strategies to improve resiliency, security, and optimize 
costs in cloud and Hybrid environments. 

CLOUD ENGINEER - 
ELASTIC 01 

T-031 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Works with more senior level Elastic cloud 
engineers to provide Elastic cloud design and assists in implementing 
configurations to meet program and customer needs. Assists in providing 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection under the supervision of senior Elastic cloud engineers. Evaluates and 
analyzes systems, performance, issues, and metrics in order to provide 
recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 02 

T-032 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Recommends Elastic cloud designs and 
implementation configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Makes 
recommendations for development, implementation and oversight of policies and 
procedures to ensure consistent Elastic cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 
performance, issues, and metrics in order to provide recommendations for 
service improvements.  

CLOUD ENGINEER - 
ELASTIC 03 

T-033 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 40 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 04 

T-034 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER - 
ELASTIC 05 

T-035 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex Elastic cloud infrastructure 
and related Elastic cloud services. Provides oversight of Elastic cloud design and 
directs implementation of configurations to meet program and customer needs. 
Provides oversight of ongoing support of Elastic cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent Elastic cloud environment provisioning, uptime, regulatory 
compliance and data protection. Evaluates and analyzes systems, performance, 
issues, and metrics in order to provide recommendations for service 
improvements.  

CLOUD ENGINEER 01 T-036 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Works with more senior level cloud engineers to provide cloud 
design and assists in implementing configurations to meet program and customer 
needs. Assists in providing ongoing support of cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent cloud environment provisioning, uptime, regulatory 
compliance and data protection under the supervision of senior cloud engineers. 
Evaluates and analyzes systems, performance, issues, and metrics in order to 
provide recommendations for service improvements.  
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CLOUD ENGINEER 02 T-037 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Recommends cloud designs and implementation configurations 
to meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Makes recommendations for development, 
implementation and oversight of policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

CLOUD ENGINEER 03 T-038 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for cloud infrastructure 
and related cloud services. Provides cloud design and implements configurations 
to meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Develops, implements and oversees policies and 
procedures to ensure consistent cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 
performance, issues, and metrics in order to provide recommendations for 
service improvements.  

CLOUD ENGINEER 04 T-039 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex cloud 
infrastructure and related cloud services. Provides cloud design and implements 
configurations to meet program and customer needs. Provides ongoing support 
of cloud storage and back-up infrastructure. Develops, implements and oversees 
policies and procedures to ensure consistent cloud environment provisioning, 
uptime, regulatory compliance and data protection. Evaluates and analyzes 
systems, performance, issues, and metrics in order to provide recommendations 
for service improvements.  

CLOUD ENGINEER 05 T-040 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex cloud infrastructure and 
related cloud services. Provides oversight of cloud design and directs 
implementation of configurations to meet program and customer needs. Provides 
oversight of ongoing support of cloud storage and back-up infrastructure. 
Develops, implements and oversees policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
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protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements.  

COMMUNICATIONS 
SPECIALIST 01 

T-041 Bachelors - Zero (0) years Assists in design, development, produces, and consulting on a variety of 
communications materials and media. Limited industry knowledge. Assists with 
communications strategies; writes and edits a variety of content; plans and helps 
execute periodic events. Performs daily tasks with a creative approach and 
professional demeanor. Works under direct supervision in a collaborative team 
environment. Strong writing skills and knowledge of English grammar. 

COMMUNICATIONS 
SPECIALIST 02 

T-042 Bachelors - Three (3) years Contributes to design, development, production, and consulting on a variety of 
communications materials and media. Contributes to communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. Works 
under General supervision in a collaborative team environment. Strong writing 
skills and knowledge of English grammar.  

COMMUNICATIONS 
SPECIALIST 03 

T-043 Bachelors - Six (6) years Works to design, developing, producing, and consulting on a variety of 
communications materials and media. Contributes to communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. Works 
under supervision in a collaborative team environment. Strong writing skills and 
knowledge of English grammar.  

COMMUNICATIONS 
SPECIALIST 04 

T-044 Bachelors - Nine (9) years Leads a team in designing, developing, producing, and consulting on a variety of 
communications materials and media. Develops communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. May 
provide direct supervision in a collaborative team environment. Strong writing 
skills and knowledge of English grammar. Advises internal and external clients. 

COMMUNICATIONS 
SPECIALIST 05 

T-045 Bachelors - Twelve (12) 
years 

Serves as SME designing, developing, producing, and consulting on a variety of 
communications materials and media. Develops communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. 
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Provides direct supervision in a collaborative team environment. Advises internal 
and external clients. 

CONFIGURATION 
MANAGER 01 

T-046 Associates - Zero (0) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. 

CONFIGURATION 
MANAGER 02 

T-047 Associates - Three (3) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. Works with users and systems development 
personnel on releases of both system-level software and application software. 
Assists with development of configuration management plans and procedures. 
Assists with configuration management of requirements, design, and code. 
Operates program support library. Monitors end-item acceptance plans. 

CONFIGURATION 
MANAGER 03 

T-048 Bachelors - Six (6) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. Works with users and systems development 
personnel on releases of both system-level software and application software. 
Assists with development of configuration management plans and procedures. 
Assists with configuration management of requirements, design, and code. 
Operates program support library. Monitors end-item acceptance plans. 

CONFIGURATION 
MANAGER 04 

T-049 Bachelors - Nine (9) years Responsible for configuration management activities including product 
identification, change control, status accounting, operation of the program 
support library, and development and monitoring of equipment/system 
acceptance plans. Evaluates and recommends selection of configuration 
management tools and standards. Coordinates with users and systems 
development personnel on releases of both system- level software and 
application software. Prepares configuration management plans and procedures. 
Responsible for configuration management of requirements, design, and code. 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 44 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

Operates and manages program support library. Supervises lower-level 
personnel. 

CONFIGURATION 
MANAGER 05 

T-050 Bachelors - Twelve (12) 
years 

Responsible for configuration management activities including product 
identification, change control, status accounting, operation of the program 
support library, and development and monitoring of equipment/system 
acceptance plans. Evaluates and recommends selection of configuration 
management tools and standards. Coordinates with users and systems 
development personnel on releases of both system- level software and 
application software. Prepares configuration management plans and procedures. 
Responsible for configuration management of requirements, design, and code. 
Operates and manages program support library. Supervises lower-level 
personnel. 

COST ANALYST 01  T-051 Bachelors - Zero (0) years Assists in design and development of economic comparison criteria for use in 
selecting information systems and determines, implements, and performs 
procedures for pricing the ongoing operations of selected systems, and performs 
economic analyses and other cost and pricing analyses as required. Develops 
other financial and cost related documents such as award fee plans and be 
familiar with automated spreadsheet and database systems in developing 
analytical studies. Supports Life Cycle Cost Analyses. 

COST ANALYST 02 T-052 Bachelors - Three (3) years Assists in design and development of economic comparison criteria for use in 
selecting information systems and determines, implements, and performs 
procedures for pricing the ongoing operations of selected systems, and performs 
economic analyses and other cost and pricing analyses as required. Develops 
other financial and cost related documents such as award fee plans and be 
familiar with automated spreadsheet and database systems in developing 
analytical studies. Supports Life Cycle Cost Analyses. 

COST ANALYST 03 T-053 Bachelors - Six (6) years Designs and develops economic comparison criteria for use in selecting 
information systems and determines, implements, and performs procedures for 
pricing the ongoing operations of selected systems, and performs economic 
analyses and other cost and pricing analyses as required. Develops other 
financial and cost related documents such as award fee plans and be familiar 
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with automated spreadsheet and database systems in developing analytical 
studies. Conducts Life Cycle Cost Analyses. 

COST ANALYST 04 T-054 Bachelors - Nine (9) years Leads Life Cycle Cost Analyses. Designs and develops economic comparison 
criteria for use in selecting information systems and determines, implements, and 
performs procedures for pricing the ongoing operations of selected systems, and 
performs economic analyses and other cost and pricing analyses as required. 
Develops other financial and cost related documents such as award fee plans and 
be familiar with automated spreadsheet and database systems in developing 
analytical studies. 

COST ANALYST 05 T-055 Bachelors - Twelve (12) 
years 

Expert in Life Cycle Cost Analysis. Designs and develops economic comparison 
criteria for use in selecting information systems and determines, implements, and 
performs procedures for pricing the ongoing operations of selected systems, and 
performs economic analyses and other cost and pricing analyses as required. 
Develops other financial and cost related documents such as award fee plans and 
be familiar with automated spreadsheet and database systems in developing 
analytical studies. 

CYBER INFORMATION 
ASSURANCE ANALYST 01 

T-056 Associates - Zero (0) years Supports vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Supports identification of deviations 
from acceptable configurations, protocol, or policy. Performs routing audits and 
validates established security requirements. Provides recommendations for 
routine deviations and for non-routine deviations, provides draft 
recommendations to senior analysts for additional safeguards. Uses established 
program control processes and supports certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 02 

T-057 Associates - Three (3) years Assists in vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Assists in identification of 
deviations from acceptable configurations, protocol, or policy. Audits and 
validates established security requirements, makes or reviews junior analyst 
recommendations for additional safeguards. Assists in establishing strict program 
control processes and supports certification or accreditation of systems.  
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CYBER INFORMATION 
ASSURANCE ANALYST 03 

T-058 Associates - Six (6) years Conducts vulnerability assessments and compliance audits of large/complex 
systems and networks within a networking environment. Identifies deviations 
from acceptable configurations, protocol, or policy. Audits and validates 
established security requirements and recommends additional safeguards or 
reviews/approves the work of other junior analysts. Establishes strict program 
control processes and supports certification or accreditation of systems. 
Prepares/approves reports directly to customers. 

CYBER INFORMATION 
ASSURANCE ANALYST 04 

T-059 Bachelors - Nine (9) years Oversees vulnerability assessments and compliance audits of complex systems 
and networks within a networking environment. Identifies deviations from 
acceptable configurations, protocol, or policy and makes recommendations on 
what is considered acceptable. Audits and validates established security 
requirements and recommends additional safeguards. Serves as senior subject 
matter expert where safeguards may need to span multiple systems to be 
effective. Oversees establishment of strict program control processes and reviews 
final products supporting certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 05 

T-060 Bachelors - Twelve (12) 
years 

Recognized expert in vulnerability assessments and compliance audits of 
complex systems and networks within a networking environment. Provides 
technical direction and leads vulnerability management over large programs. 
Identifies deviations from acceptable configurations, protocol, or policy and 
makes recommendations on what is considered acceptable. Communicates across 
multiple teams to ensure recommendations are implemented. Reviews summary 
reports of audits/validation of established security requirements. Verifies 
recommendations for additional safeguards are communicated and track 
implementation. Oversees establishment of strict program control processes and 
reviews final products supporting certification or accreditation of systems. 

CYBER INTELLIGENCE 
ANALYST 01 

T-061 Bachelors - Zero (0) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
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Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 02 

T-062 Bachelors - Three (3) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 03 

T-063 Bachelors - Six (6) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 
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CYBER INTELLIGENCE 
ANALYST 04 

T-064 Bachelors - Nine (9) years Responsible for establishing and maintaining complete intelligence cycle 
operations to support enterprise cyber security, accounting for strategic, 
operational, and tactical intelligence needs. Use open source, government-
provided and commercially provided intelligence in support of cyber security. 
Research known adversarial Tactics, Techniques and Procedures (TTPs) to 
identify foundational components, isolate associated host or network events, and 
enable threat mitigation, detection, and response. Produce comprehensive cyber 
security reports including sourced and summarized threat intelligence, threat 
hunt findings and limitations, and present recommendations to system owners, 
cyber defenders, and policy makers. Disseminate timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity against the U.S. 
Identify and provide high quality sources of indicators of attack and compromise 
to the team for application to the sensor array. May lead hunt, computer network 
defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 05 

T-065 Masters - Twelve (12) years Expert in establishing and maintaining complete intelligence cycle operations to 
support enterprise cyber security, accounting for strategic, operational, and 
tactical intelligence needs. Use open source, government-provided and 
commercially provided intelligence in support of cyber security. Research known 
adversarial Tactics, Techniques and Procedures (TTPs) to identify foundational 
components, isolate associated host or network events, and enable threat 
mitigation, detection, and response. Produce comprehensive cyber security 
reports including sourced and summarized threat intelligence, threat hunt 
findings and limitations, and present recommendations to system owners, cyber 
defenders, and policy makers. Disseminate timely Indicators of Compromise 
(IOCs) and warnings of cyber threat activity. May lead hunt, computer network 
defense, and incident response activities. 

CYBER SECURITY SYSTEMS 
ENGINEER 01 

T-066 Bachelors - Zero (0) years Assists with designs, integration, test, or implementation of cyber secure 
operating systems, data base products and networks. Assists with conducting risk 
assessments using encryption technologies, penetration and vulnerability 
analysis. Works toward ensuring secure architectures, firewalls, electronic data 
traffic and network access. Participates in assessments of future needs and 
trends. Assists in leveraging advanced forensic tools and techniques for attack 
reconstruction. 
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CYBER SECURITY SYSTEMS 
ENGINEER 02 

T-067 Bachelors - Three (3) years Provides supervised support for designs, integration, test, and implementation of 
cyber secure operating systems, data base products and networks. Conducts risk 
assessments using encryption technologies, penetration and vulnerability analysis 
as part of a team. Develops plans for ensuring secure architectures, firewalls, 
electronic data traffic and network access. Conducts assessments of future needs 
and trends. Leverages advanced forensic tools and techniques for attack 
reconstruction. 

CYBER SECURITY SYSTEMS 
ENGINEER 03 

T-068 Bachelors - Six (6) years Designs, integration, test, and implementation of cyber secure operating systems, 
data base products and networks and reviews the work of junior engineers. 
Conducts risk assessments using encryption technologies, penetration and 
vulnerability analysis. Ensures secure architectures, firewalls, electronic data 
traffic and network access. Conducts assessments of future needs and trends. 
Leverages advanced forensic tools and techniques for attack reconstruction. 

CYBER SECURITY SYSTEMS 
ENGINEER 04 

T-069 Bachelors - Nine (9) years Leads the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks. Uses encryption 
technologies, penetration and vulnerability analysis to conduct risk assessments. 
Ensures secure architectures, firewalls, electronic data traffic and network 
access. Leads assessments of future needs and trends. Leads team leveraging 
advanced forensic tools and techniques for attack reconstruction.  

CYBER SECURITY SYSTEMS 
ENGINEER 05 

T-070 Masters - Twelve (12) years Oversees the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks for large scale or complex 
implementations. Uses encryption technologies, penetration and vulnerability 
analysis to conduct risk assessments on complex networks/systems. Ensures 
secure architectures, firewalls, electronic data traffic and network access. Leads 
assessments of future needs and trends. Oversees team leveraging advanced 
forensic tools and techniques for attack reconstruction. Serves as a subject matter 
expert and consults among other teams coordinating the various cyber disciplines 
including infrastructure, operations and risk analysis. 

DATA ANALYST 01 T-071 Bachelors - Zero (0) years Assists with collecting information by engaging in dialogue with staff, reviewing 
databases, and interpreting reports. Produces reporting on an as-needed basis 
(daily, weekly, monthly). Creating, refining, and delivering reports and 
dashboards for internal or external purposes. Utilize Tableau, excel, and/or other 
business intelligence tools. Provide data analytics and key insights. Highlights 
and defines Key Performance Indicators (KPIs) to measure performance across 
different sections. Works under direct supervision.  

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 50 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

DATA ANALYST 02 T-072 Bachelors - Three (3) years Assists with collecting information through various sources and platforms. 
Produces reporting on an as-needed basis (daily, weekly, monthly). Creating, 
refining, and delivering reports and dashboards for internal or external purposes. 
Utilize Tableau, excel, and/or other business intelligence tools. Provide data 
analytics and key insights. Highlights and defines Key Performance Indicators 
(KPIs) to measure performance across different sections. Works under direct 
supervision.  

DATA ANALYST 03 T-073 Bachelors - Six (6) years Uses technology to mine moderately complex, voluminous, and different 
varieties of data from various sources and platforms in order to collect, analyze, 
and compile data to meet customer needs. Develop data collection 
methodologies and systems to gather accurate and reliable metrics. Collect and 
analyze data from various sources, ensuring data integrity and accuracy. Prepare 
comprehensive reports, dashboards, and presentations to effectively 
communicate metric findings to stakeholders and management.  

DATA ANALYST 04 T-074 Bachelors - Nine (9) years Leads teams in the mining complex, voluminous, and different varieties of data 
from various sources and platforms in order to collect, analyze, and compile data 
to meet customer needs. Develop data collection methodologies and systems to 
gather accurate and reliable metrics. Collect and analyze data from various 
sources, ensuring data integrity and accuracy. Prepare comprehensive reports, 
dashboards, and presentations to effectively communicate metric findings to 
stakeholders and management.  

DATA ANALYST 05 T-075 Bachelors - Twelve (12) 
years 

Expert in technology and analytics of mined complex, voluminous, and different 
varieties of data from various sources and platforms in order to collect, analyze, 
and compile data to meet customer needs. Develop data collection 
methodologies and systems to gather accurate and reliable metrics. Collect and 
analyze data from various sources, ensuring data integrity and accuracy. Prepare 
comprehensive reports, dashboards, and presentations to effectively 
communicate metric findings to stakeholders and management.  
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DATA ENGINEER 01 T-076 Bachelors - Zero (0) years Assists in developing and maintaining basic infrastructure systems (e.g., data 
warehouses, data lakes, data lakehouse) including data access APIs. Prepares and 
manipulates data using multiple technologies. Interprets data, analyzes results 
using statistical techniques, and provides ongoing reports. Executes quantitative 
analyses that translate data into actionable insights. Provides analytical and data-
driven decision-making support for key projects. May support the development 
of data models by studying existing data warehouse architecture; evaluating 
alternative logical data models including planning and execution tables; applying 
metadata and modeling standards, guidelines, conventions, and procedures; 
planning data classes and sub-classes, indexes, directories, repositories, 
messages, sharing, replication, back-up, retention, and recovery. May create data 
collection frameworks for structured and unstructured data.  

DATA ENGINEER 02 T-077 Bachelors - Three (3) years Assists in developing and maintaining basic infrastructure systems (e.g., data 
warehouses, data lakes, data lakehouse) including data access APIs. Prepares and 
manipulates data using multiple technologies. Interprets data, analyzes results 
using statistical techniques, and provides ongoing reports. Executes quantitative 
analyses that translate data into actionable insights. Provides analytical and data-
driven decision-making support for key projects. May support the development 
of data models by studying existing data warehouse architecture; evaluating 
alternative logical data models including planning and execution tables; applying 
metadata and modeling standards, guidelines, conventions, and procedures; 
planning data classes and sub-classes, indexes, directories, repositories, 
messages, sharing, replication, back-up, retention, and recovery. May create data 
collection frameworks for structured and unstructured data.  

DATA ENGINEER 03 T-078 Bachelors - Six (6) years Develops and maintains basic infrastructure systems (e.g., data warehouses, data 
lakes, data lakehouse) including data access APIs. Prepares and manipulates data 
using multiple technologies. Interprets data, analyzes results using statistical 
techniques, and provides ongoing reports. Executes quantitative analyses that 
translate data into actionable insights. Provides analytical and data-driven 
decision-making support for key projects. May support the development of data 
models by studying existing data warehouse architecture; evaluating alternative 
logical data models including planning and execution tables; applying metadata 
and modeling standards, guidelines, conventions, and procedures; planning data 
classes and sub-classes, indexes, directories, repositories, messages, sharing, 
replication, back-up, retention, and recovery. May create data collection 
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frameworks for structured and unstructured data. May apply data extraction, 
transformation and loading techniques in order to connect large data sets from a 
variety of sources. Applies and implements best practices for data auditing, 
scalability, reliability and application performance. 

DATA ENGINEER 04 T-079 Bachelors - Nine (9) years Develops and maintains basic infrastructure systems (e.g., data warehouses, data 
lakes, data lakehouse) including data access APIs. Prepares and manipulates data 
using multiple technologies. Interprets data, analyzes results using statistical 
techniques, and provides ongoing reports. Executes quantitative analyses that 
translate data into actionable insights. Provides analytical and data-driven 
decision-making support for key projects. May support the development of data 
models by studying existing data warehouse architecture; evaluating alternative 
logical data models including planning and execution tables; applying metadata 
and modeling standards, guidelines, conventions, and procedures; planning data 
classes and sub-classes, indexes, directories, repositories, messages, sharing, 
replication, back-up, retention, and recovery. May create data collection 
frameworks for structured and unstructured data. May apply data extraction, 
transformation and loading techniques in order to connect large data sets from a 
variety of sources. Applies and implements best practices for data auditing, 
scalability, reliability and application performance. 

DATA ENGINEER 05 T-080 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert developing and maintaining basic infrastructure 
systems (e.g., data warehouses, data lakes, data lakehouse) including data access 
APIs. Prepares and manipulates data using multiple technologies. Interprets data, 
analyzes results using statistical techniques, and provides ongoing reports. 
Executes quantitative analyses that translate data into actionable insights. 
Provides analytical and data-driven decision-making support for key projects. 
May support the development of data models by studying existing data 
warehouse architecture; evaluating alternative logical data models including 
planning and execution tables; applying metadata and modeling standards, 
guidelines, conventions, and procedures; planning data classes and sub-classes, 
indexes, directories, repositories, messages, sharing, replication, back-up, 
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retention, and recovery. May create data collection frameworks for structured 
and unstructured data. May apply data extraction, transformation and loading 
techniques in order to connect large data sets from a variety of sources. Applies 
and implements best practices for data auditing, scalability, reliability and 
application performance. 

DATA MANAGEMENT 
SPECIALIST 01 

T-081 Bachelors - Zero (0) years Applies a variety of information, knowledge, and tools to support the 
development, modification, and administration of data and databases used to 
store and retrieve data and to develop standards for the handling of data. May 
involve difficult and complex problems in the administration of databases, in the 
modification of data elements, retrieval, and reporting of information from the 
databases, and ensuring the security of data.  

DATA MANAGEMENT 
SPECIALIST 02 

T-082 Bachelors - Three (3) years Applies a variety of information, knowledge, and tools to support the 
development, modification, and administration of data and databases used to 
store and retrieve data and to develop standards for the handling of data. May 
involve difficult and complex problems in the administration of databases, in the 
modification of data elements, retrieval, and reporting of information from the 
databases, and ensuring the security of data.  

DATA MANAGEMENT 
SPECIALIST 03 

T-083 Bachelors - Six (6) years Responsible for using a wide variety of information, knowledge, and tools to 
develop, modify, and administer data and databases used to store and retrieve 
data and to develop standards for the handling of data. May involve difficult and 
complex problems in the administration of databases, in the modification of data 
elements, retrieval, and reporting of information from the databases, and 
ensuring the security of data. Requires the ability to lead projects related to data 
management and to work across disciplines. 

DATA MANAGEMENT 
SPECIALIST 04 

T-084 Bachelors - Nine (9) years Responsible for using a wide variety of information, knowledge, and tools to 
develop, modify, and administer data and databases used to store and retrieve 
data and to develop standards for the handling of data. May involve difficult and 
complex problems in the administration of databases, in the modification of data 
elements, retrieval, and reporting of information from the databases, and 
ensuring the security of data. Requires the ability to lead projects related to data 
management and to work across disciplines. 
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DATA MANAGEMENT 
SPECIALIST 05 

T-085 Masters - Twelve (12) years SME in Data Management techniques and best practices. Responsible for using a 
wide variety of information, knowledge, and tools to develop, modify, and 
administer data and databases used to store and retrieve data and to develop 
standards for the handling of data. May involve difficult and complex problems 
in the administration of databases, in the modification of data elements, retrieval, 
and reporting of information from the databases, and ensuring the security of 
data. Requires the ability to lead projects related to data management and to 
work across disciplines. 

DATA SCIENTIST 01 T-086 Bachelors - Zero (0) years Works as part of a team to determine which methods are appropriate in order to 
creatively explore, mine, analyze, and manipulate extremely massive data sets. 
Assists in developing and analyzing modeling and measuring techniques using 
inquisitive creativity along with mathematics, “machine learning,” and statistical 
and engineering methods to discover many possible solutions to a given problem. 
Helps to create user-friendly reports using various databases, analyses, programs, 
and scripts. Works with other teams in order to ensure connectivity between 
various databases and systems.  

DATA SCIENTIST 02 T-087 Bachelors - Three (3) years Determines within existing organizational standards which methods are 
appropriate in order to creatively explore, mine, analyze, and manipulate 
extremely massive data sets. Develops and analyzes modeling and measuring 
techniques using inquisitive creativity along with mathematics, “machine 
learning,” and statistical and engineering methods to discover many possible 
solutions to a given problem. Creates user-friendly reports following existing 
organizational standards using various databases, analyses, programs, and 
scripts. Works with other teams in order to ensure connectivity between various 
databases and systems.  

DATA SCIENTIST 03 T-088 Bachelors - Six (6) years Determines which methods are appropriate in order to creatively explore, mine, 
analyze, and manipulate extremely massive data sets. Recommends 
organizational policy regarding these methods. Exercises broad latitude in 
developing and analyzing modeling and measuring techniques using inquisitive 
creativity along with mathematics, “machine learning,” and statistical and 
engineering methods to discover many possible solutions to a given problem. 
Creates user-friendly reports following existing organizational standards using 
various databases, analyses, programs, and scripts. Works with other teams in 
order to ensure connectivity between various databases and systems.  
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DATA SCIENTIST 04 T-089 Bachelors - Nine (9) years Leads others in determining which methods are appropriate in order to creatively 
explore, mine, analyze, and manipulate extremely massive data sets. Leads the 
setting of organizational policy regarding these methods. Leads others in 
developing and analyzing modeling and measuring techniques using inquisitive 
creativity along with mathematics, “machine learning,” and statistical and 
engineering methods to discover many possible solutions to a given problem. 
Creates organizational standards for user-friendly reports using various 
databases, analyses, programs, and scripts. Works with other teams in order to 
ensure connectivity between various databases and systems.  

DATA SCIENTIST 05 T-090 Masters - Twelve (12) years Serves as senior expert and leader in determining which methods are appropriate 
in order to creatively explore, mine, analyze, and manipulate extremely massive 
data sets. Handles most complex or difficult systems/problems. Leads the setting 
of organizational policy regarding these methods. Leads others in developing and 
analyzing modeling and measuring techniques using inquisitive creativity along 
with mathematics, “machine learning,” and statistical and engineering methods 
to discover many possible solutions to complex problems. Creates organizational 
standards for user-friendly reports using various databases, analyses, programs, 
and scripts. Works with other teams in order to ensure connectivity between 
various databases and systems.  

DATABASE 
ADMINISTRATOR 01 

T-091 Associates - Zero (0) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS). Assists with DBMS products evaluation. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Assists with Installation, 
testing and implementation of vendor DBMS software including new releases. 
Performs database administration. 

DATABASE 
ADMINISTRATOR 02 

T-092 Associates - Three (3) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS). Assists with DBMS products evaluation. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Assists with Installation, 
testing and implementation of vendor DBMS software including new releases. 
Performs database administration. 
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DATABASE 
ADMINISTRATOR 03 

T-093 Bachelors - Six (6) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE 
ADMINISTRATOR 04 

T-094 Bachelors - Nine (9) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE 
ADMINISTRATOR 05 

T-095 Bachelors - Twelve (12) 
years 

Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE ARCHITECT 01 T-096 Bachelors - Zero (0) years Assists in designing, developing, and implementing databases and database-
intensive applications. Assists with Analyzing and determining informational 
needs, data relationships and attributes, proposed manipulation, data flow and 
storage requirements, data output, and reporting capabilities. Defines attributes 
and inter- relationships. Designs data structures. 
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DATABASE ARCHITECT 02 T-097 Bachelors - Three (3) years Contributes to basic designing, developing, and implementing databases and 
database-intensive applications. Analyzes and determines informational need, 
data relationships and attributes, proposed manipulation, data flow and storage 
requirements, data output, and reporting capabilities of basic data structures and 
system level data base administration. Defines attributes and inter- relationships. 
Designs Basic data structures and performs system level data base 
administration. 

DATABASE ARCHITECT 03 T-098 Bachelors - Six (6) years Works to design, develop, and implement databases and database-intensive 
applications. Analyzes and determines informational needs, data relationships 
and attributes, proposed manipulation, data flow and storage requirements, data 
output, and reporting capabilities. Defines attributes and inter- relationships. 
Designs moderately complex databases and/or database-intensive applications. 
Accommodates user needs.  

DATABASE ARCHITECT 04 T-099 Bachelors - Nine (9) years Acts as technical project lead or provide technical work leadership for lower 
level employees. Designs, develops, and implements databases and database-
intensive applications. Analyzes and determines informational needs, data 
relationships and attributes, proposed manipulation, data flow and storage 
requirements, data output, and reporting capabilities. Defines attributes and inter- 
relationships. Designs complex databases and/or database- intensive 
applications. Accommodates user needs.  

DATABASE ARCHITECT 05 T-100 Masters - Twelve (12) years Serves as Subject Matter Expert Designing, developing, and implementing 
databases and database-intensive applications. Analyzes and determines 
informational needs, data relationships and attributes, proposed manipulation, 
data flow and storage requirements, data output, and reporting capabilities. 
Defines attributes and inter- relationships. Designs highly complex databases 
and/or database- intensive applications. Accommodates user needs.  

ENTERPRISE ARCHITECT 01 T-101 Bachelors - Zero (0) years Supports the establishment of system information requirements using analysis of 
the information engineer(s) in the development of enterprise-wide or large scale 
information systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
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analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 02 T-102 Bachelors - Three (3) years Supports the establishment of system information requirements using analysis of 
the information engineer(s) in the development of enterprise-wide or large scale 
information systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 03 T-103 Bachelors - Six (6) years Establishes system information requirements using analysis of the information 
engineer(s) in the development of enterprise-wide or large scale information 
systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. May lead lower level staff. 

ENTERPRISE ARCHITECT 04 T-104 Bachelors - Nine (9) years Establishes system information requirements using analysis of the information 
engineer(s) in the development of enterprise-wide or large scale information 
systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
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analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 05 T-105 Bachelors - Twelve (12) 
years 

Acts as Subject Matter Expert establishing system information requirements 
using analysis of the information engineer(s) in the development of complex 
enterprise-wide or large scale information systems. Designs architecture to 
include the software, hardware, and communications to support the total 
requirements as well as provide for present and future cross-functional 
requirements and interfaces. As appropriate, ensures these systems are 
compatible and in compliance with the standards for open systems architectures, 
as they apply to the implementation and solution specification and the external 
environment/software application. Evaluates analytically and systematically 
problems of work flows, organization, and planning and develops appropriate 
corrective action. 

EXPLOITATION ANALYST 
01 

T-106 Associates - Zero (0) years Assist in creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats.  
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EXPLOITATION ANALYST 
02 

T-107 Associates - Three (3) years Assist in creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats.  

EXPLOITATION ANALYST 
03 

T-108 Bachelors - Six (6) years Creates exploitation plans and make operational adjustments using understanding 
of network defenses and vulnerabilities. Help develop mitigations to strengthen 
network defenses and protect against attacks on network infrastructure devices or 
systems. Apply analytical thinking to form hypotheses, critically assess and 
choose analysis techniques, then query, merge, enrich, evaluate, and pivot within 
data to attain and share insights. Distill, document, contextualize and share your 
findings with teammates, stakeholders, and intelligence consumers. May perform 
file signature analysis, real-time forensic analysis, and report intelligence-derived 
significant network events and intrusions. May perform threat analysis, to 
include assessments identifying and describing threat actors, activities, 
platforms, and targets—as well as how they interact—and providing an 
understanding of the presence, intent, and capabilities of the identified threats.  

EXPLOITATION ANALYST 
04 

T-109 Bachelors - Nine (9) years Leads the creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
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describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats.  

EXPLOITATION ANALYST 
05 

T-110 Bachelors - Twelve (12) 
years 

SME over the creation of exploitation plans and make operational adjustments 
using understanding of network defenses and vulnerabilities. Help develop 
mitigations to strengthen network defenses and protect against attacks on 
network infrastructure devices or systems. Apply analytical thinking to form 
hypotheses, critically assess and choose analysis techniques, then query, merge, 
enrich, evaluate, and pivot within data to attain and share insights. Distill, 
document, contextualize and share your findings with teammates, stakeholders, 
and intelligence consumers. May perform file signature analysis, real-time 
forensic analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats.  

FIELD SERVICE ENGINEER 
01 

T-111 Associates - Zero (0) years Assists in advising client personnel of requirements for products and services, 
support equipment, and equipment installations. Assists in directing the efforts in 
handling, installing, and utilizing various systems and equipment. Assists in 
conducting integrated systems tests. Installs, maintains, and troubleshoots 
company products under direct supervision. Conducts on-the-job training as 
required to support foregoing activities. Works under direct supervision 
performing standard processes and procedures utilizing basic technical concepts.  

FIELD SERVICE ENGINEER 
02 

T-112 Associates - Three (3) years Contributes to advising client personnel of requirements for products and 
services, support equipment, and equipment installations. Contributes in 
directing the efforts in handling, installing, and utilizing various systems and 
equipment. Contributes in conducting integrated systems tests. Fully competent 
technician performing installs, maintaining products, and troubleshoots company 
products under general supervision. Conducts on-the-job training as required to 
support foregoing activities. 
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FIELD SERVICE ENGINEER 
03 

T-113 Bachelors - Six (6) years Works as company representative at remote or client locations. Advises client 
personnel of requirements for products and services, support equipment, and 
equipment installations. Performs directing the efforts in handling, installing, and 
utilizing various systems and equipment. Assists in conducting integrated 
systems tests. Installs, maintains, and troubleshoots company/customer products. 
Assists in directing efforts in installation and utilization. May conducts on-the-
job training as required to support foregoing activities. 

FIELD SERVICE ENGINEER 
04 

T-114 Bachelors - Nine (9) years Leads a team as company representative at remote or client locations. 
Responsible for advising client personnel of requirements for products and 
services, support equipment, and equipment installations. Responsible for 
directing the efforts in handling, installing, and utilizing various systems and 
equipment, and solving routine problems while following standardized 
procedures. Responsible for conducting integrated systems tests. Follows 
standardized procedures in installing, maintaining, and troubleshooting 
company/customer products. May conduct on-the-job training, advises as 
required to support foregoing activities and assists in directing efforts in 
installation and utilization. 

FIELD SERVICE ENGINEER 
05 

T-115 Bachelors - Twelve (12) 
years 

Subject matter expert for team members acting as company representatives at 
remote or client locations. Responsible for advising client personnel of 
requirements for products and services, supports equipment, and equipment 
installations. Directs the efforts in handling, installing, and utilizing various 
systems and equipment. Directs in conducting integrated systems tests. Serves as 
supervisor, fully applying principles and theories for installing, maintaining, and 
troubleshooting company/customer products. May conduct on-the-job training 
and solves moderately complex problems. Advises as required to support 
foregoing activities and assists in directing efforts in installation and utilization. 

FINANCIAL ANALYST 01 T-116 Bachelors - Zero (0) years Assists in providing financial budgetary support to include, but not limited to 
providing funding, forecasting, programming, budget documentation, execution 
status, and funds reconciliation. Follow the planning, programming, budget, 
executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 
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FINANCIAL ANALYST 02 T-117 Bachelors - Three (3) years Contributes to providing financial budgetary support to include, but not limited 
to providing funding, forecasting, programming, budget documentation, 
execution status, and funds reconciliation. Follow the planning, programming, 
budget, executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 

FINANCIAL ANALYST 03 T-118 Bachelors - Six (6) years Works to provide financial budgetary support to include, but not limited to 
providing funding, forecasting, programming, budget documentation, execution 
status, and funds reconciliation. Follow the planning, programming, budget, 
executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 

FINANCIAL ANALYST 04 T-119 Bachelors - Nine (9) years Responsible for providing financial budgetary support to include, but not limited 
to providing funding, forecasting, programming, budget documentation, 
execution status, and funds reconciliation. Follow the planning, programming, 
budget, executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. Develop and maintain organizational financial 
databases. Coordinate financial issues, tasks, and requests for senior leader 
decision and information briefings. 

FINANCIAL ANALYST 05 T-120 Bachelors - Twelve (12) 
years 

This position serves as subject matter expert providing financial budgetary 
support to include, but not limited to providing funding, forecasting, 
programming, budget documentation, execution status, and funds reconciliation. 
Follow the planning, programming, budget, executing (PPBE) process and 
guidance. Monitor and report the status of approved, deferred, and released 
funds. Maintain cognizance of various program funds and provide financial 
information and obligation/expenditure performance graphs for senior 
leadership. Develop and maintain organizational financial databases. Coordinate 
financial issues, tasks, and requests for senior leader decision and information 
briefings.  
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FUNCTIONAL ANALYST 01 T-121 Bachelors - Zero (0) years  Assists with modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Analyzes routine systems. Analyzes actual and predictable interacting 
operational activities of a military, governmental, or routine business systems to 
obtain a quantitative, rational basis for decision-making or resource allocation. 

FUNCTIONAL ANALYST 02 T-122 Bachelors - Three (3) years Determines modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Analyzes basic systems. Analyzes actual and predictable interacting 
operational activities of a military, governmental, or basic business systems to 
obtain a quantitative, rational basis for decision-making or resource allocation.  

FUNCTIONAL ANALYST 03 T-123 Bachelors - Six (6) years Performs modeling and measuring techniques, mathematics, statistical methods, 
engineering methods, operational mathematics techniques and other principles 
and laws of scientific and economic disciplines in determining solutions. 
Analyzes moderately complex systems. Analyzes actual and predictable 
interacting operational activities of a military, governmental, or Moderately 
complex business systems to obtain a quantitative, rational basis for decision-
making or resource allocation.  

FUNCTIONAL ANALYST 04 T-124 Bachelors - Nine (9) years Responsible for modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Exercises considerable latitude in determining technical objectives and 
work consists of long term perspectives. Analyzes complex systems while 
exercising considerable latitude in determining technical 
objectives from a long term perspective. Analyzes actual and predictable 
interacting operational activities of a military, governmental, or complex 
business systems to obtain a quantitative, rational basis for decision-making or 
resource allocation. 

FUNCTIONAL ANALYST 05 T-125 Masters - Twelve (12) years This position serves as subject matter expert utilizing modeling and measuring 
techniques, mathematics, statistical methods, engineering methods, operational 
mathematics techniques and other principles and laws of scientific and economic 
disciplines in determining solutions. Exercises considerable latitude in 
determining technical objectives and work consists of long term perspectives. 
Applies Expert knowledge on major phases of significant projects and Analyzes 
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actual and predictable interacting operational activities of a military, 
governmental, or Highly Complex business systems to obtain a quantitative, 
rational basis for decision-making or resource allocation. 

HARDWARE TECHNICIAN 
01 

T-126 High School - Zero (0) years Assists in developing, managing, sustaining, and using a tracking database and 
scanning gun for hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Work 
under direct supervision. Evaluate Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinates necessary resources to 
prepare space for the installation of equipment. Coordinates necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Supports stress and performance tests on a variety of computer hardware 
including circuit boards, processors, and wiring. Develop, test, and monitor 
strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
02 

T-127 High School - Three (3) 
years 

Assists in developing, managing, sustaining, and using a tracking database and 
scanning gun for hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Work 
under direct supervision. Evaluate Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinate necessary resources to 
prepare space for the installation of equipment. Coordinate necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Perform stress and performance tests on a variety of computer hardware 
including circuit boards, processors, and wiring. Develop, test, and monitor 
strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
03 

T-128 High School - Six (6) years Manages and sustains hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Evaluate 
Data Center infrastructure requirements (rack space, network, power, cabling, 
etc.) and coordinate necessary resources to prepare space for the installation of 
equipment. Coordinate necessary facilities resources such as electric and cooling 
for specialized equipment such as high voltage storage area networks and large 
servers requiring redundant power. May perform end to end installation of patch 
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cables both fiber and copper as well as management cabling and cross connect 
cabling. Perform troubleshooting. Provide analysis related to the design, 
development, and implementation of hardware for production. Perform stress 
and performance tests on a variety of computer hardware including circuit 
boards, processors, and wiring. 

HARDWARE TECHNICIAN 
04 

T-129 High School - Nine (9) years Acts as team lead evaluating Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinate necessary resources to 
prepare space for the installation of equipment. Coordinate necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Perform end to end installation of patch cables both fiber and copper as well as 
management cabling and cross connect cabling. Perform troubleshooting 
assistance such as rebooting, visual check of system indicator lights, and perform 
the replacement of suspected failed installation components (fiber, cables, 
connectors, iDRAC, power distribution units) in conjunction with the systems 
engineers to enable the system to return to an operational state. Provide analysis 
related to the design, development, and implementation of hardware for 
production. Perform stress and performance tests on a variety of computer 
hardware including circuit boards, processors, and wiring. Develop, test, and 
monitor strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
05 

T-130 High School - Twelve (12) 
years 

Subject Matter Expert in Data Center infrastructure requirements (rack space, 
network, power, cabling, etc.). Performs highly complex troubleshooting 
assistance such as rebooting, visual check of system indicator lights, and perform 
the replacement of suspected failed installation components (fiber, cables, 
connectors, iDRAC, power distribution units) in conjunction with the systems 
engineers to enable the system to return to an operational state. Works with 
System Engineers to improve overall infrastructure design, development, and 
implementation of hardware for production. Provides recommendations on 
improvements and leads implementation of those improvements. 
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HELP DESK MANAGER 01 T-131 Associates - Zero (0) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures.  

HELP DESK MANAGER 02 T-132 Associates - Three (3) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures.  

HELP DESK MANAGER 03 T-133 Associates - Six (6) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements.  

HELP DESK MANAGER 04 T-134 Associates - Nine (9) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements.  
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HELP DESK MANAGER 05 T-135 Associates - Twelve (12) 
years 

Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements.  

HELP DESK SPECIALIST 01 T-136 High School - Zero (0) years Provides Tier 1 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Works under 
immediate supervision. 

HELP DESK SPECIALIST 02 T-137 High School - Three (3) 
years 

Provides Tier 1 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Works under 
immediate supervision. 

HELP DESK SPECIALIST 03 T-138 High School - Six (6) years Provides Tier 1 or 2 level of support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Has knowledge of commonly used 
concepts, practices, and procedures within a particular field. Relies on 
instructions and pre- established guidelines to perform the functions of the job. 
Works under immediate supervision. 

HELP DESK SPECIALIST 04 T-139 High School - Nine (9) years Provides Tier 2 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
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established guidelines to perform the functions of the job. Often works with Tier 
3 engineering support to resolve complex issues.  

HELP DESK SPECIALIST 05 T-140 High School - Twelve (12) 
years 

Provides Tier 2 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Often works with Tier 
3 engineering support to resolve complex issues.  

INFORMATION SYSTEM 
SECURITY OFFICER 01 

T-141 Associates - Zero (0) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes.  

INFORMATION SYSTEM 
SECURITY OFFICER 02 

T-142 Associates - Three (3) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes.  
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INFORMATION SYSTEM 
SECURITY OFFICER 03 

T-143 Bachelors - Six (6) years Works to provide proactive and real-time monitoring, detection, analysis, 
response, and reporting capabilities of Cybersecurity events that pose a threat to 
the client's information and information systems. Improve the security posture 
through Cyber readiness efforts. Work closely with users and organizations to 
ensure that activities and incidents occurring on information systems and security 
enclaves are detected, contained, and mitigated. Implement and operate defense-
in-depth technologies that effectively detect, analyze, prevent, and isolate 
anomalous activity. Provide rapid response, containment, and mitigation of 
incidents to return compromised network resources to acceptable levels of 
confidentiality, integrity, and availability. Triage, analyze, investigate, and 
eradicate Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEM 
SECURITY OFFICER 04 

T-144 Bachelors - Nine (9) years Leads proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 
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INFORMATION SYSTEM 
SECURITY OFFICER 05 

T-145 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert providing guidance, leadership, and expertise in 
the proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 01 

T-146 Bachelors - Zero (0) years Provides the support to conduct systems analysis, certification and accreditation, 
integration of secure products, security test and evaluation, and development of 
complex information systems to meet information system security requirements. 
Applies a broad knowledge of the technical information systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 02 

T-147 Bachelors - Three (3) years Provides the expertise to conduct systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 03 

T-148 Bachelors - Six (6) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 04 

T-149 Bachelors - Nine (9) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
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security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 05 

T-150 Masters - Twelve (12) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INSTRUCTIONAL 
DEVELOPER 01 

T-151 Bachelors - Zero (0) years Assists in the design and development of interactive courseware for customer 
training. Ensures integrity of task analysis, training requirements, training 
hierarchies, instructional materials, and evaluation plans. Converts written 
materials and/or training requirements to interactive courseware. Develops flow 
diagrams and story boards. Designs instructionally sound lessons in a variety of 
delivery media. Interacts with customer and subject matter experts to ensure 
technical accuracy of instructional content. Develops manuals, workbooks, and 
audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 02 

T-152 Bachelors - Three (3) years Contributes to the design and develop of interactive courseware for customer 
training. Ensures integrity of task analysis, training requirements, training 
hierarchies, instructional materials, and evaluation plans. Converts written 
materials and/or training requirements to interactive courseware. Develops basic 
flow diagrams and story boards. Designs instructionally sound lessons in a 
variety of delivery media. Interacts with customer and subject matter experts to 
ensure technical accuracy of instructional content. Develops manuals, 
workbooks, and audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 03 

T-153 Bachelors - Six (6) years Works to design and develop moderately complex interactive courseware for 
customer training. Ensures integrity of task analysis, training requirements, 
training hierarchies, instructional materials, and evaluation plans. Converts 
written materials and/or training requirements to interactive courseware. 
Develops moderately complex flow diagrams and story boards. Designs 
instructionally sound lessons in a variety of delivery media. Interacts with 
customer and subject matter experts to ensure technical accuracy of instructional 
content. Develops manuals, workbooks, and audio/video tapes and discs. 
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INSTRUCTIONAL 
DEVELOPER 04 

T-154 Bachelors - Nine (9) years Leads the design and development of complex interactive courseware for 
customer training. Ensures integrity of task analysis, training requirements, 
training hierarchies, instructional materials, and evaluation plans. Converts 
written materials and/or training requirements to interactive courseware. 
Develops complex flow diagrams and story boards. Designs instructionally 
sound lessons in a variety of delivery media. Interacts with customer and subject 
matter experts to ensure technical accuracy of instructional content. Develops 
manuals, workbooks, and audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 05 

T-155 Bachelors - Twelve (12) 
years 

Serves as the Subject Matter Expert in the design and development of complex 
interactive courseware for customer training. Ensures integrity of task analysis, 
training requirements, training hierarchies, instructional materials, and evaluation 
plans. Converts written materials and/or training requirements to interactive 
courseware. Develops highly complex flow diagrams and story boards. Designs 
instructionally sound lessons in a variety of delivery media. Interacts with 
customer and subject matter experts to ensure technical accuracy of instructional 
content. Develops manuals, workbooks, and audio/video tapes and discs. 

INTELLIGENCE ANALYST 
01 

T-156 Bachelors - Zero (0) years Assists in providing routine intelligence support for contingency operations, 
battle staff and operational-level planning, joint and multi-lateral training 
exercises, and strategic engagement policy through Areas of Operational 
Responsibility and Areas of Interest. Assists in assessing future and on-going 
political- military developments, military capabilities and doctrine, weapons 
acquisitions and Technical Recruiter of military forces within each country. 
Researches threat assessments to support the Commander and other senior 
leadership as well. 

INTELLIGENCE ANALYST 
02 

T-157 Bachelors - Three (3) years Works to provide basic intelligence support for contingency operations, battle 
staff and operational-level planning, joint and multi-lateral training exercises, 
and strategic engagement policy through Areas of Operational Responsibility 
and Areas of Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 
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INTELLIGENCE ANALYST 
03 

T-158 Bachelors - Six (6) years Performs moderately complex intelligence support for contingency operations, 
battle staff and operational-level planning, joint and multi-lateral training 
exercises, and strategic engagement policy through Areas of Operational 
Responsibility and Areas of Interest. Assists in assessing future and on-going 
political- military developments, military capabilities and doctrine, weapons 
acquisitions and Technical Recruiter of military forces within each country. 
Researches threat assessments to support the Commander and other senior 
leadership as well. 

INTELLIGENCE ANALYST 
04 

T-159 Bachelors - Nine (9) years Leads complex intelligence support for contingency operations, battle staff and 
operational-level planning, joint and multi-lateral training exercises, and strategic 
engagement policy through Areas of Operational Responsibility and Areas of 
Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 

INTELLIGENCE ANALYST 
05 

T-160 Bachelors - Twelve (12) 
years 

This position serves as a subject matter expert in providing critical and highly 
complex intelligence support for contingency operations, battle staff and 
operational-level planning, joint and multi-lateral training exercises, and strategic 
engagement policy through Areas of Operational Responsibility and Areas of 
Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 

KNOWLEDGE MANAGER 01 T-161 Bachelors - Zero (0) years Assists in managing content and workflow. Educate front-end users on the use of 
the Knowledge Management Systems. Integrates information from departments 
and functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. May train and educate front-end users of the knowledge management 
tools. Support process improvement initiatives through the disciplined use of 
technology solutions, facilitate discussion of process alternatives to arrive at best 
practices, and coordinate the development and modification of new and existing 
content. Provides operational support by conducting routine data analysis to 
optimize search results and ensure proper categorization of content. Assists in 
reporting to support operations and prepares routine analysis and 
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recommendations related to categorization of content and optimizing search 
results.  

KNOWLEDGE MANAGER 02 T-162 Bachelors - Three (3) years Assists in managing content and workflow. Educate front-end users on the use of 
the Knowledge Management Systems. Integrates information from departments 
and functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. May train and educate front-end users of the knowledge management 
tools. Support process improvement initiatives through the disciplined use of 
technology solutions, facilitate discussion of process alternatives to arrive at best 
practices, and coordinate the development and modification of new and existing 
content. Provides operational support by conducting routine data analysis to 
optimize search results and ensure proper categorization of content. Assists in 
reporting to support operations and prepares routine analysis and 
recommendations related to categorization of content and optimizing search 
results.  

KNOWLEDGE MANAGER 03 T-163 Bachelors - Six (6) years Manages content and workflow. Educate front-end users on the use of the 
Knowledge Management Systems. Integrates information from departments and 
functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. Works closely with clients to develop, field, implement, execute, and 
sustain an overall KM capability strategy, methodology, and knowledge base. 
May provide delivery of KM capability to promote knowledge sharing through 
the organization's operational business processes and systems by strengthening 
links between knowledge sharing and the information systems to improve 
integration among information systems in the organization that will facilitate 
seamless exchange of information across systems. Knowledge of configuration 
management principles and techniques, including planning, identification, and 
evaluation to provide technical and administrative direction and oversight of 
information technology assets during the system development life cycle.  
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KNOWLEDGE MANAGER 04 T-164 Bachelors - Nine (9) years Leads Knowledge Management and its reporting capabilities. Works closely with 
clients to develop, field, implement, execute, and sustain an overall KM 
capability strategy, methodology, and knowledge base. Provide delivery of KM 
capability to promote knowledge sharing through the organization's operational 
business processes and systems by strengthening links between knowledge 
sharing and the information systems to improve integration among information 
systems in the organization that will facilitate seamless exchange of information 
across systems. Knowledge of configuration management principles and 
techniques, including planning, identification, and evaluation to provide 
technical and administrative direction and oversight of information technology 
assets during the system development life cycle. Knowledge of information 
technology program management theories, principles, and practices to carry out 
responsibility for information systems and programs. Ability to apply concepts 
of automated systems and data standardization requirements, procedures, 
projects, documentation, and techniques. 

KNOWLEDGE MANAGER 05 T-165 Bachelors - Twelve (12) 
years 

Act as a Subject Matter Expert (SME) for Knowledge Management and its 
reporting capabilities. Works closely with clients to develop, field, implement, 
execute, and sustain an overall KM capability strategy, methodology, and 
knowledge base. Provide delivery of KM capability to promote knowledge 
sharing through the organization's operational business processes and systems by 
strengthening links between knowledge sharing and the information systems to 
improve integration among information systems in the organization that will 
facilitate seamless exchange of information across systems. Knowledge of 
configuration management principles and techniques, including planning, 
identification, and evaluation to provide technical and administrative direction 
and oversight of information technology assets during the system development 
life cycle. Knowledge of information technology program management theories, 
principles, and practices to carry out responsibility for information systems and 
programs. Ability to apply concepts of automated systems and data 
standardization requirements, procedures, projects, documentation, and 
techniques. 

NETWORK ENGINEER 01 T-166 Bachelors - Zero (0) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Assists in 
resolving difficult interoperability problems.  
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NETWORK ENGINEER 02 T-167 Bachelors - Three (3) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Assists in 
resolving difficult interoperability problems. Assists in recommending and 
supporting acquisition and installation of software and hardware. 

NETWORK ENGINEER 03 T-168 Bachelors - Six (6) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Resolves 
difficult interoperability problems. Participates in development of network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK ENGINEER 04 T-169 Bachelors - Nine (9) years Leads a team of engineers to evaluate, plan, and design network operating 
systems and protocol suites relying on approved templates as needed. Decides 
configuration of communication media with switches, routers, and other devices. 
Leads a team in resolving difficult interoperability problems. Develops network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK ENGINEER 05 T-170 Masters - Twelve (12) years Serves as senior SME and principal lead for evaluating, planning, and designing 
network operating systems and protocol suites. Defining and templating the 
standards. Decides configuration of communication media with switches, 
routers, and other devices - establishing standard procedures. Assists lower level 
engineers with resolving difficult interoperability problems. Develops network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK SYSTEMS 
ADMINISTRATOR 01 

T-171 High School - Zero (0) years Under the supervision of a senior administrator the incumbent assists in 
operating, troubleshooting and upgrading operating systems on workstations and 
servers. Follows established procedures to ensure data integrity and 
recoverability. Participates in the analysis of local and wide area network 
systems, including planning, designing, evaluating, selecting operating systems 
and protocol suites, and configuring communication media. Helps to resolve 
interoperability problems to obtain operations across all platforms including e-
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mail, file transfers, multimedia, teleconferencing etc. Configures system to user 
environments. 

NETWORK SYSTEMS 
ADMINISTRATOR 02 

T-172 High School - Three (3) 
years 

Works as part of a team to operate, troubleshoot, and upgrade operating systems 
on workstations and servers. Provides input on the best system approaches for 
optimum performance. Follows established procedures to ensure data integrity 
and recoverability. Works as part of a team to analyze local and wide area 
network systems, including planning, designing, evaluating, selecting operating 
systems and protocol suites, and configuring communication media. Assists in 
resolving interoperability problems to obtain operations across all platforms 
including e-mail, file transfers, multimedia, teleconferencing etc. Configures 
system to user environments. Develops documentation to support acquisition of 
software and hardware.  

NETWORK SYSTEMS 
ADMINISTRATOR 03 

T-173 High School - Six (6) years Following established procedures the incumbent operates, troubleshoots, and 
upgrades operating systems on workstations and servers. Recommends the best 
system approaches for optimum performance. Following established procedures, 
ensures data integrity and recoverability. Analyzes local and wide area network 
systems, including providing recommendations as it relates to planning, 
designing, evaluating, selecting operating systems and protocol suites, and 
configuring communication media. Assists in resolving interoperability problems 
to obtain operations across all platforms including e-mail, file transfers, 
multimedia, teleconferencing etc. Configures system to user environments. 
Develops and reviews documentation to support acquisition of software and 
hardware.  

NETWORK SYSTEMS 
ADMINISTRATOR 04 

T-174 High School - Nine (9) years Following established procedures the incumbent operates, troubleshoots, and 
upgrades operating systems workstations and servers. Decides the best system 
approaches for optimum performance. Following established processes, ensures 
data integrity and recoverability. Analyzes local and wide area network systems, 
including planning, designing, evaluating, selecting operating systems and 
protocol suites, and configuring communication media. Resolves interoperability 
and other moderately complex problems to obtain operations across all platforms 
including e-mail, file transfers, multimedia, teleconferencing etc. Configures 
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system to user environments. Develops, reviews and approves documentation to 
supports acquisition of software and hardware.  

NETWORK SYSTEMS 
ADMINISTRATOR 05 

T-175 High School - Twelve (12) 
years 

Following established processes, works independently to operate, troubleshoot, 
and upgrade operating systems on workstations and servers. Decides the best 
system approaches for optimum performance. Following established processes, 
ensures data integrity and recoverability. Analyzes local and wide area network 
systems, including planning, designing, evaluating, selecting operating systems 
and protocol suites, and configuring communication media. Resolves 
interoperability and other complex problems to obtain operations across all 
platforms including e-mail, file transfers, multimedia, teleconferencing etc. 
Configures system to user environments. Reviews and approves documentation 
provided to the customer supporting acquisition of software and hardware. 

NETWORK SYSTEMS 
MANAGEMENT 01 

T-176 Bachelors - Zero (0) years Assists in Reviewing, prioritizing, and analyzing network needs, costs, and 
feasibility. Assist in Development of network systems Analyst standards and 
methodology consistent with technical requirements.  

NETWORK SYSTEMS 
MANAGEMENT 02 

T-177 Bachelors - Three (3) years Contributes to Reviewing, prioritizing, and analyzing network needs, costs, and 
feasibility. Develops network systems Analyst standards and methodology 
consistent with technical requirements.  

NETWORK SYSTEMS 
MANAGEMENT 03 

T-178 Bachelors - Six (6) years Works to review, prioritize, and analyze network needs, costs, and feasibility. 
Develops network systems Analyst standards and methodology consistent with 
technical requirements. 

NETWORK SYSTEMS 
MANAGEMENT 04 

T-179 Bachelors - Nine (9) years Leads and Directly supervises network systems administrators and analysts. 
Responsible for reviews, prioritizes, and analyzes network needs, costs, and 
feasibility. Develops network systems Analyst standards and methodology 
consistent with technical requirements. Responsible for hiring, training, and 
performance management of assigned employees. Must directly manage exempt 
level employees. Excludes working leads and working performance managers. 
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NETWORK SYSTEMS 
MANAGEMENT 05 

T-180 Bachelors - Twelve (12) 
years 

Acts as Subject Matter Expert and directly supervises network systems 
administrators and analysts. Reviews, prioritizes, and analyzes network needs, 
costs, and feasibility. Develops network systems Analyst standards and 
methodology consistent with technical requirements. Responsible for hiring, 
training, and performance management of assigned employees. Must directly 
manage exempt level employees. Excludes working leads and working 
performance managers. 

OPERATIONS RESEARCH 
ANALYST 01 

T-181 Bachelors - Zero (0) years Supports analyzing actual and predictable interacting operational activities of a 
business to obtain a quantitative, rational basis for decision-making by applying 
logic and scientific or economic disciplines and techniques. Applies basic 
principles, theories, and concepts and limited industry knowledge. Solves routine 
problems of limited scope and complexity and refer more complex issues to 
higher levels. Experience with analytical methodologies, including statistics, data 
modeling, forecasting, optimization, or academia. Experience with Python, R, 
VBA, or MATLAB. Ability to analyze large, complex data sets and develop 
mathematical models to support a variety of client problems.  

OPERATIONS RESEARCH 
ANALYST 02 

T-182 Bachelors - Three (3) years Contributes to analyzing actual and predictable interacting operational activities 
of a business to obtain a quantitative, rational basis for decision-making by 
applying logic and scientific or economic disciplines and techniques. Applies 
principles, theories, and concepts and limited industry knowledge. Solves basic 
routine problems of limited scope and complexity and refers more complex 
issues to higher levels. Experience with analytical methodologies, including 
statistics, data modeling, forecasting, optimization, or academia. Experience with 
Python, R, VBA, or MATLAB. Ability to analyze large, complex data sets and 
develop mathematical models to support a variety of client problems.  

OPERATIONS RESEARCH 
ANALYST 03 

T-183 Bachelors - Six (6) years Works to analyze actual and predictable interacting operational activities of a 
business to obtain a quantitative, rational basis for decision-making by applying 
logic and scientific or economic disciplines and techniques. Applies moderately 
complex principles, theories, and concepts and limited industry knowledge. 
Solves routine problems of scope and moderate complexity and refers more 
complex issues to higher levels. Experience with analytical methodologies, 
including statistics, data modeling, forecasting, optimization, or academia. 
Experience with Python, R, VBA, or MATLAB. Ability to analyze large, 
complex data sets and develop mathematical models to support a variety of client 
problems.  
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OPERATIONS RESEARCH 
ANALYST 04 

T-184 Bachelors - Nine (9) years Leads a team in analyzing actual and predictable interacting operational activities 
of a business to obtain a quantitative, rational basis for decision-making by 
applying logic and scientific or economic disciplines and techniques. Applies 
complex principles, theories, and concepts and limited industry knowledge. 
Solves problems of complexity and solves complex issues referred to them from 
lower levels. . Experience with analytical methodologies, including statistics, 
data modeling, forecasting, optimization, or academia. Experience with Python, 
R, VBA, or MATLAB. Ability to analyze large, complex data sets and develop 
mathematical models to support a variety of client problems.  

OPERATIONS RESEARCH 
ANALYST 05 

T-185 Bachelors - Twelve (12) 
years 

Serves as subject matter expert in analyzing actual and predictable interacting 
operational activities of a business to obtain a quantitative, rational basis for 
decision-making by applying logic and scientific or economic disciplines and 
techniques. Applies highly complex principles, theories, and concepts and 
limited industry knowledge. Solves problems of high complexity and solves 
highly complex issues referred to them from lower levels. Experience with 
analytical methodologies, including statistics, data modeling, forecasting, 
optimization, or academia. Experience with Python, R, VBA, or MATLAB. 
Ability to analyze large, complex data sets and develop mathematical models to 
support a variety of client problems.  

OPERATIONS SYSTEMS 
SPECIALIST 01 

T-186 Bachelors - Zero (0) years Performs tasking in operations systems discipline areas (requirements and 
operations analysis, system vulnerability analysis, system plan and procedure 
development, design of backup systems and C2 systems to ensure COOP and 
continuity of Government, program support, system documentation, and test and 
evaluation) as directed. 

OPERATIONS SYSTEMS 
SPECIALIST 02 

T-187 Bachelors - Three (3) years Performs tasking in operations, including systems discipline areas such as 
requirements and operations analysis, system vulnerability analysis, system plan 
and procedure development, design of backup systems and C2 systems to ensure 
COOP and continuity of Government, program support, system documentation, 
and cybersecurity 

OPERATIONS SYSTEMS 
SPECIALIST 03 

T-188 Bachelors - Six (6) years Leads a several-member team performing tasking in operations, including 
systems discipline areas such as requirements and operations analysis, system 
vulnerability analysis, system plan and procedure development, design of backup 
systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 
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OPERATIONS SYSTEMS 
SPECIALIST 04 

T-189 Bachelors - Nine (9) years Leads a medium-to-large team performing tasking in operations, including 
systems discipline areas such as requirements and operations analysis, system 
vulnerability analysis, system plan and procedure development, design of backup 
systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 

OPERATIONS SYSTEMS 
SPECIALIST 05 

T-190 Masters - Twelve (12) years Technical leader and manager for multiple tasks in operations systems discipline 
and related areas (requirements and operations analysis, system vulnerability 
analysis, development of system plans and procedures, design of backup systems 
and Command and Control (C2) systems to ensure Continuity of Operations 
(COOP) and continuity of Government, program support, and test and 
evaluation). Independently performs exceptionally complex tasks in operations 
systems discipline or related areas. Develops and documents the framework for 
technical standards within the cloud platform. Engages with customers to 
understand business and systems requirements, advises on platform and tools, 
and solutions and oversees the implementation of end-to-end solutions within a 
large and diverse IT environment. Designs and defines cloud system architecture, 
including the integration of multiple platforms, operating systems, and 
applications. Coordinates with other IT teams in the environment to bring about 
technical transformation and adoption of cloud platform. Keeps abreast of cloud 
computing trends and emerging technologies 

PROGRAM PLANNING AND 
CONTROL ANALYST 01 

T-191 Bachelors - Zero (0) years Assists in the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. With 
senior personnel, establishes and defines program requirements. Monitors 
progress of program requirements to ensure that contract cost and schedule 
objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 02 

T-192 Bachelors - Three (3) years Supports the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. With 
senior personnel, establishes and defines program requirements. Monitors 
progress of program requirements to ensure that contract cost and schedule 
objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 03 

T-193 Bachelors - Six (6) years Develops plans including budgets and schedules to meet contractual/project 
requirements for an assigned portion of a program. With senior personnel, 
establishes and defines program requirements. Monitors progress of program 
requirements to ensure that contract cost and schedule objectives are met. 
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PROGRAM PLANNING AND 
CONTROL ANALYST 04 

T-194 Bachelors - Nine (9) years Leads the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. 
Establishes and defines program requirements. Monitors progress of program 
requirements to ensure that contract cost and schedule objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 05 

T-195 Bachelors - Twelve (12) 
years 

Serves as a subject matter expert in the development of plans including budgets 
and schedules to meet contractual/project requirements for an assigned portion of 
a program. Establishes and defines program requirements. Monitors progress of 
program requirements to ensure that contract cost and schedule objectives are 
met. 

PROJECT ADMINISTRATOR 
01 

T-196 High School - Zero (0) years Provides administrative support to a project. Compiles technical, financial, and 
other project data for use in reports or presentation materials. Assists in tactical 
responsibility for tracking project financials. Participates in special projects as 
required. Makes appointment, travel, or meeting arrangements and coordinates 
activities between program management, customer, and outside parties. 

PROJECT ADMINISTRATOR 
02 

T-197 Associates - Three (3) years Provides administrative support to multiple projects. Compiles technical, 
financial, and other project data for use in reports or presentation materials. 
Maintains tactical responsibility for tracking project financials. Participates in 
special projects as required. Makes appointment, travel, or meeting arrangements 
and coordinates activities between program management, customer, and outside 
parties. 

PROJECT ADMINISTRATOR 
03 

T-198 Associates - Six (6) years Provides administrative support to multiple complex projects and/or leads junior 
level project administrators managing one or more basic projects. Compiles 
technical, financial, and other project data for use in reports or presentation 
materials or leads others in executing these tasks. Maintains tactical 
responsibility for tracking project financials. Participates in special projects as 
required. Makes appointment, travel, or meeting arrangements and coordinates 
activities between program management, customer, and outside parties. 

PROJECT/PROGRAM 
MANAGER 01 

T-199 Bachelors - Zero (0) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 84 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

PROJECT/PROGRAM 
MANAGER 02 

T-200 Bachelors - Three (3) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 03 

T-201 Bachelors - Six (6) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 04 

T-202 Bachelors - Nine (9) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 05 

T-203 Bachelors - Twelve (12) 
years 

Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

QUALITY ASSURANCE 
ANALYST 01 

T-204 Bachelors - Zero (0) years Assists with implementing software quality assurance programs in support of 
software products and services. Conducts routine software testing and establishes 
software test standards. Participates in establishing software quality standards for 
lifecycle, documentation, development methods, testing, and maintenance. 
Assists in establishing quantitative measurements and techniques for measuring 
software quality. Reviews and evaluates software products and services for 
adherence to government directives, standards, and guidelines concerning 
software quality assurance. 

QUALITY ASSURANCE 
ANALYST 02 

T-205 Bachelors - Three (3) years Contributes to Implementing software quality assurance programs in support of 
software products and services. Conducts Moderately complex software testing 
and Establishes test standards. Participates in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Assists in establishing quantitative measurements and techniques 
for measuring software quality. Reviews and evaluates software products and 
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services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. 

QUALITY ASSURANCE 
ANALYST 03 

T-206 Bachelors - Six (6) years Works to Implement software quality assurance programs in support of software 
products and services. Conducts moderate to complex software testing and 
establishes software test standards. Participates in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Establishes quantitative measurements and techniques for 
measuring software quality. Reviews and evaluates software products and 
services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. May provide work leadership to lower 
level employees. 

QUALITY ASSURANCE 
ANALYST 04 

T-207 Bachelors - Nine (9) years Responsible for Implementing software quality assurance programs in support of 
software products and services. Conducts software tests and diagnostics and 
establishes complex software test standards. May assist in developing software, 
establishing software quality standards for lifecycle, documentation, 
development methods, testing, and maintenance. Assists in establishing 
quantitative measurements and techniques for measuring software quality. 
Reviews and evaluates software products and services for adherence to 
government directives, standards, and guidelines concerning software quality 
assurance. 

QUALITY ASSURANCE 
ANALYST 05 

T-208 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert Implementing software quality assurance 
programs in support of software products and services. Establishes software test 
standards and conducts complex software tests. May assist in developing 
software, software quality standards for lifecycle, documentation, development 
methods, testing, and maintenance. Assists in establishing quantitative 
measurements and techniques for measuring software quality. Reviews and 
evaluates software products and services for adherence to government directives, 
standards, and guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 01 

T-209 Bachelors - Zero (0) years Supports implementation of software quality assurance programs in support of 
software products and services by conducting software tests. Uses established 
test standards to conduct software tests. Assists in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
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maintenance. Assists in establishing quantitative measurements and techniques 
for measuring software quality. Assists in reviewing and evaluating software 
products and services for adherence to government directives, standards, and 
guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 02 

T-210 Bachelors - Three (3) years Participates in the implementation of software quality assurance programs in 
support of software products and services. Establishes software test standards 
and conducts moderately complex software tests. Participates in establishing 
software quality standards for lifecycle, documentation, development methods, 
testing, and maintenance. Assists in establishing quantitative measurements and 
techniques for measuring software quality. Reviews and evaluates software 
products and services for adherence to government directives, standards, and 
guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 03 

T-211 Bachelors - Six (6) years Implements software quality assurance programs in support of software products 
and services. Establishes software test standards and conducts complex software 
tests. Establishes software quality standards for lifecycle, documentation, 
development methods, testing, and maintenance. Establishes quantitative 
measurements and techniques for measuring software quality. Reviews and 
evaluates software products and services for adherence to government directives, 
standards, and guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 04 

T-212 Bachelors - Nine (9) years Leads others in implementing software quality assurance programs in support of 
software products and services. Establishes software test standards and conducts 
complex software tests. Establishes software quality standards for lifecycle, 
documentation, development methods, testing, and maintenance. Establishes 
quantitative measurements and techniques for measuring software quality. 
Reviews and evaluates software products and services for adherence to 
government directives, standards, and guidelines concerning software quality 
assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 05 

T-213 Bachelors - Twelve (12) 
years 

Serves as the subject matter expert in implementing software quality assurance 
programs in support of software products and services. Establishes software test 
standards and conducts complex software tests. Establishes software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Establishes quantitative measurements and techniques for 
measuring software quality. Reviews and evaluates software products and 
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services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. 

SECURITY ENGINEER 01 T-214 Bachelors - Zero (0) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 02 T-215 Bachelors - Three (3) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 03 T-216 Bachelors - Six (6) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 04 T-217 Bachelors - Nine (9) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 05 T-218 Bachelors - Twelve (12) 
years 

SME on security solutions definition and design. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations and remediations of large complex solutions. Plans and 
conducts quantitative and qualitative security risk analyses, security evaluations 
and audits of solutions. 
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SECURITY OPERATIONS 
CENTER (SOC) ANALYST 01 

T-219 Bachelors - Zero (0) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Support the tracking of incident notifications and identifying of 
trends and activities to prevent, respond, and recover. Monitor, manage, and 
configure security tools, review incidents to assess their urgency, and escalate 
incidents. Support the identification of events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 02 

T-220 Bachelors - Three (3) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Track incident notifications and identify trends and activities to 
prevent, respond, and recover. Conduct problem resolution and provide subject 
matter expertise in security investigations best practices. Collect, analyze, and 
correlate security events and use discovered data to enable recommendation of 
mitigation of potential incidents. Identify events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 03 

T-221 Bachelors - Six (6) years Provide SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 
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analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Conduct continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident.  

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 04 

T-222 Bachelors - Nine (9) years Lead SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 
analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Lead continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident. 
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SECURITY OPERATIONS 
CENTER (SOC) ANALYST 05 

T-223 Bachelors - Twelve (12) 
years 

Plan, direct, and manage day-to-day activities across the Security Operations 
Center. Drive implementation and improvement of new tools, capabilities, 
frameworks, and methodologies across all teams within the SOC. Accountable 
for the timeliness and efficiency of identification, isolation, mitigation, and 
reporting of critical incidents by the SOC. Instill and reinforce industry best 
practices in the domains of incident response, cybersecurity analysis, knowledge 
management, and SOC operations. Develop and maintain an incident response 
management program that includes incident detection, analysis, containment, 
eradication, recovery and chain of evidence / forensic artefacts required 
for additional investigations. Ability to work directly with customers to ensure 
not only resolution management but also customer satisfaction. Creation of 
reports, dashboards, metrics for SOC operations. Manage the process 
improvement program for SOC processes. Conduct scheduled and ad hoc 
training exercises to ensure staff are current with the latest threats and incident 
response techniques. Provide direction, leadership and management of SOC 
personnel.  

SOFTWARE 
DEVELOPER/PROGRAMMER 
01 

T-224 Bachelors - Zero (0) years Supports the identification of end-user requirements and specifications. Supports 
the design of algorithms and flowcharts to create new software programs and 
systems. May produces efficient and elegant code based on requirements. 
Compiles user feedback to provide to the team. Supports the development of 
technical documentation to guide future software development projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
02 

T-225 Bachelors - Three (3) years Supports the identification of end-user requirements and specifications. Supports 
the design of algorithms and flowcharts to create new software programs and 
systems. May produces efficient and elegant code based on requirements. May 
tests and deploys programs and applications. Supports troubleshooting existing 
software. Compiles user feedback to provide to the team. Supports the 
development of technical documentation to guide future software development 
projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
03 

T-226 Bachelors - Six (6) years Collaborates with management, departments, and customers to identify end-user 
requirements and specifications. Applies Software Development Lifecycle 
processes. Design algorithms and flowcharts to create new software programs 
and systems. Produces efficient and elegant code based on requirements. Tests 
and deploys programs and applications. Troubleshoots, debugs, maintains, and 
improves existing software. Compiles and assesses user feedback to improve 
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software performance. Develops technical documentation to guide future 
software development projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
04 

T-227 Bachelors - Nine (9) years Leads the collaboration with management, departments, and customers to 
identify end-user requirements and specifications. Leads the design team 
developing algorithms and flowcharts to create new software programs and 
systems. Ensures adherence to the principles of Software Development 
Lifecycle. Ensures production of efficient and elegant code based on 
requirements. May Lead the test and deployment teams for programs and 
applications. Recommends and leads software improvements. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
05 

T-228 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert (SME) in the software development life cycle 
including the planning, design, development and implementation, deployment, 
and maintenance stages. Serves as expert during collaboration with management, 
departments, and customers to identify end-user requirements, specifications, 
and software performance improvements recommendations. Provides expertise, 
troubleshooting, and resolution to highly complex software development issues. 

SOFTWARE ENGINEER 01 T-229 Bachelors - Zero (0) years Assists with basic computer software designs, development, troubleshooting, and 
analysis . Reviews architecture and uses existing standards for integrating 
appropriate development and support tools to ensure product performance. 
Assists in performing system modeling, simulation, and analysis. 

SOFTWARE ENGINEER 02 T-230 Bachelors - Three (3) years Contributes to designing, developing, troubleshooting, and analyzing computer 
software. Reviews architecture and selects among existing organizational 
standards and integrates appropriate development and support tools to ensure 
product performance. Participates in performing system modeling, simulation, 
and analysis. 

SOFTWARE ENGINEER 03 T-231 Bachelors - Six (6) years Designs, develops, troubleshoots, and analyzes moderately complex computer 
software. Reviews architecture and selects among existing organizational 
standards and integrates appropriate development and support tools to ensure 
product performance. Performs system modeling, simulation, and Analysis. 

SOFTWARE ENGINEER 04 T-232 Bachelors - Nine (9) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software. Plans, conducts, and technically directs software 
development project phases. Reviews architecture and selects and integrates 
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appropriate development and support tools for team use to ensure product 
performance. Leads performing system modeling, simulation, and analysis. 

SOFTWARE ENGINEER 05 T-233 Masters - Twelve (12) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software. Plans, conducts, and technically directs software 
development project phases. Reviews architecture and selects and integrates 
appropriate development and support tools for team use to ensure product 
performance. Leads performing system modeling, simulation, and analysis. 

SUBJECT MATTER EXPERT 
(SME) 01 

T-234 Associates - Zero (0) years Assists in the development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions in accordance with standard practices. Consults on 
functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 02 

T-235 Associates - Three (3) years This position serves as a subject matter expert and interfaces external clients 
occasionally. Participates in the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions. Consults on functionality, costs, benefits and 
implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 03 

T-236 Associates - Six (6) years This position serves as a subject matter expert for external clients. Significantly 
contributes to development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a diverse range of complex problems. 
Consults on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 04 

T-237 Associates - Nine (9) years This position serves as a subject matter expert providing external clients with 
consultative direction. Develops technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a uniquely complex problems. Consults 
on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 05 

T-238 Associates - Twelve (12) 
years 

This position serves as a subject matter expert providing external clients with 
consultative direction. Leads the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions with a leading edge vision. Capable of solving a 
uniquely complex problems of critical importance. Consults on functionality, 
costs, benefits and implementation requirements. 
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SYSTEM ANALYST 01 T-239 Bachelors - Zero (0) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 

SYSTEM ANALYST 02 T-240 Bachelors - Three (3) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 

SYSTEM ANALYST 03 T-241 Bachelors - Six (6) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
May supervise lower level personnel. 

SYSTEM ANALYST 04 T-242 Bachelors - Nine (9) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
Provides consultation on complex projects and is considered to be the top level 
contributor/specialist of most phases of systems analysis, while considering the 
business implications of the application of technology to the current and future 
business environment. 
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SYSTEM ANALYST 05 T-243 Masters - Twelve (12) years Considered Subject Matter Expert in customer's business or system support area. 
Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
Provides consultation on complex projects and is considered to be the top level 
contributor/specialist of most phases of systems analysis, while considering the 
business implications of the application of technology to the current and future 
business environment. 

SYSTEM SECURITY 
ANALYST 01 

T-244 High School - Zero (0) years Assists in establishing and managing networks in support of cyber operations. 
Applies a consulting skills or basic technical expertise. Develops innovative 
solutions to problems. Works under direct supervision. Supports information 
assurance activities supporting customer specific operating system(s). Help to 
identify and implement database solutions and improvements. Experience with 
security scanners. Knowledge of different layers of the technology stack, 
including network, application frameworks, database systems, and vendor 
solution. 

SYSTEM SECURITY 
ANALYST 02 

T-245 High School - Three (3) 
years 

Contributes to establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to basic 
problems. Works under General supervision. Support Information Assurance 
activities supporting customer specific operating system(s). Help to identify and 
implement database solutions and improvements. Experience with security 
scanners. Knowledge of different layers of the technology stack, including 
network, application frameworks, database systems, and vendor solution. 

SYSTEM SECURITY 
ANALYST 03 

T-246 Bachelors - Six (6) years Responsible for establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to moderately 
complex problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
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technology stack, including network, application frameworks, database systems, 
and vendor solution. 

SYSTEM SECURITY 
ANALYST 04 

T-247 Bachelors - Nine (9) years Leads in establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to complex 
problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
technology stack, including network, application frameworks, database systems, 
and vendor solution. 

SYSTEM SECURITY 
ANALYST 05 

T-248 Bachelors - Twelve (12) 
years 

Serves as subject matter expert establishing and managing networks in support of 
cyberspace operations. Apply advanced consulting skills or extensive technical 
expertise, including full industry knowledge. Develop innovative solutions to 
highly complex problems. May provide supervision to lower level employees. 
Support Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Expert in different layers of the technology 
stack, including network, application frameworks, database systems, and vendor 
solution. 

SYSTEMS ENGINEER 01 T-249 Bachelors - Zero (0) years Assists in analyzing existing systems and defines, designs, and develops new 
hardware/software systems. Assists in determining system specification, 
processes, and working parameters for hardware/software compatibility. Works 
under a senior engineer to coordinate design of subsystems and integration of 
total system. 

SYSTEMS ENGINEER 02 T-250 Bachelors - Three (3) years Works as part of a team to analyze existing systems and defines, designs, and 
develops new hardware/software systems. Makes recommendations for system 
specification, processes, and working parameters for hardware/software 
compatibility. Works as part of a team to coordinate design of subsystems and 
integration of total system. 
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SYSTEMS ENGINEER 03 T-251 Bachelors - Six (6) years Works independently to analyze complex systems and defines, designs, and 
develops new hardware/software systems. Determines system specification, 
processes, and working parameters for hardware/software compatibility for 
major programs. Coordinates design of subsystems and integration of total 
system. Resolves complex program support deficiencies  

SYSTEMS ENGINEER 04 T-252 Bachelors - Nine (9) years Leads a team of engineers to analyzes existing or complex systems and defines, 
designs, and develops new hardware/software systems. Develops and applies 
methods in the investigation and solution to system requirements and problems. 
Uses advanced methods for determining system specification, processes, and 
working parameters for hardware/software compatibility. Plans, conducts, and 
technically directs project phases. Leads coordination of design of subsystems 
and integration of total system. 

SYSTEMS ENGINEER 05 T-253 Masters - Twelve (12) years Serves as Senior Expert and Leader over complex and difficult system 
requirements within major phases of significant projects. Leads a team of 
engineers to analyzes existing or complex systems and defines, designs, and 
develops new hardware/software systems. Develops and applies methods in the 
investigation and solution to system requirements and problems. Uses advanced 
methods for determining system specification, processes, and working 
parameters for hardware/software compatibility. Plans, conducts, and technically 
directs project phases. Leads coordination of design of subsystems and 
integration of total system. 

TECHNICAL CONSULTANT T-254 Bachelors - Three (3) years Develops and applies advanced methods, theories, and research techniques in 
investigating and solving complex concept, planning, design, or implementation 
problems. Provides input for adoption of best practices and adoption strategies 
and techniques. Recognized for achievements and technical subject expertise 

TECHNICAL PROJECT 
LEADER 01 

T-255 Bachelors - Zero (0) years Assists in defining, generating, reviewing, and technically refining project 
requirements for small routine projects. Responsible for technical/operational 
leadership of project within programmatic guidelines set by the program 
manager and customer. May monitor project to ensure work scope, schedule, and 
budget. 

TECHNICAL PROJECT 
LEADER 02 

T-256 Bachelors - Three (3) years Contributes to defining, generating, reviewing, and technically refining project 
requirements for moderately large or complex projects. Responsible for 
technical/operational leadership of project within programmatic guidelines set by 
the program manager and customer. . May monitor project to ensure work scope, 
schedule, and budget. 
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TECHNICAL PROJECT 
LEADER 03 

T-257 Bachelors - Six (6) years Works to Define, generate, review, and technically refine project requirements 
for large or complex projects. Responsible for technical/operational leadership of 
project within programmatic guidelines set by the program manager and 
customer. Monitors project to ensure work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 04 

T-258 Bachelors - Nine (9) years Responsible for Defining, generating, reviewing, and technically refining project 
requirements for large or highly complex project or group of projects. 
Responsible for technical/operational leadership of project within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 05 

T-259 Bachelors - Twelve (12) 
years 

Subject Matter Expert responsible for Defining, generating, reviewing, and 
technically refining project requirements for most complex or groups of projects. 
Responsible for technical/operational leadership of project within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 

TECHNICAL WRITER / 
EDITOR 01 

T-260 Associates - Zero (0) years Researches, writes, edits, and proofreads routine documents such as manuals, 
white papers, proposals, and specifications. Assists in ensuring technical 
documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Follows established style guides and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 02 

T-261 Associates - Three (3) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 03 

T-262 Associates - Six (6) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Ensures technical 
documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Participates in developing style guidelines and standards for texts and 
illustrations. 
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TECHNICAL WRITER / 
EDITOR 04 

T-263 Associates - Nine (9) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 05 

T-264 Associates - Twelve (12) 
years 

Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TRAINING SPECIALIST 01 T-265 Bachelors - Zero (0) years Assists in the design or conducts training and development programs to improve 
individual skills or organizational performance. Supports the development, test, 
maintenance and delivery of training programs and related materials in support 
of customer products under supervision. Supports the establishment course 
content and objectives. Conducts basic training sessions and develops criteria 
under supervision for evaluating the effectiveness of training activities. Updates 
course documentation on a continuous basis to ensure timeliness and relevance. 
May analyze organizational training needs or evaluate training effectiveness. 

TRAINING SPECIALIST 02 T-266 Bachelors - Three (3) years Designs or conducts training and development programs to improve individual 
skills or organizational performance. Supports the development, test, 
maintenance and delivery of training programs and related materials in support 
of customer products under supervision. Supports the establishment course 
content and objectives. Conducts basic training sessions and develops criteria 
under supervision for evaluating the effectiveness of training activities. Updates 
course documentation on a continuous basis to ensure timeliness and relevance. 
Analyze organizational training needs or evaluate training effectiveness. 

TRAINING SPECIALIST 03 T-267 Bachelors - Six (6) years Leads the design of training and development programs to improve individual 
skills or organizational performance. Develops, tests, maintains and delivers 
training programs and related materials in support of customer products. 
Develops course content and objectives. Conducts advanced training sessions 
and develops criteria for evaluating the effectiveness of training activities. 
Validates course documentation on a continuous basis to ensure timeliness and 
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relevance. Analyze organizational training needs or evaluate training 
effectiveness. 

TRAINING SPECIALIST 04 T-268 Bachelors - Nine (9) years Leads team of training specialists responsible for the design of training and 
development programs to improve individual skills or organizational 
performance. Leads the development, test, maintenance and delivery of training 
programs and related materials in support of customer products. Oversees and 
develops advanced course content and objectives. Oversees and conducts 
advanced training sessions and develops criteria for evaluating the effectiveness 
of training activities. Validates course documentation on a continuous basis to 
ensure timeliness and relevance. Develops and Implements new programs and/or 
procedures based on recommendations and continuous improvement initiatives. 

TRAINING SPECIALIST 05 T-269 Bachelors - Twelve (12) 
years 

Subject Matter expert in the design, development, and delivery of training and 
development programs for customer and client requirements. Provides guidance 
and recommendations for improvements in the development, test, maintenance 
and delivery of training programs and related materials in support of customer 
products. Oversees and develops advanced course content and objectives. 
Oversees and conducts advanced training sessions and develops criteria for 
evaluating the effectiveness of training activities. Applies advanced training 
methodologies and techniques to training development and delivery. Develops 
and Implements new programs and/or procedures based on recommendations 
and continuous improvement initiatives. 

WEB DEVELOPER 01 T-270 Bachelors - Zero (0) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 02 T-271 Bachelors - Three (3) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
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such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 03 T-272 Bachelors - Six (6) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 04 T-273 Bachelors - Nine (9) years Leads the team of developers developing Web based applications. Provide 
support in developing the site concept, interface design, and architecture of the 
web-site. Provide support for the implementation of interfaces to applications. 
Applies working knowledge of several web-based programming 
languages/frameworks such as Java, Active Server Pages (ASP), JavaScript, and 
SQL Server, Visual Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, 
Sybase, etc.). 

WEB DEVELOPER 05 T-274 Bachelors - Twelve (12) 
years 

Subject Matter Expert over the development of Web based applications. Provide 
support in developing the site concept, interface design, and architecture of the 
web-site. Provide support for the implementation of interfaces to applications. 
Applies working knowledge of several web-based programming 
languages/frameworks such as Java, Active Server Pages (ASP), JavaScript, and 
SQL Server, Visual Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, 
Sybase, etc.). 

 
 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 101 of 170 
 

1.4 Engineering Services Labor Category Descriptions (SIN 541330ENG) 
Labor Category Title ID Education & Years 
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ALL-SOURCE DATA 
ANALYST 01 

E-001 Associates - Zero (0) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Assists in developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities. 

ALL-SOURCE DATA 
ANALYST 02 

E-002 Bachelors - Three (3) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Contributes developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities. 

ALL-SOURCE DATA 
ANALYST 03 

E-003 Bachelors - Six (6) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Prepares briefings and reports. Contributes developing, executing, and authoring 
intelligence and DoD products using advanced all-source, analytic capabilities. 
Works to develop, execute, and author intelligence and DoD products using 
advanced all-source, analytic capabilities. Analyze a variety of information and 
intelligence for the threats facing the systems, assets, and resources critical to the 
nation, and develop research studies and recommendations. Fulfill both routine 
and ad hoc requirements to assist in developing essential products such as threat 
assessments, network and infrastructure illumination packets, trend analysis, 
briefings, reports, and memoranda. Assist in conducting research and production 
with minimal supervision to communicate vital information to internal and 
external customers. 
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ALL-SOURCE DATA 
ANALYST 04 

E-004 Bachelors - Nine (9) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Responsible for developing, executing, and authoring intelligence and DoD 
products using advanced all-source, analytic capabilities. Analyze a variety of 
information and intelligence for the threats facing the systems, assets, and 
resources critical to the nation, and develop research studies and 
recommendations. Fulfill both routine and ad hoc requirements to assist in 
developing essential products such as threat assessments, network and 
infrastructure illumination packets, trend analysis, briefings, reports, and 
memoranda. Assist in conducting research and production with minimal 
supervision to communicate vital information to internal and external customers. 

ALL-SOURCE DATA 
ANALYST 05 

E-005 Masters - Twelve (12) years Identifies, analyzes, evaluates, and monitors foreign and domestic systems. 
Performs all-source scientific and intelligence analysis to determine system 
characteristics and functions. Reports on trends and implications in design and 
integration of evolving systems. Solves complex information requirements. 
Serves as subject matter expert developing, executing, and authoring intelligence 
and DoD products using advanced all-source, analytic capabilities. Analyze a 
variety of information and intelligence for the threats facing the systems, assets, 
and resources critical to the nation, and develop research studies and 
recommendations. Fulfill both routine and ad hoc requirements to assist in 
developing essential products such as threat assessments, network and 
infrastructure illumination packets, trend analysis, briefings, reports, and 
memoranda. Leads all communication of vital information to internal and 
external customers. 

APPLICATION 
PROGRAMMER 01 

E-006 Bachelors - Zero (0) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 
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APPLICATION 
PROGRAMMER 02 

E-007 Bachelors - Three (3) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 03 

E-008 Bachelors - Six (6) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 04 

E-009 Bachelors - Nine (9) years Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

APPLICATION 
PROGRAMMER 05 

E-010 Bachelors - Twelve (12) 
years 

Develops program specifications for application software development. Defines 
the logic, performs the coding, tests, and debugs the programs. Prepares system 
and program specifications and documentation that includes designing report 
formats, record layouts, screen layouts and algorithms. Implements 
modifications to existing systems. Documents program and system logic. 
Defines and designs data capture forms, data conversion procedures, data 
validation/ correction steps, and database definition tables. 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 01 

E-011 Bachelors - Zero (0) years Performs research in Artificial Intelligence/Machine Learning (AI/ML). Helps to 
develop AI/ML techniques. Assists in Developing and applying algorithms to 
sets of structured and unstructured data. Responsibilities may involve such 
concepts as pattern recognition, target detection and tracking, decision systems, 
robotic systems, language and speech recognition, machine translation, and 
information extraction 
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ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 02 

E-012 Bachelors - Three (3) years Plans and performs research in Artificial Intelligence/Machine Learning 
(AI/ML). Develops AI/ML techniques to expand the capability of autonomous 
systems research and development. Develops and applies algorithms to sets of 
structured and unstructured data. Responsibilities may involve such concepts as 
pattern recognition, target detection and tracking, decision systems, robotic 
systems, language and speech recognition, machine translation, and information 
extraction 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 03 

E-013 Bachelors - Six (6) years Develops, plans, and performs research in Artificial Intelligence/Machine 
Learning (AI/ML) and provides oversight as a team leader. Develops AI/ML 
techniques to expand the capability of autonomous systems research and 
development. Leads team in developing and applying algorithms to sets of 
structured and unstructured data. Responsibilities may involve such concepts as 
pattern recognition, target detection and tracking, decision systems, robotic 
systems, language and speech recognition, machine translation, and information 
extraction 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 04 

E-014 Bachelors - Nine (9) years Subject Matter Expert in the development, planning, and performance in 
Artificial Intelligence/Machine Learning (AI/ML) and provides direction as a 
team leader. Develops AI/ML techniques to expand the capability of autonomous 
systems research and development. Leads team in developing and applying 
algorithms to sets of structured and unstructured data. Responsibilities may 
involve such concepts as pattern recognition, target detection and tracking, 
decision systems, robotic systems, language and speech recognition, machine 
translation, and information extraction 

ARTIFICIAL INTELLIGENCE 
AND MACHINE LEARNING 
SCIENTIST 05 

E-015 Masters - Twelve (12) years Recognized expert in Artificial Intelligence/Machine Learning (AI/ML). 
Contributes to the advancement of industry knowledge in area of expertise. 
Leads development and implementation of key technologies related to Artificial 
Intelligence/Machine Learning (AI/ML). Highest level of individual contributor 
on the forefront of new and future technologies. 

BPR SPECIALIST 01 E-016 Bachelors - Zero (0) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 
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BPR SPECIALIST 02 E-017 Bachelors - Three (3) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 03 E-018 Bachelors - Six (6) years Conducts examinations of business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 04 E-019 Bachelors - Nine (9) years Leads examinations of complex business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BPR SPECIALIST 05 E-020 Bachelors - Twelve (12) 
years 

SME on examinations of complex business requirements to assess needs, collect 
information, and identify alternative methods and solutions. Provides research 
and analytical support to strategic planning, training development, problem 
solving, quality management, financial analysis, and business process 
reengineering. 

BUSINESS ANALYST 01 E-021 Bachelors - Zero (0) years Under direct supervision, assists in formulating and defining business scope and 
objectives through research and fact-finding combined with a basic 
understanding of business systems and industry requirements. Includes analysis 
of business and user needs, documenting requirements, and revising existing 
system logic difficulties as necessary under direction of experienced Business 
System Analysts. Competent to consider most business implications of the 
application of technology to the current business environment. 

BUSINESS ANALYST 02 E-022 Bachelors - Three (3) years Under direct supervision, assists in formulating and defining business scope and 
objectives through research and fact-finding combined with a basic 
understanding of business systems and industry requirements. Includes analysis 
of business and user needs, documenting requirements, and revising existing 
system logic difficulties as necessary under direction of experienced Business 
System Analysts. Competent to consider most business implications of the 
application of technology to the current business environment. 
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BUSINESS ANALYST 03 E-023 Bachelors - Six (6) years Formulates and defines business scope and objectives through research and fact-
finding combined with a basic understanding of business systems and industry 
requirements. Includes analysis of business and user needs, documenting 
requirements, and revising existing system logic difficulties as necessary. Makes 
recommendations surrounding improving processes, efficiency and practices. 
Simulates and tests process improvements. Communicates changes and may 
provide training to impacted business units 

BUSINESS ANALYST 04 E-024 Bachelors - Nine (9) years Leads the formulation and definition of complex business scope and objectives 
through research and fact-finding combined with a basic understanding of 
business systems and industry requirements. Includes analysis of business and 
user needs, documenting requirements, and revising existing system logic 
difficulties as necessary. Makes recommendations surrounding improving 
processes, efficiency and practices. Simulates and tests process improvements. 
Communicates changes and may provide training to impacted business units 

BUSINESS ANALYST 05 E-025 Bachelors - Twelve (12) 
years 

SME in the formulation and definition of complex business scope and objectives 
through research and fact-finding combined with a basic understanding of 
business systems and industry requirements. Includes analysis of business and 
user needs, documenting requirements, and revising existing system logic 
difficulties as necessary. Makes recommendations surrounding improving 
processes, efficiency and practices. Simulates and tests process improvements. 
Communicates changes to executive level internal and external customers. 

CLOUD ARCHITECT 01 E-026 Bachelors - Zero (0) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 

CLOUD ARCHITECT 02 E-027 Bachelors - Three (3) years Assists in formulating and defining Cloud solutions scope and objectives through 
research and fact-finding combined with a basic understanding of business 
systems and industry requirements. Includes analysis of business and user needs, 
documenting requirements, and revising existing system logic difficulties as 
necessary under direction of experienced Business System Analysts. 
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CLOUD ARCHITECT 03 E-028 Bachelors - Six (6) years Ensures technical consistency across development approaches and practices; 
maintain adherence by team members. Analyze and prioritize functional and 
business requirements; develop an architecture plan to meet the system 
requirements and objectives. Reduce maintenance costs over a system’s lifetime 
by anticipating future enhancements and ensuring the system design will 
facilitate such changes with little effect to the original architecture. Participate in 
system integration planning. Create architecture documentation detailing system 
structure and related software engineering and development processes. Design a 
software architecture validation plan and implement it during the appropriate 
software development phase. Interface with clients to ensure systems are 
designed to meet users’ goals. Recommend strategies to improve resiliency, 
security, and optimize costs in cloud and Hybrid environments. 

CLOUD ARCHITECT 04 E-029 Bachelors - Nine (9) years Ensures technical consistency across development approaches and practices; 
maintain adherence by team members. Analyze and prioritize functional and 
business requirements; develop an architecture plan to meet the system 
requirements and objectives. Reduce maintenance costs over a system’s lifetime 
by anticipating future enhancements and ensuring the system design will 
facilitate such changes with little effect to the original architecture. Participate in 
system integration planning. Create architecture documentation detailing system 
structure and related software engineering and development processes. Design a 
software architecture validation plan and implement it during the appropriate 
software development phase. Interface with clients to ensure systems are 
designed to meet users’ goals. Recommend strategies to improve resiliency, 
security, and optimize costs in cloud and Hybrid environments. 

CLOUD ARCHITECT 05 E-030 Bachelors - Twelve (12) 
years 

Serves as SME across development approaches and practices; maintain 
adherence by team members. Analyze and prioritize functional and business 
requirements; develop an architecture plan to meet the system requirements and 
objectives. Reduce maintenance costs over a system’s lifetime by anticipating 
future enhancements and ensuring the system design will facilitate such changes 
with little effect to the original architecture. Participate in system integration 
planning. Create architecture documentation detailing system structure and 
related software engineering and development processes. Design a software 
architecture validation plan and implement it during the appropriate software 
development phase. Interface with clients to ensure systems are designed to meet 
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users’ goals. Recommend strategies to improve resiliency, security, and optimize 
costs in cloud and Hybrid environments. 

CLOUD ENGINEER - 
ELASTIC 01 

E-031 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Works with more senior level Elastic cloud 
engineers to provide Elastic cloud design and assists in implementing 
configurations to meet program and customer needs. Assists in providing 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection under the supervision of senior Elastic cloud engineers. Evaluates and 
analyzes systems, performance, issues, and metrics in order to provide 
recommendations for service improvements. 

CLOUD ENGINEER - 
ELASTIC 02 

E-032 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for Elastic cloud infrastructure and 
related Elastic cloud services. Recommends Elastic cloud designs and 
implementation configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Makes 
recommendations for development, implementation and oversight of policies and 
procedures to ensure consistent Elastic cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 
performance, issues, and metrics in order to provide recommendations for 
service improvements. 

CLOUD ENGINEER - 
ELASTIC 03 

E-033 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
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protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements. 

CLOUD ENGINEER - 
ELASTIC 04 

E-034 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex Elastic cloud 
infrastructure and related Elastic cloud services. Provides Elastic cloud design 
and implements configurations to meet program and customer needs. Provides 
ongoing support of Elastic cloud storage and back-up infrastructure. Develops, 
implements and oversees policies and procedures to ensure consistent Elastic 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements. 

CLOUD ENGINEER - 
ELASTIC 05 

E-035 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex Elastic cloud infrastructure 
and related Elastic cloud services. Provides oversight of Elastic cloud design and 
directs implementation of configurations to meet program and customer needs. 
Provides oversight of ongoing support of Elastic cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent Elastic cloud environment provisioning, uptime, regulatory 
compliance and data protection. Evaluates and analyzes systems, performance, 
issues, and metrics in order to provide recommendations for service 
improvements. 

CLOUD ENGINEER 01 E-036 Bachelors - Zero (0) years Assists in the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Works with more senior level cloud engineers to provide cloud 
design and assists in implementing configurations to meet program and customer 
needs. Assists in providing ongoing support of cloud storage and back-up 
infrastructure. Develops, implements and oversees policies and procedures to 
ensure consistent cloud environment provisioning, uptime, regulatory 
compliance and data protection under the supervision of senior cloud engineers. 
Evaluates and analyzes systems, performance, issues, and metrics in order to 
provide recommendations for service improvements. 
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CLOUD ENGINEER 02 E-037 Bachelors - Three (3) years Carries out the design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for cloud infrastructure and related 
cloud services. Recommends cloud designs and implementation configurations 
to meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Makes recommendations for development, 
implementation and oversight of policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements. 

CLOUD ENGINEER 03 E-038 Bachelors - Six (6) years Responsible for the design, implementation, deployment, installation, 
provisioning, troubleshooting, reporting, and oversight for cloud infrastructure 
and related cloud services. Provides cloud design and implements configurations 
to meet program and customer needs. Provides ongoing support of cloud storage 
and back-up infrastructure. Develops, implements and oversees policies and 
procedures to ensure consistent cloud environment provisioning, uptime, 
regulatory compliance and data protection. Evaluates and analyzes systems, 
performance, issues, and metrics in order to provide recommendations for 
service improvements. 

CLOUD ENGINEER 04 E-039 Bachelors - Nine (9) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for moderately complex cloud 
infrastructure and related cloud services. Provides cloud design and implements 
configurations to meet program and customer needs. Provides ongoing support 
of cloud storage and back-up infrastructure. Develops, implements and oversees 
policies and procedures to ensure consistent cloud environment provisioning, 
uptime, regulatory compliance and data protection. Evaluates and analyzes 
systems, performance, issues, and metrics in order to provide recommendations 
for service improvements. 

CLOUD ENGINEER 05 E-040 Masters - Twelve (12) years Leads and directs design, implementation, deployment, installation, provisioning, 
troubleshooting, reporting, and oversight for complex cloud infrastructure and 
related cloud services. Provides oversight of cloud design and directs 
implementation of configurations to meet program and customer needs. Provides 
oversight of ongoing support of cloud storage and back-up infrastructure. 
Develops, implements and oversees policies and procedures to ensure consistent 
cloud environment provisioning, uptime, regulatory compliance and data 
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protection. Evaluates and analyzes systems, performance, issues, and metrics in 
order to provide recommendations for service improvements. 

COMMUNICATIONS 
SPECIALIST 01 

E-041 Bachelors - Zero (0) years Assists in design, development, produces, and consulting on a variety of 
communications materials and media. Limited industry knowledge. Assists with 
communications strategies; writes and edits a variety of content; plans and helps 
execute periodic events. Performs daily tasks with a creative approach and 
professional demeanor. Works under direct supervision in a collaborative team 
environment. Strong writing skills and knowledge of English grammar. 

COMMUNICATIONS 
SPECIALIST 02 

E-042 Bachelors - Three (3) years Contributes to design, development, production, and consulting on a variety of 
communications materials and media. Contributes to communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. Works 
under General supervision in a collaborative team environment. Strong writing 
skills and knowledge of English grammar. 

COMMUNICATIONS 
SPECIALIST 03 

E-043 Bachelors - Six (6) years Works to design, developing, producing, and consulting on a variety of 
communications materials and media. Contributes to communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. Works 
under supervision in a collaborative team environment. Strong writing skills and 
knowledge of English grammar. 

COMMUNICATIONS 
SPECIALIST 04 

E-044 Bachelors - Nine (9) years Leads a team in designing, developing, producing, and consulting on a variety of 
communications materials and media. Develops communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. May 
provide direct supervision in a collaborative team environment. Strong writing 
skills and knowledge of English grammar. Advises internal and external clients. 

COMMUNICATIONS 
SPECIALIST 05 

E-045 Bachelors - Twelve (12) 
years 

Serves as SME designing, developing, producing, and consulting on a variety of 
communications materials and media. Develops communications strategies; 
writes and edits a variety of content; plans and helps execute periodic events. 
Performs daily tasks with a creative approach and professional demeanor. 
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Provides direct supervision in a collaborative team environment. Advises internal 
and external clients. 

CONFIGURATION 
MANAGER 01 

E-046 Associates - Zero (0) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. 

CONFIGURATION 
MANAGER 02 

E-047 Associates - Three (3) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. Works with users and systems development 
personnel on releases of both system-level software and application software. 
Assists with development of configuration management plans and procedures. 
Assists with configuration management of requirements, design, and code. 
Operates program support library. Monitors end-item acceptance plans. 

CONFIGURATION 
MANAGER 03 

E-048 Bachelors - Six (6) years Responsible for facilitation and implementation of configuration management 
activities including product identification, change control, status accounting, 
operation of the program support library, and development and monitoring of 
equipment/ system acceptance plans. Evaluates and recommends configuration 
management tools and standards. Works with users and systems development 
personnel on releases of both system-level software and application software. 
Assists with development of configuration management plans and procedures. 
Assists with configuration management of requirements, design, and code. 
Operates program support library. Monitors end-item acceptance plans. 

CONFIGURATION 
MANAGER 04 

E-049 Bachelors - Nine (9) years Responsible for configuration management activities including product 
identification, change control, status accounting, operation of the program 
support library, and development and monitoring of equipment/system 
acceptance plans. Evaluates and recommends selection of configuration 
management tools and standards. Coordinates with users and systems 
development personnel on releases of both system- level software and 
application software. Prepares configuration management plans and procedures. 
Responsible for configuration management of requirements, design, and code. 
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Operates and manages program support library. Supervises lower-level 
personnel. 

CONFIGURATION 
MANAGER 05 

E-050 Bachelors - Twelve (12) 
years 

Responsible for configuration management activities including product 
identification, change control, status accounting, operation of the program 
support library, and development and monitoring of equipment/system 
acceptance plans. Evaluates and recommends selection of configuration 
management tools and standards. Coordinates with users and systems 
development personnel on releases of both system- level software and 
application software. Prepares configuration management plans and procedures. 
Responsible for configuration management of requirements, design, and code. 
Operates and manages program support library. Supervises lower-level 
personnel. 

COST ANALYST 01 E-051 Bachelors - Zero (0) years Assists in design and development of economic comparison criteria for use in 
selecting information systems and determines, implements, and performs 
procedures for pricing the ongoing operations of selected systems, and performs 
economic analyses and other cost and pricing analyses as required. Develops 
other financial and cost related documents such as award fee plans and be 
familiar with automated spreadsheet and database systems in developing 
analytical studies. Supports Life Cycle Cost Analyses. 

COST ANALYST 02 E-052 Bachelors - Three (3) years Assists in design and development of economic comparison criteria for use in 
selecting information systems and determines, implements, and performs 
procedures for pricing the ongoing operations of selected systems, and performs 
economic analyses and other cost and pricing analyses as required. Develops 
other financial and cost related documents such as award fee plans and be 
familiar with automated spreadsheet and database systems in developing 
analytical studies. Supports Life Cycle Cost Analyses. 

COST ANALYST 03 E-053 Bachelors - Six (6) years Designs and develops economic comparison criteria for use in selecting 
information systems and determines, implements, and performs procedures for 
pricing the ongoing operations of selected systems, and performs economic 
analyses and other cost and pricing analyses as required. Develops other 
financial and cost related documents such as award fee plans and be familiar 
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with automated spreadsheet and database systems in developing analytical 
studies. Conducts Life Cycle Cost Analyses. 

COST ANALYST 04 E-054 Bachelors - Nine (9) years Leads Life Cycle Cost Analyses. Designs and develops economic comparison 
criteria for use in selecting information systems and determines, implements, and 
performs procedures for pricing the ongoing operations of selected systems, and 
performs economic analyses and other cost and pricing analyses as required. 
Develops other financial and cost related documents such as award fee plans and 
be familiar with automated spreadsheet and database systems in developing 
analytical studies. 

COST ANALYST 05 E-055 Bachelors - Twelve (12) 
years 

Expert in Life Cycle Cost Analysis. Designs and develops economic comparison 
criteria for use in selecting information systems and determines, implements, and 
performs procedures for pricing the ongoing operations of selected systems, and 
performs economic analyses and other cost and pricing analyses as required. 
Develops other financial and cost related documents such as award fee plans and 
be familiar with automated spreadsheet and database systems in developing 
analytical studies. 

CYBER INFORMATION 
ASSURANCE ANALYST 01 

E-056 Associates - Zero (0) years Supports vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Supports identification of deviations 
from acceptable configurations, protocol, or policy. Performs routing audits and 
validates established security requirements. Provides recommendations for 
routine deviations and for non-routine deviations, provides draft 
recommendations to senior analysts for additional safeguards. Uses established 
program control processes and supports certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 02 

E-057 Associates - Three (3) years Assists in vulnerability assessments and compliance audits of systems and 
networks within a networking environment. Assists in identification of 
deviations from acceptable configurations, protocol, or policy. Audits and 
validates established security requirements, makes or reviews junior analyst 
recommendations for additional safeguards. Assists in establishing strict program 
control processes and supports certification or accreditation of systems. 
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CYBER INFORMATION 
ASSURANCE ANALYST 03 

E-058 Associates - Six (6) years Conducts vulnerability assessments and compliance audits of large/complex 
systems and networks within a networking environment. Identifies deviations 
from acceptable configurations, protocol, or policy. Audits and validates 
established security requirements and recommends additional safeguards or 
reviews/approves the work of other junior analysts. Establishes strict program 
control processes and supports certification or accreditation of systems. 
Prepares/approves reports directly to customers. 

CYBER INFORMATION 
ASSURANCE ANALYST 04 

E-059 Bachelors - Nine (9) years Oversees vulnerability assessments and compliance audits of complex systems 
and networks within a networking environment. Identifies deviations from 
acceptable configurations, protocol, or policy and makes recommendations on 
what is considered acceptable. Audits and validates established security 
requirements and recommends additional safeguards. Serves as senior subject 
matter expert where safeguards may need to span multiple systems to be 
effective. Oversees establishment of strict program control processes and reviews 
final products supporting certification or accreditation of systems. 

CYBER INFORMATION 
ASSURANCE ANALYST 05 

E-060 Bachelors - Twelve (12) 
years 

Recognized expert in vulnerability assessments and compliance audits of 
complex systems and networks within a networking environment. Provides 
technical direction and leads vulnerability management over large programs. 
Identifies deviations from acceptable configurations, protocol, or policy and 
makes recommendations on what is considered acceptable. Communicates across 
multiple teams to ensure recommendations are implemented. Reviews summary 
reports of audits/validation of established security requirements. Verifies 
recommendations for additional safeguards are communicated and track 
implementation. Oversees establishment of strict program control processes and 
reviews final products supporting certification or accreditation of systems. 

CYBER INTELLIGENCE 
ANALYST 01 

E-061 Bachelors - Zero (0) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 116 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 02 

E-062 Bachelors - Three (3) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 03 

E-063 Bachelors - Six (6) years Assist in maintaining complete intelligence cycle operations to support enterprise 
cyber security, accounting for strategic, operational, and/or tactical intelligence 
needs. Use open source, government-provided and commercially provided 
intelligence in support of cyber security. Research known adversarial Tactics, 
Techniques and Procedures (TTPs) to identify foundational components, isolate 
associated host or network events, and enable threat mitigation, detection, and 
response. Support the production of comprehensive cyber security reports 
including sourced and summarized threat intelligence, threat hunt findings and 
limitations, and present recommendations to system owners, cyber defenders, 
and policy makers. Support the dissemination of timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity. May participate in 
hunt, computer network defense, and incident response activities. 
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CYBER INTELLIGENCE 
ANALYST 04 

E-064 Bachelors - Nine (9) years Responsible for establishing and maintaining complete intelligence cycle 
operations to support enterprise cyber security, accounting for strategic, 
operational, and tactical intelligence needs. Use open source, government-
provided and commercially provided intelligence in support of cyber security. 
Research known adversarial Tactics, Techniques and Procedures (TTPs) to 
identify foundational components, isolate associated host or network events, and 
enable threat mitigation, detection, and response. Produce comprehensive cyber 
security reports including sourced and summarized threat intelligence, threat 
hunt findings and limitations, and present recommendations to system owners, 
cyber defenders, and policy makers. Disseminate timely Indicators of 
Compromise (IOCs) and warnings of cyber threat activity against the U.S. 
Identify and provide high quality sources of indicators of attack and compromise 
to the team for application to the sensor array. May lead hunt, computer network 
defense, and incident response activities. 

CYBER INTELLIGENCE 
ANALYST 05 

E-065 Masters - Twelve (12) years Expert in establishing and maintaining complete intelligence cycle operations to 
support enterprise cyber security, accounting for strategic, operational, and 
tactical intelligence needs. Use open source, government-provided and 
commercially provided intelligence in support of cyber security. Research known 
adversarial Tactics, Techniques and Procedures (TTPs) to identify foundational 
components, isolate associated host or network events, and enable threat 
mitigation, detection, and response. Produce comprehensive cyber security 
reports including sourced and summarized threat intelligence, threat hunt 
findings and limitations, and present recommendations to system owners, cyber 
defenders, and policy makers. Disseminate timely Indicators of Compromise 
(IOCs) and warnings of cyber threat activity. May lead hunt, computer network 
defense, and incident response activities. 

CYBER SECURITY SYSTEMS 
ENGINEER 01 

E-066 Bachelors - Zero (0) years Assists with designs, integration, test, or implementation of cyber secure 
operating systems, data base products and networks. Assists with conducting risk 
assessments using encryption technologies, penetration and vulnerability 
analysis. Works toward ensuring secure architectures, firewalls, electronic data 
traffic and network access. Participates in assessments of future needs and 
trends. Assists in leveraging advanced forensic tools and techniques for attack 
reconstruction. 
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CYBER SECURITY SYSTEMS 
ENGINEER 02 

E-067 Bachelors - Three (3) years Provides supervised support for designs, integration, test, and implementation of 
cyber secure operating systems, data base products and networks. Conducts risk 
assessments using encryption technologies, penetration and vulnerability analysis 
as part of a team. Develops plans for ensuring secure architectures, firewalls, 
electronic data traffic and network access. Conducts assessments of future needs 
and trends. Leverages advanced forensic tools and techniques for attack 
reconstruction. 

CYBER SECURITY SYSTEMS 
ENGINEER 03 

E-068 Bachelors - Six (6) years Designs, integration, test, and implementation of cyber secure operating systems, 
data base products and networks and reviews the work of junior engineers. 
Conducts risk assessments using encryption technologies, penetration and 
vulnerability analysis. Ensures secure architectures, firewalls, electronic data 
traffic and network access. Conducts assessments of future needs and trends. 
Leverages advanced forensic tools and techniques for attack reconstruction. 

CYBER SECURITY SYSTEMS 
ENGINEER 04 

E-069 Bachelors - Nine (9) years Leads the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks. Uses encryption 
technologies, penetration and vulnerability analysis to conduct risk assessments. 
Ensures secure architectures, firewalls, electronic data traffic and network 
access. Leads assessments of future needs and trends. Leads team leveraging 
advanced forensic tools and techniques for attack reconstruction. 

CYBER SECURITY SYSTEMS 
ENGINEER 05 

E-070 Masters - Twelve (12) years Oversees the design, integration, testing, and implementation of cyber secure 
operating systems, data base products and networks for large scale or complex 
implementations. Uses encryption technologies, penetration and vulnerability 
analysis to conduct risk assessments on complex networks/systems. Ensures 
secure architectures, firewalls, electronic data traffic and network access. Leads 
assessments of future needs and trends. Oversees team leveraging advanced 
forensic tools and techniques for attack reconstruction. Serves as a subject matter 
expert and consults among other teams coordinating the various cyber disciplines 
including infrastructure, operations and risk analysis. 

DATA ANALYST 01 E-071 Bachelors - Zero (0) years Assists with collecting information by engaging in dialogue with staff, reviewing 
databases, and interpreting reports. Produces reporting on an as-needed basis 
(daily, weekly, monthly). Creating, refining, and delivering reports and 
dashboards for internal or external purposes. Utilize Tableau, excel, and/or other 
business intelligence tools. Provide data analytics and key insights. Highlights 
and defines Key Performance Indicators (KPIs) to measure performance across 
different sections. Works under direct supervision. 
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DATA ANALYST 02 E-072 Bachelors - Three (3) years Assists with collecting information through various sources and platforms. 
Produces reporting on an as-needed basis (daily, weekly, monthly). Creating, 
refining, and delivering reports and dashboards for internal or external purposes. 
Utilize Tableau, excel, and/or other business intelligence tools. Provide data 
analytics and key insights. Highlights and defines Key Performance Indicators 
(KPIs) to measure performance across different sections. Works under direct 
supervision. 

DATA ANALYST 03 E-073 Bachelors - Six (6) years Uses technology to mine moderately complex, voluminous, and different 
varieties of data from various sources and platforms in order to collect, analyze, 
and compile data to meet customer needs. Develop data collection 
methodologies and systems to gather accurate and reliable metrics. Collect and 
analyze data from various sources, ensuring data integrity and accuracy. Prepare 
comprehensive reports, dashboards, and presentations to effectively 
communicate metric findings to stakeholders and management. 

DATA ANALYST 04 E-074 Bachelors - Nine (9) years Leads teams in the mining complex, voluminous, and different varieties of data 
from various sources and platforms in order to collect, analyze, and compile data 
to meet customer needs. Develop data collection methodologies and systems to 
gather accurate and reliable metrics. Collect and analyze data from various 
sources, ensuring data integrity and accuracy. Prepare comprehensive reports, 
dashboards, and presentations to effectively communicate metric findings to 
stakeholders and management. 

DATA ANALYST 05 E-075 Bachelors - Twelve (12) 
years 

Expert in technology and analytics of mined complex, voluminous, and different 
varieties of data from various sources and platforms in order to collect, analyze, 
and compile data to meet customer needs. Develop data collection 
methodologies and systems to gather accurate and reliable metrics. Collect and 
analyze data from various sources, ensuring data integrity and accuracy. Prepare 
comprehensive reports, dashboards, and presentations to effectively 
communicate metric findings to stakeholders and management. 
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DATA ENGINEER 01 E-076 Bachelors - Zero (0) years Assists in developing and maintaining basic infrastructure systems (e.g., data 
warehouses, data lakes, data lakehouse) including data access APIs. Prepares and 
manipulates data using multiple technologies. Interprets data, analyzes results 
using statistical techniques, and provides ongoing reports. Executes quantitative 
analyses that translate data into actionable insights. Provides analytical and data-
driven decision-making support for key projects. May support the development 
of data models by studying existing data warehouse architecture; evaluating 
alternative logical data models including planning and execution tables; applying 
metadata and modeling standards, guidelines, conventions, and procedures; 
planning data classes and sub-classes, indexes, directories, repositories, 
messages, sharing, replication, back-up, retention, and recovery. May create data 
collection frameworks for structured and unstructured data. 

DATA ENGINEER 02 E-077 Bachelors - Three (3) years Assists in developing and maintaining basic infrastructure systems (e.g., data 
warehouses, data lakes, data lakehouse) including data access APIs. Prepares and 
manipulates data using multiple technologies. Interprets data, analyzes results 
using statistical techniques, and provides ongoing reports. Executes quantitative 
analyses that translate data into actionable insights. Provides analytical and data-
driven decision-making support for key projects. May support the development 
of data models by studying existing data warehouse architecture; evaluating 
alternative logical data models including planning and execution tables; applying 
metadata and modeling standards, guidelines, conventions, and procedures; 
planning data classes and sub-classes, indexes, directories, repositories, 
messages, sharing, replication, back-up, retention, and recovery. May create data 
collection frameworks for structured and unstructured data. 

DATA ENGINEER 03 E-078 Bachelors - Six (6) years Develops and maintains basic infrastructure systems (e.g., data warehouses, data 
lakes, data lakehouse) including data access APIs. Prepares and manipulates data 
using multiple technologies. Interprets data, analyzes results using statistical 
techniques, and provides ongoing reports. Executes quantitative analyses that 
translate data into actionable insights. Provides analytical and data-driven 
decision-making support for key projects. May support the development of data 
models by studying existing data warehouse architecture; evaluating alternative 
logical data models including planning and execution tables; applying metadata 
and modeling standards, guidelines, conventions, and procedures; planning data 
classes and sub-classes, indexes, directories, repositories, messages, sharing, 
replication, back-up, retention, and recovery. May create data collection 
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frameworks for structured and unstructured data. May apply data extraction, 
transformation and loading techniques in order to connect large data sets from a 
variety of sources. Applies and implements best practices for data auditing, 
scalability, reliability and application performance. 

DATA ENGINEER 04 E-079 Bachelors - Nine (9) years Develops and maintains basic infrastructure systems (e.g., data warehouses, data 
lakes, data lakehouse) including data access APIs. Prepares and manipulates data 
using multiple technologies. Interprets data, analyzes results using statistical 
techniques, and provides ongoing reports. Executes quantitative analyses that 
translate data into actionable insights. Provides analytical and data-driven 
decision-making support for key projects. May support the development of data 
models by studying existing data warehouse architecture; evaluating alternative 
logical data models including planning and execution tables; applying metadata 
and modeling standards, guidelines, conventions, and procedures; planning data 
classes and sub-classes, indexes, directories, repositories, messages, sharing, 
replication, back-up, retention, and recovery. May create data collection 
frameworks for structured and unstructured data. May apply data extraction, 
transformation and loading techniques in order to connect large data sets from a 
variety of sources. Applies and implements best practices for data auditing, 
scalability, reliability and application performance. 

DATA ENGINEER 05 E-080 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert developing and maintaining basic infrastructure 
systems (e.g., data warehouses, data lakes, data lakehouse) including data access 
APIs. Prepares and manipulates data using multiple technologies. Interprets data, 
analyzes results using statistical techniques, and provides ongoing reports. 
Executes quantitative analyses that translate data into actionable insights. 
Provides analytical and data-driven decision-making support for key projects. 
May support the development of data models by studying existing data 
warehouse architecture; evaluating alternative logical data models including 
planning and execution tables; applying metadata and modeling standards, 
guidelines, conventions, and procedures; planning data classes and sub-classes, 
indexes, directories, repositories, messages, sharing, replication, back-up, 
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retention, and recovery. May create data collection frameworks for structured 
and unstructured data. May apply data extraction, transformation and loading 
techniques in order to connect large data sets from a variety of sources. Applies 
and implements best practices for data auditing, scalability, reliability and 
application performance. 

DATA MANAGEMENT 
SPECIALIST 01 

E-081 Bachelors - Zero (0) years Applies a variety of information, knowledge, and tools to support the 
development, modification, and administration of data and databases used to 
store and retrieve data and to develop standards for the handling of data. May 
involve difficult and complex problems in the administration of databases, in the 
modification of data elements, retrieval, and reporting of information from the 
databases, and ensuring the security of data. 

DATA MANAGEMENT 
SPECIALIST 02 

E-082 Bachelors - Three (3) years Applies a variety of information, knowledge, and tools to support the 
development, modification, and administration of data and databases used to 
store and retrieve data and to develop standards for the handling of data. May 
involve difficult and complex problems in the administration of databases, in the 
modification of data elements, retrieval, and reporting of information from the 
databases, and ensuring the security of data. 

DATA MANAGEMENT 
SPECIALIST 03 

E-083 Bachelors - Six (6) years Responsible for using a wide variety of information, knowledge, and tools to 
develop, modify, and administer data and databases used to store and retrieve 
data and to develop standards for the handling of data. May involve difficult and 
complex problems in the administration of databases, in the modification of data 
elements, retrieval, and reporting of information from the databases, and 
ensuring the security of data. Requires the ability to lead projects related to data 
management and to work across disciplines. 

DATA MANAGEMENT 
SPECIALIST 04 

E-084 Bachelors - Nine (9) years Responsible for using a wide variety of information, knowledge, and tools to 
develop, modify, and administer data and databases used to store and retrieve 
data and to develop standards for the handling of data. May involve difficult and 
complex problems in the administration of databases, in the modification of data 
elements, retrieval, and reporting of information from the databases, and 
ensuring the security of data. Requires the ability to lead projects related to data 
management and to work across disciplines. 
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DATA MANAGEMENT 
SPECIALIST 05 

E-085 Masters - Twelve (12) years SME in Data Management techniques and best practices. Responsible for using a 
wide variety of information, knowledge, and tools to develop, modify, and 
administer data and databases used to store and retrieve data and to develop 
standards for the handling of data. May involve difficult and complex problems 
in the administration of databases, in the modification of data elements, retrieval, 
and reporting of information from the databases, and ensuring the security of 
data. Requires the ability to lead projects related to data management and to 
work across disciplines. 

DATA SCIENTIST 01 E-086 Bachelors - Zero (0) years Works as part of a team to determine which methods are appropriate in order to 
creatively explore, mine, analyze, and manipulate extremely massive data sets. 
Assists in developing and analyzing modeling and measuring techniques using 
inquisitive creativity along with mathematics, “machine learning,” and statistical 
and engineering methods to discover many possible solutions to a given problem. 
Helps to create user-friendly reports using various databases, analyses, programs, 
and scripts. Works with other teams in order to ensure connectivity between 
various databases and systems. 

DATA SCIENTIST 02 E-087 Bachelors - Three (3) years Determines within existing organizational standards which methods are 
appropriate in order to creatively explore, mine, analyze, and manipulate 
extremely massive data sets. Develops and analyzes modeling and measuring 
techniques using inquisitive creativity along with mathematics, “machine 
learning,” and statistical and engineering methods to discover many possible 
solutions to a given problem. Creates user-friendly reports following existing 
organizational standards using various databases, analyses, programs, and 
scripts. Works with other teams in order to ensure connectivity between various 
databases and systems. 

DATA SCIENTIST 03 E-088 Bachelors - Six (6) years Determines which methods are appropriate in order to creatively explore, mine, 
analyze, and manipulate extremely massive data sets. Recommends 
organizational policy regarding these methods. Exercises broad latitude in 
developing and analyzing modeling and measuring techniques using inquisitive 
creativity along with mathematics, “machine learning,” and statistical and 
engineering methods to discover many possible solutions to a given problem. 
Creates user-friendly reports following existing organizational standards using 
various databases, analyses, programs, and scripts. Works with other teams in 
order to ensure connectivity between various databases and systems. 
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DATA SCIENTIST 04 E-089 Bachelors - Nine (9) years Leads others in determining which methods are appropriate in order to creatively 
explore, mine, analyze, and manipulate extremely massive data sets. Leads the 
setting of organizational policy regarding these methods. Leads others in 
developing and analyzing modeling and measuring techniques using inquisitive 
creativity along with mathematics, “machine learning,” and statistical and 
engineering methods to discover many possible solutions to a given problem. 
Creates organizational standards for user-friendly reports using various 
databases, analyses, programs, and scripts. Works with other teams in order to 
ensure connectivity between various databases and systems. 

DATA SCIENTIST 05 E-090 Masters - Twelve (12) years Serves as senior expert and leader in determining which methods are appropriate 
in order to creatively explore, mine, analyze, and manipulate extremely massive 
data sets. Handles most complex or difficult systems/problems. Leads the setting 
of organizational policy regarding these methods. Leads others in developing and 
analyzing modeling and measuring techniques using inquisitive creativity along 
with mathematics, “machine learning,” and statistical and engineering methods 
to discover many possible solutions to complex problems. Creates organizational 
standards for user-friendly reports using various databases, analyses, programs, 
and scripts. Works with other teams in order to ensure connectivity between 
various databases and systems. 

DATABASE 
ADMINISTRATOR 01 

E-091 Associates - Zero (0) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS). Assists with DBMS products evaluation. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Assists with Installation, 
testing and implementation of vendor DBMS software including new releases. 
Performs database administration. 

DATABASE 
ADMINISTRATOR 02 

E-092 Associates - Three (3) years Assists with design, implementation, operation, and maintenance of database 
management systems (DBMS). Assists with DBMS products evaluation. 
Determines file organization, indexing methods, and security procedures for 
specific applications. Monitors the global view of databases, access to the 
databases, assures the safekeeping of the databases. Assists with Installation, 
testing and implementation of vendor DBMS software including new releases. 
Performs database administration. 
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DATABASE 
ADMINISTRATOR 03 

E-093 Bachelors - Six (6) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE 
ADMINISTRATOR 04 

E-094 Bachelors - Nine (9) years Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE 
ADMINISTRATOR 05 

E-095 Bachelors - Twelve (12) 
years 

Provides technical expertise for design, implementation, operation, and 
maintenance of database management systems (DBMS). Evaluates and 
recommends available DBMS products. Determines file organization, indexing 
methods, and security procedures for specific applications. Monitors the global 
view of databases, access to the databases, assures the safekeeping of the 
databases. Defines required database administration policies, procedures, 
standards, and guidelines. Prepares and delivers presentations on DBMS 
concepts. Installs, tests, and implements vendor DBMS software including new 
releases. Manages database administration tasks. 

DATABASE ARCHITECT 01 E-096 Bachelors - Zero (0) years Assists in designing, developing, and implementing databases and database-
intensive applications. Assists with Analyzing and determining informational 
needs, data relationships and attributes, proposed manipulation, data flow and 
storage requirements, data output, and reporting capabilities. Defines attributes 
and inter- relationships. Designs data structures. 
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DATABASE ARCHITECT 02 E-097 Bachelors - Three (3) years Contributes to basic designing, developing, and implementing databases and 
database-intensive applications. Analyzes and determines informational need, 
data relationships and attributes, proposed manipulation, data flow and storage 
requirements, data output, and reporting capabilities of basic data structures and 
system level data base administration. Defines attributes and inter- relationships. 
Designs Basic data structures and performs system level data base 
administration. 

DATABASE ARCHITECT 03 E-098 Bachelors - Six (6) years Works to design, develop, and implement databases and database-intensive 
applications. Analyzes and determines informational needs, data relationships 
and attributes, proposed manipulation, data flow and storage requirements, data 
output, and reporting capabilities. Defines attributes and inter- relationships. 
Designs moderately complex databases and/or database-intensive applications. 
Accommodates user needs. 

DATABASE ARCHITECT 04 E-099 Bachelors - Nine (9) years Acts as technical project lead or provide technical work leadership for lower 
level employees. Designs, develops, and implements databases and database-
intensive applications. Analyzes and determines informational needs, data 
relationships and attributes, proposed manipulation, data flow and storage 
requirements, data output, and reporting capabilities. Defines attributes and inter- 
relationships. Designs complex databases and/or database- intensive 
applications. Accommodates user needs. 

DATABASE ARCHITECT 05 E-100 Masters - Twelve (12) years Serves as Subject Matter Expert Designing, developing, and implementing 
databases and database-intensive applications. Analyzes and determines 
informational needs, data relationships and attributes, proposed manipulation, 
data flow and storage requirements, data output, and reporting capabilities. 
Defines attributes and inter- relationships. Designs highly complex databases 
and/or database- intensive applications. Accommodates user needs. 

ENTERPRISE ARCHITECT 01 E-101 Bachelors - Zero (0) years Supports the establishment of system information requirements using analysis of 
the information engineer(s) in the development of enterprise-wide or large scale 
information systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
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analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 02 E-102 Bachelors - Three (3) years Supports the establishment of system information requirements using analysis of 
the information engineer(s) in the development of enterprise-wide or large scale 
information systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 03 E-103 Bachelors - Six (6) years Establishes system information requirements using analysis of the information 
engineer(s) in the development of enterprise-wide or large scale information 
systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. May lead lower level staff. 

ENTERPRISE ARCHITECT 04 E-104 Bachelors - Nine (9) years Establishes system information requirements using analysis of the information 
engineer(s) in the development of enterprise-wide or large scale information 
systems. Designs architecture to include the software, hardware, and 
communications to support the total requirements as well as provide for present 
and future cross-functional requirements and interfaces. As appropriate, ensures 
these systems are compatible and in compliance with the standards for open 
systems architectures, as they apply to the implementation and solution 
specification and the external environment/software application. Evaluates 
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analytically and systematically problems of work flows, organization, and 
planning and develops appropriate corrective action. 

ENTERPRISE ARCHITECT 05 E-105 Bachelors - Twelve (12) 
years 

Acts as Subject Matter Expert establishing system information requirements 
using analysis of the information engineer(s) in the development of complex 
enterprise-wide or large scale information systems. Designs architecture to 
include the software, hardware, and communications to support the total 
requirements as well as provide for present and future cross-functional 
requirements and interfaces. As appropriate, ensures these systems are 
compatible and in compliance with the standards for open systems architectures, 
as they apply to the implementation and solution specification and the external 
environment/software application. Evaluates analytically and systematically 
problems of work flows, organization, and planning and develops appropriate 
corrective action. 

EXPLOITATION ANALYST 
01 

E-106 Associates - Zero (0) years Assist in creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats. 
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EXPLOITATION ANALYST 
02 

E-107 Associates - Three (3) years Assist in creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats. 

EXPLOITATION ANALYST 
03 

E-108 Bachelors - Six (6) years Creates exploitation plans and make operational adjustments using understanding 
of network defenses and vulnerabilities. Help develop mitigations to strengthen 
network defenses and protect against attacks on network infrastructure devices or 
systems. Apply analytical thinking to form hypotheses, critically assess and 
choose analysis techniques, then query, merge, enrich, evaluate, and pivot within 
data to attain and share insights. Distill, document, contextualize and share your 
findings with teammates, stakeholders, and intelligence consumers. May perform 
file signature analysis, real-time forensic analysis, and report intelligence-derived 
significant network events and intrusions. May perform threat analysis, to 
include assessments identifying and describing threat actors, activities, 
platforms, and targets—as well as how they interact—and providing an 
understanding of the presence, intent, and capabilities of the identified threats. 

EXPLOITATION ANALYST 
04 

E-109 Bachelors - Nine (9) years Leads the creation of exploitation plans and make operational adjustments using 
understanding of network defenses and vulnerabilities. Help develop mitigations 
to strengthen network defenses and protect against attacks on network 
infrastructure devices or systems. Apply analytical thinking to form hypotheses, 
critically assess and choose analysis techniques, then query, merge, enrich, 
evaluate, and pivot within data to attain and share insights. Distill, document, 
contextualize and share your findings with teammates, stakeholders, and 
intelligence consumers. May perform file signature analysis, real-time forensic 
analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
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describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats. 

EXPLOITATION ANALYST 
05 

E-110 Bachelors - Twelve (12) 
years 

SME over the creation of exploitation plans and make operational adjustments 
using understanding of network defenses and vulnerabilities. Help develop 
mitigations to strengthen network defenses and protect against attacks on 
network infrastructure devices or systems. Apply analytical thinking to form 
hypotheses, critically assess and choose analysis techniques, then query, merge, 
enrich, evaluate, and pivot within data to attain and share insights. Distill, 
document, contextualize and share your findings with teammates, stakeholders, 
and intelligence consumers. May perform file signature analysis, real-time 
forensic analysis, and report intelligence-derived significant network events and 
intrusions. May perform threat analysis, to include assessments identifying and 
describing threat actors, activities, platforms, and targets—as well as how they 
interact—and providing an understanding of the presence, intent, and capabilities 
of the identified threats. 

FIELD SERVICE ENGINEER 
01 

E-111 Associates - Zero (0) years Assists in advising client personnel of requirements for products and services, 
support equipment, and equipment installations. Assists in directing the efforts in 
handling, installing, and utilizing various systems and equipment. Assists in 
conducting integrated systems tests. Installs, maintains, and troubleshoots 
company products under direct supervision. Conducts on-the-job training as 
required to support foregoing activities. Works under direct supervision 
performing standard processes and procedures utilizing basic technical concepts. 

FIELD SERVICE ENGINEER 
02 

E-112 Associates - Three (3) years Contributes to advising client personnel of requirements for products and 
services, support equipment, and equipment installations. Contributes in 
directing the efforts in handling, installing, and utilizing various systems and 
equipment. Contributes in conducting integrated systems tests. Fully competent 
technician performing installs, maintaining products, and troubleshoots company 
products under general supervision. Conducts on-the-job training as required to 
support foregoing activities. 
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FIELD SERVICE ENGINEER 
03 

E-113 Bachelors - Six (6) years Works as company representative at remote or client locations. Advises client 
personnel of requirements for products and services, support equipment, and 
equipment installations. Performs directing the efforts in handling, installing, and 
utilizing various systems and equipment. Assists in conducting integrated 
systems tests. Installs, maintains, and troubleshoots company/customer products. 
Assists in directing efforts in installation and utilization. May conducts on-the-
job training as required to support foregoing activities. 

FIELD SERVICE ENGINEER 
04 

E-114 Bachelors - Nine (9) years Leads a team as company representative at remote or client locations. 
Responsible for advising client personnel of requirements for products and 
services, support equipment, and equipment installations. Responsible for 
directing the efforts in handling, installing, and utilizing various systems and 
equipment, and solving routine problems while following standardized 
procedures. Responsible for conducting integrated systems tests. Follows 
standardized procedures in installing, maintaining, and troubleshooting 
company/customer products. May conduct on-the-job training, advises as 
required to support foregoing activities and assists in directing efforts in 
installation and utilization. 

FIELD SERVICE ENGINEER 
05 

E-115 Bachelors - Twelve (12) 
years 

Subject matter expert for team members acting as company representatives at 
remote or client locations. Responsible for advising client personnel of 
requirements for products and services, supports equipment, and equipment 
installations. Directs the efforts in handling, installing, and utilizing various 
systems and equipment. Directs in conducting integrated systems tests. Serves as 
supervisor, fully applying principles and theories for installing, maintaining, and 
troubleshooting company/customer products. May conduct on-the-job training 
and solves moderately complex problems. Advises as required to support 
foregoing activities and assists in directing efforts in installation and utilization. 

FINANCIAL ANALYST 01 E-116 Bachelors - Zero (0) years Assists in providing financial budgetary support to include, but not limited to 
providing funding, forecasting, programming, budget documentation, execution 
status, and funds reconciliation. Follow the planning, programming, budget, 
executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 
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FINANCIAL ANALYST 02 E-117 Bachelors - Three (3) years Contributes to providing financial budgetary support to include, but not limited 
to providing funding, forecasting, programming, budget documentation, 
execution status, and funds reconciliation. Follow the planning, programming, 
budget, executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 

FINANCIAL ANALYST 03 E-118 Bachelors - Six (6) years Works to provide financial budgetary support to include, but not limited to 
providing funding, forecasting, programming, budget documentation, execution 
status, and funds reconciliation. Follow the planning, programming, budget, 
executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. 

FINANCIAL ANALYST 04 E-119 Bachelors - Nine (9) years Responsible for providing financial budgetary support to include, but not limited 
to providing funding, forecasting, programming, budget documentation, 
execution status, and funds reconciliation. Follow the planning, programming, 
budget, executing (PPBE) process and guidance. Monitor and report the status of 
approved, deferred, and released funds. Maintain cognizance of various program 
funds and provide financial information and obligation/expenditure performance 
graphs for senior leadership. Develop and maintain organizational financial 
databases. Coordinate financial issues, tasks, and requests for senior leader 
decision and information briefings. 

FINANCIAL ANALYST 05 E-120 Bachelors - Twelve (12) 
years 

This position serves as subject matter expert providing financial budgetary 
support to include, but not limited to providing funding, forecasting, 
programming, budget documentation, execution status, and funds reconciliation. 
Follow the planning, programming, budget, executing (PPBE) process and 
guidance. Monitor and report the status of approved, deferred, and released 
funds. Maintain cognizance of various program funds and provide financial 
information and obligation/expenditure performance graphs for senior 
leadership. Develop and maintain organizational financial databases. Coordinate 
financial issues, tasks, and requests for senior leader decision and information 
briefings. 
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FUNCTIONAL ANALYST 01 E-121 Bachelors - Zero (0) years Assists with modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Analyzes routine systems. Analyzes actual and predictable interacting 
operational activities of a military, governmental, or routine business systems to 
obtain a quantitative, rational basis for decision-making or resource allocation. 

FUNCTIONAL ANALYST 02 E-122 Bachelors - Three (3) years Determines modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Analyzes basic systems. Analyzes actual and predictable interacting 
operational activities of a military, governmental, or basic business systems to 
obtain a quantitative, rational basis for decision-making or resource allocation. 

FUNCTIONAL ANALYST 03 E-123 Bachelors - Six (6) years Performs modeling and measuring techniques, mathematics, statistical methods, 
engineering methods, operational mathematics techniques and other principles 
and laws of scientific and economic disciplines in determining solutions. 
Analyzes moderately complex systems. Analyzes actual and predictable 
interacting operational activities of a military, governmental, or Moderately 
complex business systems to obtain a quantitative, rational basis for decision-
making or resource allocation. 

FUNCTIONAL ANALYST 04 E-124 Bachelors - Nine (9) years Responsible for modeling and measuring techniques, mathematics, statistical 
methods, engineering methods, operational mathematics techniques and other 
principles and laws of scientific and economic disciplines in determining 
solutions. Exercises considerable latitude in determining technical objectives and 
work consists of long term perspectives. Analyzes complex systems while 
exercising considerable latitude in determining technical 
objectives from a long term perspective. Analyzes actual and predictable 
interacting operational activities of a military, governmental, or complex 
business systems to obtain a quantitative, rational basis for decision-making or 
resource allocation. 

FUNCTIONAL ANALYST 05 E-125 Masters - Twelve (12) years This position serves as subject matter expert utilizing modeling and measuring 
techniques, mathematics, statistical methods, engineering methods, operational 
mathematics techniques and other principles and laws of scientific and economic 
disciplines in determining solutions. Exercises considerable latitude in 
determining technical objectives and work consists of long term perspectives. 
Applies Expert knowledge on major phases of significant projects and Analyzes 
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actual and predictable interacting operational activities of a military, 
governmental, or Highly Complex business systems to obtain a quantitative, 
rational basis for decision-making or resource allocation. 

HARDWARE TECHNICIAN 
01 

E-126 High School - Zero (0) years Assists in developing, managing, sustaining, and using a tracking database and 
scanning gun for hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Work 
under direct supervision. Evaluate Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinates necessary resources to 
prepare space for the installation of equipment. Coordinates necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Supports stress and performance tests on a variety of computer hardware 
including circuit boards, processors, and wiring. Develop, test, and monitor 
strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
02 

E-127 High School - Three (3) 
years 

Assists in developing, managing, sustaining, and using a tracking database and 
scanning gun for hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Work 
under direct supervision. Evaluate Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinate necessary resources to 
prepare space for the installation of equipment. Coordinate necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Perform stress and performance tests on a variety of computer hardware 
including circuit boards, processors, and wiring. Develop, test, and monitor 
strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
03 

E-128 High School - Six (6) years Manages and sustains hardware inventory control, including IT and system 
equipment, warranty status, and maintenance agreement applications. Evaluate 
Data Center infrastructure requirements (rack space, network, power, cabling, 
etc.) and coordinate necessary resources to prepare space for the installation of 
equipment. Coordinate necessary facilities resources such as electric and cooling 
for specialized equipment such as high voltage storage area networks and large 
servers requiring redundant power. May perform end to end installation of patch 
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cables both fiber and copper as well as management cabling and cross connect 
cabling. Perform troubleshooting. Provide analysis related to the design, 
development, and implementation of hardware for production. Perform stress 
and performance tests on a variety of computer hardware including circuit 
boards, processors, and wiring. 

HARDWARE TECHNICIAN 
04 

E-129 High School - Nine (9) years Acts as team lead evaluating Data Center infrastructure requirements (rack 
space, network, power, cabling, etc.) and coordinate necessary resources to 
prepare space for the installation of equipment. Coordinate necessary facilities 
resources such as electric and cooling for specialized equipment such as high 
voltage storage area networks and large servers requiring redundant power. 
Perform end to end installation of patch cables both fiber and copper as well as 
management cabling and cross connect cabling. Perform troubleshooting 
assistance such as rebooting, visual check of system indicator lights, and perform 
the replacement of suspected failed installation components (fiber, cables, 
connectors, iDRAC, power distribution units) in conjunction with the systems 
engineers to enable the system to return to an operational state. Provide analysis 
related to the design, development, and implementation of hardware for 
production. Perform stress and performance tests on a variety of computer 
hardware including circuit boards, processors, and wiring. Develop, test, and 
monitor strategies for computer hardware devices and systems. 

HARDWARE TECHNICIAN 
05 

E-130 High School - Twelve (12) 
years 

Subject Matter Expert in Data Center infrastructure requirements (rack space, 
network, power, cabling, etc.). Performs highly complex troubleshooting 
assistance such as rebooting, visual check of system indicator lights, and perform 
the replacement of suspected failed installation components (fiber, cables, 
connectors, iDRAC, power distribution units) in conjunction with the systems 
engineers to enable the system to return to an operational state. Works with 
System Engineers to improve overall infrastructure design, development, and 
implementation of hardware for production. Provides recommendations on 
improvements and leads implementation of those improvements. 
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HELP DESK MANAGER 01 E-131 Associates - Zero (0) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. 

HELP DESK MANAGER 02 E-132 Associates - Three (3) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. 

HELP DESK MANAGER 03 E-133 Associates - Six (6) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements. 

HELP DESK MANAGER 04 E-134 Associates - Nine (9) years Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements. 
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HELP DESK MANAGER 05 E-135 Associates - Twelve (12) 
years 

Provides daily supervision and direction to staff that are responsible for phone 
and in-person support to users in the areas such as desktop, software, and 
peripheral support, release management, password management, and account 
management for customers. Provides support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Familiar with a variety of the field's 
concepts, practices, and procedures. May manage Service level agreements. 

HELP DESK SPECIALIST 01 E-136 High School - Zero (0) years Provides Tier 1 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Works under 
immediate supervision. 

HELP DESK SPECIALIST 02 E-137 High School - Three (3) 
years 

Provides Tier 1 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Works under 
immediate supervision. 

HELP DESK SPECIALIST 03 E-138 High School - Six (6) years Provides Tier 1 or 2 level of support to end users on a variety of issues. 
Identifies, researches, and resolves technical problems. Responds to telephone 
calls, email and personnel requests for technical support. Tracks and monitors 
the problem to ensure a timely resolution. Has knowledge of commonly used 
concepts, practices, and procedures within a particular field. Relies on 
instructions and pre- established guidelines to perform the functions of the job. 
Works under immediate supervision. 

HELP DESK SPECIALIST 04 E-139 High School - Nine (9) years Provides Tier 2 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
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established guidelines to perform the functions of the job. Often works with Tier 
3 engineering support to resolve complex issues. 

HELP DESK SPECIALIST 05 E-140 High School - Twelve (12) 
years 

Provides Tier 2 level of support to end users on a variety of issues. Identifies, 
researches, and resolves technical problems. Responds to telephone calls, email 
and personnel requests for technical support. Tracks and monitors the problem to 
ensure a timely resolution. Has knowledge of commonly used concepts, 
practices, and procedures within a particular field. Relies on instructions and pre- 
established guidelines to perform the functions of the job. Often works with Tier 
3 engineering support to resolve complex issues. 

INFORMATION SYSTEM 
SECURITY OFFICER 01 

E-141 Associates - Zero (0) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes. 

INFORMATION SYSTEM 
SECURITY OFFICER 02 

E-142 Associates - Three (3) years Oversees day-to-day compliance and risk management activities to protect the 
security and privacy of information and systems. Provides security planning, 
assessment, risk analysis, and risk management. Recommends system-level 
solutions to resolve security requirements and support the enforcement of the 
design and implementation of trusted relationships among external systems and 
architectures, as well as design and implement security-related products on an 
enterprise level, then integrate products into the current environment. May 
participate in the change management process, including reviewing Change 
Requests and assisting in assessing the security impact of proposed changes. 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 139 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

INFORMATION SYSTEM 
SECURITY OFFICER 03 

E-143 Bachelors - Six (6) years Works to provide proactive and real-time monitoring, detection, analysis, 
response, and reporting capabilities of Cybersecurity events that pose a threat to 
the client's information and information systems. Improve the security posture 
through Cyber readiness efforts. Work closely with users and organizations to 
ensure that activities and incidents occurring on information systems and security 
enclaves are detected, contained, and mitigated. Implement and operate defense-
in-depth technologies that effectively detect, analyze, prevent, and isolate 
anomalous activity. Provide rapid response, containment, and mitigation of 
incidents to return compromised network resources to acceptable levels of 
confidentiality, integrity, and availability. Triage, analyze, investigate, and 
eradicate Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEM 
SECURITY OFFICER 04 

E-144 Bachelors - Nine (9) years Leads proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 
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INFORMATION SYSTEM 
SECURITY OFFICER 05 

E-145 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert providing guidance, leadership, and expertise in 
the proactive and real-time monitoring, detection, analysis, response, and 
reporting capabilities of Cybersecurity events that pose a threat to the client's 
information and information systems. Improve the security posture through 
Cyber readiness efforts. Work closely with users and organizations to ensure that 
activities and incidents occurring on information systems and security enclaves 
are detected, contained, and mitigated. Implement and operate defense-in-depth 
technologies that effectively detect, analyze, prevent, and isolate anomalous 
activity. Provide rapid response, containment, and mitigation of incidents to 
return compromised network resources to acceptable levels of confidentiality, 
integrity, and availability. Triage, analyze, investigate, and eradicate 
Cybersecurity incidents through interactions with law enforcement, 
counterintelligence, and security personnel. Experience with Local and Wide 
Area Network technologies, networking protocols, file systems, ports and 
services, or Windows and Linux commands. Experience with design, 
development, integration, implementation, operation, and analysis of 
Cybersecurity technologies. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 01 

E-146 Bachelors - Zero (0) years Provides the support to conduct systems analysis, certification and accreditation, 
integration of secure products, security test and evaluation, and development of 
complex information systems to meet information system security requirements. 
Applies a broad knowledge of the technical information systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 02 

E-147 Bachelors - Three (3) years Provides the expertise to conduct systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 03 

E-148 Bachelors - Six (6) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 04 

E-149 Bachelors - Nine (9) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
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security requirements. Applies a broad knowledge of the technical information 
systems security. 

INFORMATION SYSTEMS 
SECURITY ENGINEER 05 

E-150 Masters - Twelve (12) years Provides the expertise to conduct complex systems analysis, certification and 
accreditation, integration of secure products, security test and evaluation, and 
development of complex information systems to meet information system 
security requirements. Applies a broad knowledge of the technical information 
systems security. 

INSTRUCTIONAL 
DEVELOPER 01 

E-151 Bachelors - Zero (0) years Assists in the design and development of interactive courseware for customer 
training. Ensures integrity of task analysis, training requirements, training 
hierarchies, instructional materials, and evaluation plans. Converts written 
materials and/or training requirements to interactive courseware. Develops flow 
diagrams and story boards. Designs instructionally sound lessons in a variety of 
delivery media. Interacts with customer and subject matter experts to ensure 
technical accuracy of instructional content. Develops manuals, workbooks, and 
audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 02 

E-152 Bachelors - Three (3) years Contributes to the design and develop of interactive courseware for customer 
training. Ensures integrity of task analysis, training requirements, training 
hierarchies, instructional materials, and evaluation plans. Converts written 
materials and/or training requirements to interactive courseware. Develops basic 
flow diagrams and story boards. Designs instructionally sound lessons in a 
variety of delivery media. Interacts with customer and subject matter experts to 
ensure technical accuracy of instructional content. Develops manuals, 
workbooks, and audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 03 

E-153 Bachelors - Six (6) years Works to design and develop moderately complex interactive courseware for 
customer training. Ensures integrity of task analysis, training requirements, 
training hierarchies, instructional materials, and evaluation plans. Converts 
written materials and/or training requirements to interactive courseware. 
Develops moderately complex flow diagrams and story boards. Designs 
instructionally sound lessons in a variety of delivery media. Interacts with 
customer and subject matter experts to ensure technical accuracy of instructional 
content. Develops manuals, workbooks, and audio/video tapes and discs. 
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INSTRUCTIONAL 
DEVELOPER 04 

E-154 Bachelors - Nine (9) years Leads the design and development of complex interactive courseware for 
customer training. Ensures integrity of task analysis, training requirements, 
training hierarchies, instructional materials, and evaluation plans. Converts 
written materials and/or training requirements to interactive courseware. 
Develops complex flow diagrams and story boards. Designs instructionally 
sound lessons in a variety of delivery media. Interacts with customer and subject 
matter experts to ensure technical accuracy of instructional content. Develops 
manuals, workbooks, and audio/video tapes and discs. 

INSTRUCTIONAL 
DEVELOPER 05 

E-155 Bachelors - Twelve (12) 
years 

Serves as the Subject Matter Expert in the design and development of complex 
interactive courseware for customer training. Ensures integrity of task analysis, 
training requirements, training hierarchies, instructional materials, and evaluation 
plans. Converts written materials and/or training requirements to interactive 
courseware. Develops highly complex flow diagrams and story boards. Designs 
instructionally sound lessons in a variety of delivery media. Interacts with 
customer and subject matter experts to ensure technical accuracy of instructional 
content. Develops manuals, workbooks, and audio/video tapes and discs. 

INTELLIGENCE ANALYST 
01 

E-156 Bachelors - Zero (0) years Assists in providing routine intelligence support for contingency operations, 
battle staff and operational-level planning, joint and multi-lateral training 
exercises, and strategic engagement policy through Areas of Operational 
Responsibility and Areas of Interest. Assists in assessing future and on-going 
political- military developments, military capabilities and doctrine, weapons 
acquisitions and Technical Recruiter of military forces within each country. 
Researches threat assessments to support the Commander and other senior 
leadership as well. 

INTELLIGENCE ANALYST 
02 

E-157 Bachelors - Three (3) years Works to provide basic intelligence support for contingency operations, battle 
staff and operational-level planning, joint and multi-lateral training exercises, 
and strategic engagement policy through Areas of Operational Responsibility 
and Areas of Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 
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INTELLIGENCE ANALYST 
03 

E-158 Bachelors - Six (6) years Performs moderately complex intelligence support for contingency operations, 
battle staff and operational-level planning, joint and multi-lateral training 
exercises, and strategic engagement policy through Areas of Operational 
Responsibility and Areas of Interest. Assists in assessing future and on-going 
political- military developments, military capabilities and doctrine, weapons 
acquisitions and Technical Recruiter of military forces within each country. 
Researches threat assessments to support the Commander and other senior 
leadership as well. 

INTELLIGENCE ANALYST 
04 

E-159 Bachelors - Nine (9) years Leads complex intelligence support for contingency operations, battle staff and 
operational-level planning, joint and multi-lateral training exercises, and strategic 
engagement policy through Areas of Operational Responsibility and Areas of 
Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 

INTELLIGENCE ANALYST 
05 

E-160 Bachelors - Twelve (12) 
years 

This position serves as a subject matter expert in providing critical and highly 
complex intelligence support for contingency operations, battle staff and 
operational-level planning, joint and multi-lateral training exercises, and strategic 
engagement policy through Areas of Operational Responsibility and Areas of 
Interest. Assists in assessing future and on-going political- military 
developments, military capabilities and doctrine, weapons acquisitions and 
Technical Recruiter of military forces within each country. Researches threat 
assessments to support the Commander and other senior leadership as well. 

KNOWLEDGE MANAGER 01 E-161 Bachelors - Zero (0) years Assists in managing content and workflow. Educate front-end users on the use of 
the Knowledge Management Systems. Integrates information from departments 
and functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. May train and educate front-end users of the knowledge management 
tools. Support process improvement initiatives through the disciplined use of 
technology solutions, facilitate discussion of process alternatives to arrive at best 
practices, and coordinate the development and modification of new and existing 
content. Provides operational support by conducting routine data analysis to 
optimize search results and ensure proper categorization of content. Assists in 
reporting to support operations and prepares routine analysis and 
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recommendations related to categorization of content and optimizing search 
results. 

KNOWLEDGE MANAGER 02 E-162 Bachelors - Three (3) years Assists in managing content and workflow. Educate front-end users on the use of 
the Knowledge Management Systems. Integrates information from departments 
and functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. May train and educate front-end users of the knowledge management 
tools. Support process improvement initiatives through the disciplined use of 
technology solutions, facilitate discussion of process alternatives to arrive at best 
practices, and coordinate the development and modification of new and existing 
content. Provides operational support by conducting routine data analysis to 
optimize search results and ensure proper categorization of content. Assists in 
reporting to support operations and prepares routine analysis and 
recommendations related to categorization of content and optimizing search 
results. 

KNOWLEDGE MANAGER 03 E-163 Bachelors - Six (6) years Manages content and workflow. Educate front-end users on the use of the 
Knowledge Management Systems. Integrates information from departments and 
functions throughout the organization to facilitate easy access, sharing, and 
dissemination of information with internal business partners and external 
customers. Works closely with clients to develop, field, implement, execute, and 
sustain an overall KM capability strategy, methodology, and knowledge base. 
May provide delivery of KM capability to promote knowledge sharing through 
the organization's operational business processes and systems by strengthening 
links between knowledge sharing and the information systems to improve 
integration among information systems in the organization that will facilitate 
seamless exchange of information across systems. Knowledge of configuration 
management principles and techniques, including planning, identification, and 
evaluation to provide technical and administrative direction and oversight of 
information technology assets during the system development life cycle. 
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KNOWLEDGE MANAGER 04 E-164 Bachelors - Nine (9) years Leads Knowledge Management and its reporting capabilities. Works closely with 
clients to develop, field, implement, execute, and sustain an overall KM 
capability strategy, methodology, and knowledge base. Provide delivery of KM 
capability to promote knowledge sharing through the organization's operational 
business processes and systems by strengthening links between knowledge 
sharing and the information systems to improve integration among information 
systems in the organization that will facilitate seamless exchange of information 
across systems. Knowledge of configuration management principles and 
techniques, including planning, identification, and evaluation to provide 
technical and administrative direction and oversight of information technology 
assets during the system development life cycle. Knowledge of information 
technology program management theories, principles, and practices to carry out 
responsibility for information systems and programs. Ability to apply concepts 
of automated systems and data standardization requirements, procedures, 
projects, documentation, and techniques. 

KNOWLEDGE MANAGER 05 E-165 Bachelors - Twelve (12) 
years 

Act as a Subject Matter Expert (SME) for Knowledge Management and its 
reporting capabilities. Works closely with clients to develop, field, implement, 
execute, and sustain an overall KM capability strategy, methodology, and 
knowledge base. Provide delivery of KM capability to promote knowledge 
sharing through the organization's operational business processes and systems by 
strengthening links between knowledge sharing and the information systems to 
improve integration among information systems in the organization that will 
facilitate seamless exchange of information across systems. Knowledge of 
configuration management principles and techniques, including planning, 
identification, and evaluation to provide technical and administrative direction 
and oversight of information technology assets during the system development 
life cycle. Knowledge of information technology program management theories, 
principles, and practices to carry out responsibility for information systems and 
programs. Ability to apply concepts of automated systems and data 
standardization requirements, procedures, projects, documentation, and 
techniques. 

NETWORK ENGINEER 01 E-166 Bachelors - Zero (0) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Assists in 
resolving difficult interoperability problems. 
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NETWORK ENGINEER 02 E-167 Bachelors - Three (3) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Assists in 
resolving difficult interoperability problems. Assists in recommending and 
supporting acquisition and installation of software and hardware. 

NETWORK ENGINEER 03 E-168 Bachelors - Six (6) years Evaluates, plans, and designs network operating systems and protocol suites 
using approved templates. Uses established procedures to decides configuration 
of communication media with switches, routers, and other devices. Resolves 
difficult interoperability problems. Participates in development of network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK ENGINEER 04 E-169 Bachelors - Nine (9) years Leads a team of engineers to evaluate, plan, and design network operating 
systems and protocol suites relying on approved templates as needed. Decides 
configuration of communication media with switches, routers, and other devices. 
Leads a team in resolving difficult interoperability problems. Develops network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK ENGINEER 05 E-170 Masters - Twelve (12) years Serves as senior SME and principal lead for evaluating, planning, and designing 
network operating systems and protocol suites. Defining and templating the 
standards. Decides configuration of communication media with switches, 
routers, and other devices - establishing standard procedures. Assists lower level 
engineers with resolving difficult interoperability problems. Develops network 
system Analyst standards and methodology consistent with technical 
requirements. Recommends and supports acquisition and installation of software 
and hardware. 

NETWORK SYSTEMS 
ADMINISTRATOR 01 

E-171 High School - Zero (0) years Under the supervision of a senior administrator the incumbent assists in 
operating, troubleshooting and upgrading operating systems on workstations and 
servers. Follows established procedures to ensure data integrity and 
recoverability. Participates in the analysis of local and wide area network 
systems, including planning, designing, evaluating, selecting operating systems 
and protocol suites, and configuring communication media. Helps to resolve 
interoperability problems to obtain operations across all platforms including e-
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mail, file transfers, multimedia, teleconferencing etc. Configures system to user 
environments. 

NETWORK SYSTEMS 
ADMINISTRATOR 02 

E-172 High School - Three (3) 
years 

Works as part of a team to operate, troubleshoot, and upgrade operating systems 
on workstations and servers. Provides input on the best system approaches for 
optimum performance. Follows established procedures to ensure data integrity 
and recoverability. Works as part of a team to analyze local and wide area 
network systems, including planning, designing, evaluating, selecting operating 
systems and protocol suites, and configuring communication media. Assists in 
resolving interoperability problems to obtain operations across all platforms 
including e-mail, file transfers, multimedia, teleconferencing etc. Configures 
system to user environments. Develops documentation to support acquisition of 
software and hardware. 

NETWORK SYSTEMS 
ADMINISTRATOR 03 

E-173 High School - Six (6) years Following established procedures the incumbent operates, troubleshoots, and 
upgrades operating systems on workstations and servers. Recommends the best 
system approaches for optimum performance. Following established procedures, 
ensures data integrity and recoverability. Analyzes local and wide area network 
systems, including providing recommendations as it relates to planning, 
designing, evaluating, selecting operating systems and protocol suites, and 
configuring communication media. Assists in resolving interoperability problems 
to obtain operations across all platforms including e-mail, file transfers, 
multimedia, teleconferencing etc. Configures system to user environments. 
Develops and reviews documentation to support acquisition of software and 
hardware. 

NETWORK SYSTEMS 
ADMINISTRATOR 04 

E-174 High School - Nine (9) years Following established procedures the incumbent operates, troubleshoots, and 
upgrades operating systems workstations and servers. Decides the best system 
approaches for optimum performance. Following established processes, ensures 
data integrity and recoverability. Analyzes local and wide area network systems, 
including planning, designing, evaluating, selecting operating systems and 
protocol suites, and configuring communication media. Resolves interoperability 
and other moderately complex problems to obtain operations across all platforms 
including e-mail, file transfers, multimedia, teleconferencing etc. Configures 
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system to user environments. Develops, reviews and approves documentation to 
supports acquisition of software and hardware. 

NETWORK SYSTEMS 
ADMINISTRATOR 05 

E-175 High School - Twelve (12) 
years 

Following established processes, works independently to operate, troubleshoot, 
and upgrade operating systems on workstations and servers. Decides the best 
system approaches for optimum performance. Following established processes, 
ensures data integrity and recoverability. Analyzes local and wide area network 
systems, including planning, designing, evaluating, selecting operating systems 
and protocol suites, and configuring communication media. Resolves 
interoperability and other complex problems to obtain operations across all 
platforms including e-mail, file transfers, multimedia, teleconferencing etc. 
Configures system to user environments. Reviews and approves documentation 
provided to the customer supporting acquisition of software and hardware. 

NETWORK SYSTEMS 
MANAGEMENT 01 

E-176 Bachelors - Zero (0) years Assists in Reviewing, prioritizing, and analyzing network needs, costs, and 
feasibility. Assist in Development of network systems Analyst standards and 
methodology consistent with technical requirements. 

NETWORK SYSTEMS 
MANAGEMENT 02 

E-177 Bachelors - Three (3) years Contributes to Reviewing, prioritizing, and analyzing network needs, costs, and 
feasibility. Develops network systems Analyst standards and methodology 
consistent with technical requirements. 

NETWORK SYSTEMS 
MANAGEMENT 03 

E-178 Bachelors - Six (6) years Works to review, prioritize, and analyze network needs, costs, and feasibility. 
Develops network systems Analyst standards and methodology consistent with 
technical requirements. 

NETWORK SYSTEMS 
MANAGEMENT 04 

E-179 Bachelors - Nine (9) years Leads and Directly supervises network systems administrators and analysts. 
Responsible for reviews, prioritizes, and analyzes network needs, costs, and 
feasibility. Develops network systems Analyst standards and methodology 
consistent with technical requirements. Responsible for hiring, training, and 
performance management of assigned employees. Must directly manage exempt 
level employees. Excludes working leads and working performance managers. 
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NETWORK SYSTEMS 
MANAGEMENT 05 

E-180 Bachelors - Twelve (12) 
years 

Acts as Subject Matter Expert and directly supervises network systems 
administrators and analysts. Reviews, prioritizes, and analyzes network needs, 
costs, and feasibility. Develops network systems Analyst standards and 
methodology consistent with technical requirements. Responsible for hiring, 
training, and performance management of assigned employees. Must directly 
manage exempt level employees. Excludes working leads and working 
performance managers. 

OPERATIONS RESEARCH 
ANALYST 01 

E-181 Bachelors - Zero (0) years Supports analyzing actual and predictable interacting operational activities of a 
business to obtain a quantitative, rational basis for decision-making by applying 
logic and scientific or economic disciplines and techniques. Applies basic 
principles, theories, and concepts and limited industry knowledge. Solves routine 
problems of limited scope and complexity and refer more complex issues to 
higher levels. Experience with analytical methodologies, including statistics, data 
modeling, forecasting, optimization, or academia. Experience with Python, R, 
VBA, or MATLAB. Ability to analyze large, complex data sets and develop 
mathematical models to support a variety of client problems. 

OPERATIONS RESEARCH 
ANALYST 02 

E-182 Bachelors - Three (3) years Contributes to analyzing actual and predictable interacting operational activities 
of a business to obtain a quantitative, rational basis for decision-making by 
applying logic and scientific or economic disciplines and techniques. Applies 
principles, theories, and concepts and limited industry knowledge. Solves basic 
routine problems of limited scope and complexity and refers more complex 
issues to higher levels. Experience with analytical methodologies, including 
statistics, data modeling, forecasting, optimization, or academia. Experience with 
Python, R, VBA, or MATLAB. Ability to analyze large, complex data sets and 
develop mathematical models to support a variety of client problems. 

OPERATIONS RESEARCH 
ANALYST 03 

E-183 Bachelors - Six (6) years Works to analyze actual and predictable interacting operational activities of a 
business to obtain a quantitative, rational basis for decision-making by applying 
logic and scientific or economic disciplines and techniques. Applies moderately 
complex principles, theories, and concepts and limited industry knowledge. 
Solves routine problems of scope and moderate complexity and refers more 
complex issues to higher levels. Experience with analytical methodologies, 
including statistics, data modeling, forecasting, optimization, or academia. 
Experience with Python, R, VBA, or MATLAB. Ability to analyze large, 
complex data sets and develop mathematical models to support a variety of client 
problems. 
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OPERATIONS RESEARCH 
ANALYST 04 

E-184 Bachelors - Nine (9) years Leads a team in analyzing actual and predictable interacting operational activities 
of a business to obtain a quantitative, rational basis for decision-making by 
applying logic and scientific or economic disciplines and techniques. Applies 
complex principles, theories, and concepts and limited industry knowledge. 
Solves problems of complexity and solves complex issues referred to them from 
lower levels. . Experience with analytical methodologies, including statistics, 
data modeling, forecasting, optimization, or academia. Experience with Python, 
R, VBA, or MATLAB. Ability to analyze large, complex data sets and develop 
mathematical models to support a variety of client problems. 

OPERATIONS RESEARCH 
ANALYST 05 

E-185 Bachelors - Twelve (12) 
years 

Serves as subject matter expert in analyzing actual and predictable interacting 
operational activities of a business to obtain a quantitative, rational basis for 
decision-making by applying logic and scientific or economic disciplines and 
techniques. Applies highly complex principles, theories, and concepts and 
limited industry knowledge. Solves problems of high complexity and solves 
highly complex issues referred to them from lower levels. Experience with 
analytical methodologies, including statistics, data modeling, forecasting, 
optimization, or academia. Experience with Python, R, VBA, or MATLAB. 
Ability to analyze large, complex data sets and develop mathematical models to 
support a variety of client problems. 

OPERATIONS SYSTEMS 
SPECIALIST 01 

E-186 Bachelors - Zero (0) years Performs tasking in operations systems discipline areas (requirements and 
operations analysis, system vulnerability analysis, system plan and procedure 
development, design of backup systems and C2 systems to ensure COOP and 
continuity of Government, program support, system documentation, and test and 
evaluation) as directed. 

OPERATIONS SYSTEMS 
SPECIALIST 02 

E-187 Bachelors - Three (3) years Performs tasking in operations, including systems discipline areas such as 
requirements and operations analysis, system vulnerability analysis, system plan 
and procedure development, design of backup systems and C2 systems to ensure 
COOP and continuity of Government, program support, system documentation, 
and cybersecurity 

OPERATIONS SYSTEMS 
SPECIALIST 03 

E-188 Bachelors - Six (6) years Leads a several-member team performing tasking in operations, including 
systems discipline areas such as requirements and operations analysis, system 
vulnerability analysis, system plan and procedure development, design of backup 
systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 
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OPERATIONS SYSTEMS 
SPECIALIST 04 

E-189 Bachelors - Nine (9) years Leads a medium-to-large team performing tasking in operations, including 
systems discipline areas such as requirements and operations analysis, system 
vulnerability analysis, system plan and procedure development, design of backup 
systems and C2 systems to ensure COOP and continuity of Government, 
program support, system documentation, and cybersecurity. 

OPERATIONS SYSTEMS 
SPECIALIST 05 

E-190 Masters - Twelve (12) years Technical leader and manager for multiple tasks in operations systems discipline 
and related areas (requirements and operations analysis, system vulnerability 
analysis, development of system plans and procedures, design of backup systems 
and Command and Control (C2) systems to ensure Continuity of Operations 
(COOP) and continuity of Government, program support, and test and 
evaluation). Independently performs exceptionally complex tasks in operations 
systems discipline or related areas. Develops and documents the framework for 
technical standards within the cloud platform. Engages with customers to 
understand business and systems requirements, advises on platform and tools, 
and solutions and oversees the implementation of end-to-end solutions within a 
large and diverse IT environment. Designs and defines cloud system architecture, 
including the integration of multiple platforms, operating systems, and 
applications. Coordinates with other IT teams in the environment to bring about 
technical transformation and adoption of cloud platform. Keeps abreast of cloud 
computing trends and emerging technologies 

PROGRAM PLANNING AND 
CONTROL ANALYST 01 

E-191 Bachelors - Zero (0) years Assists in the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. With 
senior personnel, establishes and defines program requirements. Monitors 
progress of program requirements to ensure that contract cost and schedule 
objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 02 

E-192 Bachelors - Three (3) years Supports the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. With 
senior personnel, establishes and defines program requirements. Monitors 
progress of program requirements to ensure that contract cost and schedule 
objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 03 

E-193 Bachelors - Six (6) years Develops plans including budgets and schedules to meet contractual/project 
requirements for an assigned portion of a program. With senior personnel, 
establishes and defines program requirements. Monitors progress of program 
requirements to ensure that contract cost and schedule objectives are met. 
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PROGRAM PLANNING AND 
CONTROL ANALYST 04 

E-194 Bachelors - Nine (9) years Leads the development of plans including budgets and schedules to meet 
contractual/project requirements for an assigned portion of a program. 
Establishes and defines program requirements. Monitors progress of program 
requirements to ensure that contract cost and schedule objectives are met. 

PROGRAM PLANNING AND 
CONTROL ANALYST 05 

E-195 Bachelors - Twelve (12) 
years 

Serves as a subject matter expert in the development of plans including budgets 
and schedules to meet contractual/project requirements for an assigned portion of 
a program. Establishes and defines program requirements. Monitors progress of 
program requirements to ensure that contract cost and schedule objectives are 
met. 

PROJECT ADMINISTRATOR 
01 

E-196 High School - Zero (0) years Provides administrative support to a project. Compiles technical, financial, and 
other project data for use in reports or presentation materials. Assists in tactical 
responsibility for tracking project financials. Participates in special projects as 
required. Makes appointment, travel, or meeting arrangements and coordinates 
activities between program management, customer, and outside parties. 

PROJECT ADMINISTRATOR 
02 

E-197 Associates - Three (3) years Provides administrative support to multiple projects. Compiles technical, 
financial, and other project data for use in reports or presentation materials. 
Maintains tactical responsibility for tracking project financials. Participates in 
special projects as required. Makes appointment, travel, or meeting arrangements 
and coordinates activities between program management, customer, and outside 
parties. 

PROJECT ADMINISTRATOR 
03 

E-198 Associates - Six (6) years Provides administrative support to multiple complex projects and/or leads junior 
level project administrators managing one or more basic projects. Compiles 
technical, financial, and other project data for use in reports or presentation 
materials or leads others in executing these tasks. Maintains tactical 
responsibility for tracking project financials. Participates in special projects as 
required. Makes appointment, travel, or meeting arrangements and coordinates 
activities between program management, customer, and outside parties. 

PROJECT/PROGRAM 
MANAGER 01 

E-199 Bachelors - Zero (0) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 
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PROJECT/PROGRAM 
MANAGER 02 

E-200 Bachelors - Three (3) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 03 

E-201 Bachelors - Six (6) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 04 

E-202 Bachelors - Nine (9) years Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

PROJECT/PROGRAM 
MANAGER 05 

E-203 Bachelors - Twelve (12) 
years 

Responsible for day to day tactical and management duties for multiple medium 
risk/medium complexity technical projects or programs within the program 
guidelines. Works to ensure availability of resources. Accountable for overall 
results of multi-functional team. Monitors and responsible for program scope, 
schedule, and budget execution. 

QUALITY ASSURANCE 
ANALYST 01 

E-204 Bachelors - Zero (0) years Assists with implementing software quality assurance programs in support of 
software products and services. Conducts routine software testing and establishes 
software test standards. Participates in establishing software quality standards for 
lifecycle, documentation, development methods, testing, and maintenance. 
Assists in establishing quantitative measurements and techniques for measuring 
software quality. Reviews and evaluates software products and services for 
adherence to government directives, standards, and guidelines concerning 
software quality assurance. 

QUALITY ASSURANCE 
ANALYST 02 

E-205 Bachelors - Three (3) years Contributes to Implementing software quality assurance programs in support of 
software products and services. Conducts Moderately complex software testing 
and Establishes test standards. Participates in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Assists in establishing quantitative measurements and techniques 
for measuring software quality. Reviews and evaluates software products and 
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services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. 

QUALITY ASSURANCE 
ANALYST 03 

E-206 Bachelors - Six (6) years Works to Implement software quality assurance programs in support of software 
products and services. Conducts moderate to complex software testing and 
establishes software test standards. Participates in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Establishes quantitative measurements and techniques for 
measuring software quality. Reviews and evaluates software products and 
services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. May provide work leadership to lower 
level employees. 

QUALITY ASSURANCE 
ANALYST 04 

E-207 Bachelors - Nine (9) years Responsible for Implementing software quality assurance programs in support of 
software products and services. Conducts software tests and diagnostics and 
establishes complex software test standards. May assist in developing software, 
establishing software quality standards for lifecycle, documentation, 
development methods, testing, and maintenance. Assists in establishing 
quantitative measurements and techniques for measuring software quality. 
Reviews and evaluates software products and services for adherence to 
government directives, standards, and guidelines concerning software quality 
assurance. 

QUALITY ASSURANCE 
ANALYST 05 

E-208 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert Implementing software quality assurance 
programs in support of software products and services. Establishes software test 
standards and conducts complex software tests. May assist in developing 
software, software quality standards for lifecycle, documentation, development 
methods, testing, and maintenance. Assists in establishing quantitative 
measurements and techniques for measuring software quality. Reviews and 
evaluates software products and services for adherence to government directives, 
standards, and guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 01 

E-209 Bachelors - Zero (0) years Supports implementation of software quality assurance programs in support of 
software products and services by conducting software tests. Uses established 
test standards to conduct software tests. Assists in establishing software quality 
standards for lifecycle, documentation, development methods, testing, and 
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maintenance. Assists in establishing quantitative measurements and techniques 
for measuring software quality. Assists in reviewing and evaluating software 
products and services for adherence to government directives, standards, and 
guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 02 

E-210 Bachelors - Three (3) years Participates in the implementation of software quality assurance programs in 
support of software products and services. Establishes software test standards 
and conducts moderately complex software tests. Participates in establishing 
software quality standards for lifecycle, documentation, development methods, 
testing, and maintenance. Assists in establishing quantitative measurements and 
techniques for measuring software quality. Reviews and evaluates software 
products and services for adherence to government directives, standards, and 
guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 03 

E-211 Bachelors - Six (6) years Implements software quality assurance programs in support of software products 
and services. Establishes software test standards and conducts complex software 
tests. Establishes software quality standards for lifecycle, documentation, 
development methods, testing, and maintenance. Establishes quantitative 
measurements and techniques for measuring software quality. Reviews and 
evaluates software products and services for adherence to government directives, 
standards, and guidelines concerning software quality assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 04 

E-212 Bachelors - Nine (9) years Leads others in implementing software quality assurance programs in support of 
software products and services. Establishes software test standards and conducts 
complex software tests. Establishes software quality standards for lifecycle, 
documentation, development methods, testing, and maintenance. Establishes 
quantitative measurements and techniques for measuring software quality. 
Reviews and evaluates software products and services for adherence to 
government directives, standards, and guidelines concerning software quality 
assurance. 

QUALITY ASSURANCE 
TEST ENGINEER 05 

E-213 Bachelors - Twelve (12) 
years 

Serves as the subject matter expert in implementing software quality assurance 
programs in support of software products and services. Establishes software test 
standards and conducts complex software tests. Establishes software quality 
standards for lifecycle, documentation, development methods, testing, and 
maintenance. Establishes quantitative measurements and techniques for 
measuring software quality. Reviews and evaluates software products and 
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services for adherence to government directives, standards, and guidelines 
concerning software quality assurance. 

SECURITY ENGINEER 01 E-214 Bachelors - Zero (0) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 02 E-215 Bachelors - Three (3) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 03 E-216 Bachelors - Six (6) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 04 E-217 Bachelors - Nine (9) years Define and design security solutions. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations of large complex solutions. Plans and conducts 
quantitative and qualitative security risk analyses, security evaluations and audits 
of solutions. 

SECURITY ENGINEER 05 E-218 Bachelors - Twelve (12) 
years 

SME on security solutions definition and design. Provide information assurance, 
cybersecurity, and risk management framework support services. Performs 
security assessments and evaluations of solutions. Plans and conducts formal on- 
site program evaluations and remediations of large complex solutions. Plans and 
conducts quantitative and qualitative security risk analyses, security evaluations 
and audits of solutions. 
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SECURITY OPERATIONS 
CENTER (SOC) ANALYST 01 

E-219 Bachelors - Zero (0) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Support the tracking of incident notifications and identifying of 
trends and activities to prevent, respond, and recover. Monitor, manage, and 
configure security tools, review incidents to assess their urgency, and escalate 
incidents. Support the identification of events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 02 

E-220 Bachelors - Three (3) years Improve the cybersecurity posture by identifying, verifying, and understanding 
cyber events. Track incident notifications and identify trends and activities to 
prevent, respond, and recover. Conduct problem resolution and provide subject 
matter expertise in security investigations best practices. Collect, analyze, and 
correlate security events and use discovered data to enable recommendation of 
mitigation of potential incidents. Identify events that pose a threat to the 
confidentiality, availability and integrity of information or systems. Provide 
quality assurance accuracy, consistency, and reliability to security event data in 
tickets and reports. Perform incident triage to include determining accuracy, 
scope, urgency, and impact. Provide incident coordination and updates to 
Incident Response Teams (IRTs). Notify management of suspected incidents and 
articulate the event's history, status, and potential impact. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 03 

E-221 Bachelors - Six (6) years Provide SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 

http://www.core4ce.com/


 

 GSA MAS Price List 

 

GSA MAS: 47QTCA26D000L www.core4ce.com Page 158 of 170 
 

Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Conduct continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident. 

SECURITY OPERATIONS 
CENTER (SOC) ANALYST 04 

E-222 Bachelors - Nine (9) years Lead SOC and Incident Response support, including coordination, execution, 
and implementation of all actions required for the containment, eradication, and 
recovery measures for events and incidents. Monitor and reply to events and 
alerts from the SIEM, monitoring tools, and other network tools. Demonstrated 
understanding of the life cycle of cybersecurity threats, attacks, attack vectors 
and methods of exploitation with an understanding of intrusion set tactics, 
techniques and procedures (TTPs). Review and recommend technical, process, 
and physical controls to counteract damage from breach events. 
Supports/develops reports during and after incidents, which include all actions 
taken to properly mitigate, recover and return operations to normal operations. 
Support forensic investigators and application security analysts in reactive and 
proactive Threat Hunting engagements, performing endpoint, network, and log 
analysis.). Coordinate resources, activities, and timelines during security 
incidents to ensure a unified structured response to incidents. Coordinate with 
other organizations, activities, and other stakeholders as appropriate with open 
incidents/events. Build timelines, documents, briefings, and other products as 
required to inform stakeholders of incident response actions, analysis, and the 
impact of both adversary activity and response actions. Lead continuous 
exercises and dry runs to improve response outcomes in the event of a cyber-
incident. 
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SECURITY OPERATIONS 
CENTER (SOC) ANALYST 05 

E-223 Bachelors - Twelve (12) 
years 

Plan, direct, and manage day-to-day activities across the Security Operations 
Center. Drive implementation and improvement of new tools, capabilities, 
frameworks, and methodologies across all teams within the SOC. Accountable 
for the timeliness and efficiency of identification, isolation, mitigation, and 
reporting of critical incidents by the SOC. Instill and reinforce industry best 
practices in the domains of incident response, cybersecurity analysis, knowledge 
management, and SOC operations. Develop and maintain an incident response 
management program that includes incident detection, analysis, containment, 
eradication, recovery and chain of evidence / forensic artefacts required 
for additional investigations. Ability to work directly with customers to ensure 
not only resolution management but also customer satisfaction. Creation of 
reports, dashboards, metrics for SOC operations. Manage the process 
improvement program for SOC processes. Conduct scheduled and ad hoc 
training exercises to ensure staff are current with the latest threats and incident 
response techniques. Provide direction, leadership and management of SOC 
personnel. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
01 

E-224 Bachelors - Zero (0) years Supports the identification of end-user requirements and specifications. Supports 
the design of algorithms and flowcharts to create new software programs and 
systems. May produces efficient and elegant code based on requirements. 
Compiles user feedback to provide to the team. Supports the development of 
technical documentation to guide future software development projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
02 

E-225 Bachelors - Three (3) years Supports the identification of end-user requirements and specifications. Supports 
the design of algorithms and flowcharts to create new software programs and 
systems. May produces efficient and elegant code based on requirements. May 
tests and deploys programs and applications. Supports troubleshooting existing 
software. Compiles user feedback to provide to the team. Supports the 
development of technical documentation to guide future software development 
projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
03 

E-226 Bachelors - Six (6) years Collaborates with management, departments, and customers to identify end-user 
requirements and specifications. Applies Software Development Lifecycle 
processes. Design algorithms and flowcharts to create new software programs 
and systems. Produces efficient and elegant code based on requirements. Tests 
and deploys programs and applications. Troubleshoots, debugs, maintains, and 
improves existing software. Compiles and assesses user feedback to improve 
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software performance. Develops technical documentation to guide future 
software development projects. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
04 

E-227 Bachelors - Nine (9) years Leads the collaboration with management, departments, and customers to 
identify end-user requirements and specifications. Leads the design team 
developing algorithms and flowcharts to create new software programs and 
systems. Ensures adherence to the principles of Software Development 
Lifecycle. Ensures production of efficient and elegant code based on 
requirements. May Lead the test and deployment teams for programs and 
applications. Recommends and leads software improvements. 

SOFTWARE 
DEVELOPER/PROGRAMMER 
05 

E-228 Bachelors - Twelve (12) 
years 

Serves as Subject Matter Expert (SME) in the software development life cycle 
including the planning, design, development and implementation, deployment, 
and maintenance stages. Serves as expert during collaboration with management, 
departments, and customers to identify end-user requirements, specifications, 
and software performance improvements recommendations. Provides expertise, 
troubleshooting, and resolution to highly complex software development issues. 

SOFTWARE ENGINEER 01 E-229 Bachelors - Zero (0) years Assists with basic computer software designs, development, troubleshooting, and 
analysis . Reviews architecture and uses existing standards for integrating 
appropriate development and support tools to ensure product performance. 
Assists in performing system modeling, simulation, and analysis. 

SOFTWARE ENGINEER 02 E-230 Bachelors - Three (3) years Contributes to designing, developing, troubleshooting, and analyzing computer 
software. Reviews architecture and selects among existing organizational 
standards and integrates appropriate development and support tools to ensure 
product performance. Participates in performing system modeling, simulation, 
and analysis. 

SOFTWARE ENGINEER 03 E-231 Bachelors - Six (6) years Designs, develops, troubleshoots, and analyzes moderately complex computer 
software. Reviews architecture and selects among existing organizational 
standards and integrates appropriate development and support tools to ensure 
product performance. Performs system modeling, simulation, and Analysis. 

SOFTWARE ENGINEER 04 E-232 Bachelors - Nine (9) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software. Plans, conducts, and technically directs software 
development project phases. Reviews architecture and selects and integrates 
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appropriate development and support tools for team use to ensure product 
performance. Leads performing system modeling, simulation, and analysis. 

SOFTWARE ENGINEER 05 E-233 Masters - Twelve (12) years Leads others in designing, developing, troubleshooting, and analyzing complex 
computer software. Plans, conducts, and technically directs software 
development project phases. Reviews architecture and selects and integrates 
appropriate development and support tools for team use to ensure product 
performance. Leads performing system modeling, simulation, and analysis. 

SUBJECT MATTER EXPERT 
(SME) 01 

E-234 Associates - Zero (0) years Assists in the development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions in accordance with standard practices. Consults on 
functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 02 

E-235 Associates - Three (3) years This position serves as a subject matter expert and interfaces external clients 
occasionally. Participates in the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions. Consults on functionality, costs, benefits and 
implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 03 

E-236 Associates - Six (6) years This position serves as a subject matter expert for external clients. Significantly 
contributes to development of technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a diverse range of complex problems. 
Consults on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 04 

E-237 Associates - Nine (9) years This position serves as a subject matter expert providing external clients with 
consultative direction. Develops technology solutions in support of client 
operations. Assesses client’s requirements and seeks opportunities to apply 
technical solutions. Capable of solving a uniquely complex problems. Consults 
on functionality, costs, benefits and implementation requirements. 

SUBJECT MATTER EXPERT 
(SME) 05 

E-238 Associates - Twelve (12) 
years 

This position serves as a subject matter expert providing external clients with 
consultative direction. Leads the development of technology solutions in support 
of client operations. Assesses client’s requirements and seeks opportunities to 
apply technical solutions with a leading edge vision. Capable of solving a 
uniquely complex problems of critical importance. Consults on functionality, 
costs, benefits and implementation requirements. 
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SYSTEM ANALYST 01 E-239 Bachelors - Zero (0) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 

SYSTEM ANALYST 02 E-240 Bachelors - Three (3) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 

SYSTEM ANALYST 03 E-241 Bachelors - Six (6) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
May supervise lower level personnel. 

SYSTEM ANALYST 04 E-242 Bachelors - Nine (9) years Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
Provides consultation on complex projects and is considered to be the top level 
contributor/specialist of most phases of systems analysis, while considering the 
business implications of the application of technology to the current and future 
business environment. 
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SYSTEM ANALYST 05 E-243 Masters - Twelve (12) years Considered Subject Matter Expert in customer's business or system support area. 
Formulates and defines systems scope and objectives based on both user needs 
and a thorough understanding of business systems and industry requirements. 
Devises or modifies procedures to solve complex problems considering 
computer equipment capacity and limitations, operation time, and form of 
desired results. Includes analysis of business and user needs, documentation of 
requirements, and translation into proper system requirements specifications. 
Provides consultation on complex projects and is considered to be the top level 
contributor/specialist of most phases of systems analysis, while considering the 
business implications of the application of technology to the current and future 
business environment. 

SYSTEM SECURITY 
ANALYST 01 

E-244 High School - Zero (0) years Assists in establishing and managing networks in support of cyber operations. 
Applies consulting skills or basic technical expertise. Develops innovative 
solutions to problems. Works under direct supervision. Supports information 
assurance activities supporting customer specific operating system(s). Help to 
identify and implement database solutions and improvements. Experience with 
security scanners. Knowledge of different layers of the technology stack, 
including network, application frameworks, database systems, and vendor 
solution. 

SYSTEM SECURITY 
ANALYST 02 

E-245 High School - Three (3) 
years 

Contributes to establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to basic 
problems. Works under General supervision. Support Information Assurance 
activities supporting customer specific operating system(s). Help to identify and 
implement database solutions and improvements. Experience with security 
scanners. Knowledge of different layers of the technology stack, including 
network, application frameworks, database systems, and vendor solution. 

SYSTEM SECURITY 
ANALYST 03 

E-246 Bachelors - Six (6) years Responsible for establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to moderately 
complex problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
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technology stack, including network, application frameworks, database systems, 
and vendor solution. 

SYSTEM SECURITY 
ANALYST 04 

E-247 Bachelors - Nine (9) years Leads in establishing and managing networks in support of cyberspace 
operations. Apply advanced consulting skills or extensive technical expertise, 
including full industry knowledge. Develop innovative solutions to complex 
problems. May provide supervision to lower level employees. Support 
Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Knowledge of different layers of the 
technology stack, including network, application frameworks, database systems, 
and vendor solution. 

SYSTEM SECURITY 
ANALYST 05 

E-248 Bachelors - Twelve (12) 
years 

Serves as subject matter expert establishing and managing networks in support of 
cyberspace operations. Apply advanced consulting skills or extensive technical 
expertise, including full industry knowledge. Develop innovative solutions to 
highly complex problems. May provide supervision to lower level employees. 
Support Information Assurance activities supporting customer specific operating 
system(s). Help to identify and implement database solutions and improvements. 
Experience with security scanners. Expert in different layers of the technology 
stack, including network, application frameworks, database systems, and vendor 
solution. 

SYSTEMS ENGINEER 01 E-249 Bachelors - Zero (0) years Assists in analyzing existing systems and defines, designs, and develops new 
hardware/software systems. Assists in determining system specification, 
processes, and working parameters for hardware/software compatibility. Works 
under a senior engineer to coordinate design of subsystems and integration of 
total system. 

SYSTEMS ENGINEER 02 E-250 Bachelors - Three (3) years Works as part of a team to analyze existing systems and defines, designs, and 
develops new hardware/software systems. Makes recommendations for system 
specification, processes, and working parameters for hardware/software 
compatibility. Works as part of a team to coordinate design of subsystems and 
integration of total system. 
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SYSTEMS ENGINEER 03 E-251 Bachelors - Six (6) years Works independently to analyze complex systems and defines, designs, and 
develops new hardware/software systems. Determines system specification, 
processes, and working parameters for hardware/software compatibility for 
major programs. Coordinates design of subsystems and integration of total 
system. Resolves complex program support deficiencies 

SYSTEMS ENGINEER 04 E-252 Bachelors - Nine (9) years Leads a team of engineers to analyzes existing or complex systems and defines, 
designs, and develops new hardware/software systems. Develops and applies 
methods in the investigation and solution to system requirements and problems. 
Uses advanced methods for determining system specification, processes, and 
working parameters for hardware/software compatibility. Plans, conducts, and 
technically directs project phases. Leads coordination of design of subsystems 
and integration of total system. 

SYSTEMS ENGINEER 05 E-253 Masters - Twelve (12) years Serves as Senior Expert and Leader over complex and difficult system 
requirements within major phases of significant projects. Leads a team of 
engineers to analyzes existing or complex systems and defines, designs, and 
develops new hardware/software systems. Develops and applies methods in the 
investigation and solution to system requirements and problems. Uses advanced 
methods for determining system specification, processes, and working 
parameters for hardware/software compatibility. Plans, conducts, and technically 
directs project phases. Leads coordination of design of subsystems and 
integration of total system. 

TECHNICAL CONSULTANT E-254 Bachelors - Three (3) years Develops and applies advanced methods, theories, and research techniques in 
investigating and solving complex concept, planning, design, or implementation 
problems. Provides input for adoption of best practices and adoption strategies 
and techniques. Recognized for achievements and technical subject expertise 

TECHNICAL PROJECT 
LEADER 01 

E-255 Bachelors - Zero (0) years Assists in defining, generating, reviewing, and technically refining project 
requirements for small routine projects. Responsible for technical/operational 
leadership of project within programmatic guidelines set by the program 
manager and customer. May monitor project to ensure work scope, schedule, and 
budget. 

TECHNICAL PROJECT 
LEADER 02 

E-256 Bachelors - Three (3) years Contributes to defining, generating, reviewing, and technically refining project 
requirements for moderately large or complex projects. Responsible for 
technical/operational leadership of project within programmatic guidelines set by 
the program manager and customer. . May monitor project to ensure work scope, 
schedule, and budget. 
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TECHNICAL PROJECT 
LEADER 03 

E-257 Bachelors - Six (6) years Works to Define, generate, review, and technically refine project requirements 
for large or complex projects. Responsible for technical/operational leadership of 
project within programmatic guidelines set by the program manager and 
customer. Monitors project to ensure work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 04 

E-258 Bachelors - Nine (9) years Responsible for Defining, generating, reviewing, and technically refining project 
requirements for large or highly complex project or group of projects. 
Responsible for technical/operational leadership of project within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 

TECHNICAL PROJECT 
LEADER 05 

E-259 Bachelors - Twelve (12) 
years 

Subject Matter Expert responsible for Defining, generating, reviewing, and 
technically refining project requirements for most complex or groups of projects. 
Responsible for technical/operational leadership of project within programmatic 
guidelines set by the program manager and customer. Monitors project to ensure 
work scope, schedule, and budget. 

TECHNICAL WRITER / 
EDITOR 01 

E-260 Associates - Zero (0) years Researches, writes, edits, and proofreads routine documents such as manuals, 
white papers, proposals, and specifications. Assists in ensuring technical 
documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Follows established style guides and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 02 

E-261 Associates - Three (3) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 03 

E-262 Associates - Six (6) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Ensures technical 
documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Participates in developing style guidelines and standards for texts and 
illustrations. 
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TECHNICAL WRITER / 
EDITOR 04 

E-263 Associates - Nine (9) years Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TECHNICAL WRITER / 
EDITOR 05 

E-264 Associates - Twelve (12) 
years 

Researches, writes, edits, and proofreads technical data for documents such as 
manuals, white papers, proposals, and specifications. Contributes to ensuring 
technical documentation is accurate; complete; meets editorial and government 
specifications; and adheres to standards for quality, graphics, coverage, format, 
and style. Assists in establishing style guidelines and standards for texts and 
illustrations. 

TRAINING SPECIALIST 01 E-265 Bachelors - Zero (0) years Assists in the design or conducts training and development programs to improve 
individual skills or organizational performance. Supports the development, test, 
maintenance and delivery of training programs and related materials in support 
of customer products under supervision. Supports the establishment course 
content and objectives. Conducts basic training sessions and develops criteria 
under supervision for evaluating the effectiveness of training activities. Updates 
course documentation on a continuous basis to ensure timeliness and relevance. 
May analyze organizational training needs or evaluate training effectiveness. 

TRAINING SPECIALIST 02 E-266 Bachelors - Three (3) years Designs or conducts training and development programs to improve individual 
skills or organizational performance. Supports the development, test, 
maintenance and delivery of training programs and related materials in support 
of customer products under supervision. Supports the establishment course 
content and objectives. Conducts basic training sessions and develops criteria 
under supervision for evaluating the effectiveness of training activities. Updates 
course documentation on a continuous basis to ensure timeliness and relevance. 
Analyze organizational training needs or evaluate training effectiveness. 

TRAINING SPECIALIST 03 E-267 Bachelors - Six (6) years Leads the design of training and development programs to improve individual 
skills or organizational performance. Develops, tests, maintains and delivers 
training programs and related materials in support of customer products. 
Develops course content and objectives. Conducts advanced training sessions 
and develops criteria for evaluating the effectiveness of training activities. 
Validates course documentation on a continuous basis to ensure timeliness and 
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relevance. Analyze organizational training needs or evaluate training 
effectiveness. 

TRAINING SPECIALIST 04 E-268 Bachelors - Nine (9) years Leads team of training specialists responsible for the design of training and 
development programs to improve individual skills or organizational 
performance. Leads the development, test, maintenance and delivery of training 
programs and related materials in support of customer products. Oversees and 
develops advanced course content and objectives. Oversees and conducts 
advanced training sessions and develops criteria for evaluating the effectiveness 
of training activities. Validates course documentation on a continuous basis to 
ensure timeliness and relevance. Develops and Implements new programs and/or 
procedures based on recommendations and continuous improvement initiatives. 

TRAINING SPECIALIST 05 E-269 Bachelors - Twelve (12) 
years 

Subject Matter expert in the design, development, and delivery of training and 
development programs for customer and client requirements. Provides guidance 
and recommendations for improvements in the development, test, maintenance 
and delivery of training programs and related materials in support of customer 
products. Oversees and develops advanced course content and objectives. 
Oversees and conducts advanced training sessions and develops criteria for 
evaluating the effectiveness of training activities. Applies advanced training 
methodologies and techniques to training development and delivery. Develops 
and Implements new programs and/or procedures based on recommendations 
and continuous improvement initiatives. 

WEB DEVELOPER 01 E-270 Bachelors - Zero (0) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 02 E-271 Bachelors - Three (3) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
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Labor Category Title ID Education & Years 
Experience 

Functional Responsibility 

such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 03 E-272 Bachelors - Six (6) years Provides support to develop Web based applications. Provide support in 
developing the site concept, interface design, and architecture of the web-site. 
Provide support for the implementation of interfaces to applications. Applies 
working knowledge of several web-based programming languages/frameworks 
such as Java, Active Server Pages (ASP), JavaScript, and SQL Server, Visual 
Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, Sybase, etc.). 

WEB DEVELOPER 04 E-273 Bachelors - Nine (9) years Leads the team of developers developing Web based applications. Provide 
support in developing the site concept, interface design, and architecture of the 
web-site. Provide support for the implementation of interfaces to applications. 
Applies working knowledge of several web-based programming 
languages/frameworks such as Java, Active Server Pages (ASP), JavaScript, and 
SQL Server, Visual Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, 
Sybase, etc.). 

WEB DEVELOPER 05 E-274 Bachelors - Twelve (12) 
years 

Subject Matter Expert over the development of Web based applications. Provide 
support in developing the site concept, interface design, and architecture of the 
web-site. Provide support for the implementation of interfaces to applications. 
Applies working knowledge of several web-based programming 
languages/frameworks such as Java, Active Server Pages (ASP), JavaScript, and 
SQL Server, Visual Basic, JavaScript, MS Access, HTML, DBMS's (ex. -Oracle, 
Sybase, etc.). 
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1.5 Education Equivalency Table 
Educational Requirement Equivalent Related Work Experience 

High School/GED None 

Associate Degree 1 Year 

Bachelor’s Degree 2 Years or Associates + 1 Year 

Master's Degree 4 Years or Bachelors + 2 Years 

Minimum Experience Equivalent Education 

1 Year Associate Degree 

2 Years Bachelor’s Degree 

4 Years Master's Degree 
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